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Conventions Used in This Book

The following typographical conventions are used in this book
Content Style
Menu > Submenu > Right Side Banner Selections
e.g. Configuration > Administrator > System Setup

| Configuration > Administrator

Constant width bold

Indicates chapter and section

"ltalic”
“Indicates user input examples."

@ This icon indicates a tip, or suggestion. | would like to tell users a special point on the
Internet.

@ This icon indicates a limited or caution. Pay attention to these to avoid running into system.

[ .. . . .
@ This icon indicates an example. Give users examples and to show how to use.
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Chapter 0 : Description

In this chapter, it will not only tell you how to install and connect your network system but also
configure and monitor it. Many explanations in detail functions are shown as well as the examples
of the operation for interface. In the description chapter you can enable the following lists :

¢ 0-1 Hardware Overview

e 0-2 Front Panel

e (-3 Rear Panel

e (-4 System Setting

e 0-5Setting internal and external network

e 0-6 Homepage Information
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»0-1 Hardware Overview

Integration between firewall and NAS

Unlike the traditional way building a gateway firewall and then installing shared storage space via
NAS or Network Neighborhood, ShareTech SG-100N is a gateway device integrated NAS into
firewall, protecting user’s network against threats from web activities with URL filtering. Users

can define search by keywords and sort options. Filtering conditions can be applied by time to

control over network access and usage to avoid threats from external networks. SG-100N

simplifies SMB network environments and provides IT staff a cloud-managed networking

solution.

SG-100N
Dimensions(wide*long*high) :232*152*44mm
Custom Port (Fixed LAN & WAN1), 2G memory
320G HDD

s SG-100N

SG-100N with WiFi
Dimensions(wide*long*high) : 232*152*44mm
Custom Port (Fixed LAN & WAN1), 2G memory,
320G HDD

2dBi, 3T3R, 802.11b/g/n

S SG-100N
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»0-2 Front Panel

S SG-100N

Porlé Pond Portz Pomt

Figure 0-2. 1 Front Panel

B Model Name : please see the Figure 0-2.1(Figure 0-2.1)
Appliance LED Behavior

LED ‘ State Description

POWER Blinking ShareTech appliance is activity
Green ShareTech appliance in ON
Off Take off adapter power(+12V DC)
HDD Flashing Amber Activity going on
Off No activity
Ethernet Ports Flashing Green(Right) The port i_s linking and active in data
transmission.
Green(Left) Correct cable is used and power is on port
Off Power is not on port.
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»0-3 Rear Panel

Figure 0-3. 1 Rear Panel

B Power supply: +12 DCin

B Console Port: By using RJ-45 to DB-9 Female cable, you can connect to a computer terminal for
diagnostic or configuration purpose. Terminal Configuration Parameters: 115200 baud Rate, 8
data bits, 1 stop bit, no parity, XON/XOFF flow control. A console port for inspecting settings
remotely or, if needed, resetting the device to factory default.

B USB 2.0 Ports: It can connect to any USB devices, for example, a USB flash drive.

Reset Button: It is a button to reset system.
B Ethernet Ports:
1. LAN: Connects to the intranet.

2. WAN: Connects to the perimeter router.
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Appliance Ethernet Ports Behavior:

LED ‘ State Description

Ethernet Ports Flashing Amber(Left) The port is linking and active in data

o2 D transmission.

(=] o

M Amber(Left) Correct cable is used and power is on port
Off(Left) Power is not on port.
Amber(Right) Port is connected at the 100 Mbps
Green(Right) Port is connected at the 1000 Mbps
Off(Right) Power is not on port.

& Please confirm the correct installation and connection. If power LED light does not glow,
please shut down the appliance. After several minutes had passed, please reboot the
appliance again. If LED light is still not lit, please feel free to call +886-4-27050888 / Skype:

sharetech_tc and contact with us while the appliance is still under warranty.

& How to use condole cale:
The SG-100N can be configured via the "Console" port located on the SG-100N’s Rear panel using
a terminal-emulation program (e.g. HyperTerminal). (Figure 0-3.3)
Please purchase USB to RS232/DB9 Serial Cable and download its driver (Figure 0-3.2)
@ Here is an example,
USB to RS232/DB9 Serial Cable Driver, please note your OS before download.
http://www.tri-plc.com/USB-RS232/drivers.htm

RS232

Figure 0-3. 2 RS232/DB9
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connected

Figure 0-3. 3 using console

Downlaod PuTTY:
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

Use the following configuration settings for terminal-emulation programs: (Figure 0-3.4)

Category:

[=- Session \ Options controlling local serial lines
- Logging Select a serial line

= Terminal
. Keyboard Serial line to connect to COM1
i Bell

. Features
=) Window Speed (baud) 115200
i Appearance
- Behaviour

i~ Translation Stop bits T

i Selection . —
- Colours oy None b

(=~ Connection Flow control
i Data
i Proxy
i Telnet
i Rlogin
- SSH

:,.

Corfigure the serial line

Data bits 8

[ Open J[ Conce |

Figure 0-3. 4 PuTTY Configuration
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Please check your COM and LPT (Figure 0-3.5)

o =RwER - cIEN

SXF BAG MRV D)

Il B L T

s & sharerech —
0 5ustooth

cg IOF ATATATAS P

4 § B3 AREESCES
& Fhetocth Aude Deate
§ el MTNED
§ Fesliek High Debntion Aude
4 WEN\AN
B tax
. Fhaz
9 AFxF
o 7 2B 00 M (PT
T UA-SORAL CHaed OmaT
A FIWEXRLIATRE
@
~
& man
, Baw
& annEs
o reus
- | v

Figure 0-3. 5 USB-SERIAL

Enter Information: (Figure 0-3.6)

B Choose "serial"

M Serial line: COM(?), please refer to Figure 0-3.5, and enter your COM number.
W Speed: 115200

B Choose "Open"

® PUTTY Configuration
Category:
[]- Session | Basic options for your PuTTY session |
P I__ogging Specify the destination you wart to connect to
[=)- Terminal o
- Keyboard Serial line Speed
el [com3] 115200
- Features Connection type: . . .
- Windaow (_JRaw () Telnet (_)Rlogin (_J55H (@) Serial
ﬂppea@nce Load. save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
- Colours :
Default Settings s
[I- Connection 115200 o
- Diata 152.168.186.76
- Proy 192.168.128.1 £
o Telnet 152.168.185.143 Delete
- 192.168.189.144
- Rlogin 192.178.88.254 W
[+ 55H
- Seral Cloge window on esdt: B
() Aways ()Mever (@ Only on clean exit

About Cancel
Figure 0-3. 6 Serial line
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Console Screen: (Figure 0-3.)
MY LAN IP IS 192.168.1.1: it shows current LAN IP
B admin_pw_def: reset your login User Name and Password to be default(admin/admin)
B admin_ip_def: reset your IP to be 192.168.1.1
B Apache_port: shows http and https port
B Restart: reboot SG-100N and every setting still exist on equipment.
B Poweroff: shutdown SG-100N.

Figure 0-3. 7 Console Screen

13
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»0-4 System Setting

Deployment
Your PC connect the device’s LAN port directly or, with the same hub / switch, and launch a web
browser (ex. Internet Explorer, Mozilla Firefox, or Chrome) to access the management interface
address which is set to http://192.168.1.1 by default. Therefore, the IP addresses of LAN PCs must
be configured within the range between 192.168.1.2 and 192.168.1.254 inclusively, and assigned
the subnet mask of 255.255.255.0. (Figure 0-4.1)

A =
Azcoumt/Pasyword:

admin/admin

-

Figure 0-4. 1 Deployment
Start Browser and Enter Login User Name / Password
Open the IE browser; enter 192.168.1.1 in the address bar. (Figure 0-4.2)

Browser will pop up for authentication, please enter admin (username) / admin (password) to login.

(og In

Figure 0-4. 2 Start Browser and Enter Login User Name / Password

14
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Login completed (Figure 0-4.3)

Aﬁare Tech
. A Server lke
.
= ’
-
=
e Syntn Heswerce Serent Sarvics
o~ ) WF Sanire 9
PU Loadng 0 LOMS Serite o
. RAM 2 GEB 1 Dher VEN Serrus 0
al F 2 ME PO F ¥
M i @
® Utyn
. e Intarfeces » Mar
o It Port 1 Fom 2 — ot a
LA Vil AN oM
9?5
” " E <9 9 2@
3 ' ‘ v s ] é
F L rr
. T
b
8= “

~r$h_5m Tech Copyeght © 2010 Shar Toech Indsrmation Co _ LTD AR rghis eseved

Figure 0-4. 3 Login completed

Change Language
Default management interface language is English. Select Configuration > Language > Language.
Then, there are three languages, English, Traditional Chinese, and Simplified Chinese. Select one

language which belongs to you. Click on ®B%*= _ (Figure 0-4.4)

v Language

® [Engks T radforat ey Simplified Chines

Figure 0-4. 4 Change Language
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»0-5 Setting internal and external network

In this section, follow two parts below, LAN setup and WAN setup, and to start machine up.
@ When configure a new LAN interface address accordingly. If the company’s LAN IP address is
not belong to subnet of 192.168.1.0/24 (default), and then the Administrator must

add/change PC IP address to be within the same range of the LAN subnet. (Figure 0-5.1)

@ For example, to add multiple IP address (192.168.1.2) in “LAN connection” you're your
computer.

Poenge DG | WG | Ortess

Faddent Strw warh

oy Mec

Figure 0-5. 1 Advanced TCP/IP settings

@ For your reference, you may configure your management address based on the available
subnet ranges below: 10.0.0.0 ~ 10.255.255.255,

172.16.0.0 ~ 172.31.255.255,
192.168.0.0 ~ 192.168.255.255

16
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Setting Internal Network
Select Network > Interface > Port 1, and Interface Type is LAN. (Figure 0-5.2)

Administrator clicks on Network > Interface > Port 1 (LAN) to enter internal network information. At
last, click on “save” to complete the setup.

1, Chck on & > Intwrface » Port 1 [LAN)

2. Enter internal Netwark Related info

I = 3 Click “Sava” 12 complets the setup

[5]

Figure 0-5. 2 LAN Interface

@ Note: If the management interface is assigned with a different IP address, the management
interface will only become accessible from a web browser using the new IP address.

Setting External Network

Select Network > Interface > Port 2, and Interface Type is WAN1. (Figure 0-5.3)

Administrator clicks on Network > Interface > Port 2 (WAN) to enter external network information.
At last, click on “save” to complete the setup.

m Enter Port 2 {WAN) Relsted info

’

;Q —— r—) 1 Setup Port 2 {WAN) Alive Detection

| * 4. General erting

Figure 0-5. 3 external Network

17
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Chapter 0

Step 1: Network > Interfaces > Port 2 (WAN) (Figure 0-5.4) (Figure 0-5.5)

* WAN 1 Setting
Interfac e Name
Intecface Name

IP Addross

Default Gateway

Up Speed| Max. 1000Mbps )
Speed and Duplex Mode

Load Balance

: Description

» Input any word for recognition :

3 Only In "Static” mode is required. :

P
192168 186 €8

192 168 186 1 —: Only in “Static” mode is raquired. |

Mbps v User Defioe —
Auto v | 100MEF ull l ;
® Auto i In Kbps, based on loca! I5P's
) | WAN speed.
By Source IP ST A

Auto: Share loading on WAN automatically .

Manual: Share loading on WAN based on administrators' demands

Figure

Interface Tvpe
Connecton Type
Natimash

NAC Address

Down Spesa Max  1000MBps )
NTU
Waral

By Destination IP

Figure 0-5.

0-5. 4 WAN 1 Setting

—+ 3 connection mathods (Static/DHCP/PPPoE)

VAN
DHCP v Default is 255.255.255.0. Only in
J55 205 BA T s Static” mode i uired,

0000:48.26:8F6F ——: 11008 new MAC address

iMbps v LUser Dafing ——
1500 l
In Kbps, based on local ISP's WAN speed.
5 WAN1 Connection Type

Step 2: Port 2 (WAN) Alive Detection(Figure 0-5.6)

U WAN Alive Detection

Detection Method

Administrator Management

Figure 0-5

| DNS/ICMP/NONE is used to check i
: WAN is available ornot :

Oons @icvr Onone [
Mring Ourre Murtes

i 3 management modes :
: (PING/HTTP/HTTPS)

. 6 WAN1 Alive Detection

18
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Step 3: General Setting on Port 2 (WAN) (Figure 0-5.7)

U General Setting

 DNS Server for WAN |
/i Defaultis168.95.1.1 :

DNS Server 1 ep =Tt o I |l R o A o A
HTTP Port 80
Wan Alive Detection Pariod 5

DNS Server 2
HTTPS Port

Idle Timeout

i DNS ServerforWAN
: Defaultis 168.95.192.1

188.95.192.1

i
: :

£0 §~80) Minutes

\_> WEB Ul Timeout/Auto logoff.

: Defaultis 60 minutes.

Figure 0-5. 7 General Setting on Port 2

Step 4: After finish configuring LAN and WAN, SG-100N setup is successful.

19
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»0-6 Homepage Information

Menu Bar
From top of the screen, menu bar, you can know different models depend on the different colors.
SG series is Blue color. (Figure 0-6.1)

ﬁ;n;' Tech

Figure 0-6. 1 Menu Bar

MENU
On the other hand, from the left side of the screen, MENU, it shows difference depend on the

different models.

¢ & @ @ @ @ @ & & . =
v u - y -
e

Figure 0-6. 2 Menu

System Time and System Resource
It shows Server 1-1 Date & Time and 11-1 Performance. In addition, it displays the CPU, Memory,
Flash, and HDD simultaneously. (Figure 0-6.3)

System Time

Systen FAesource

Figure 0-6. 3 System Time and System Resource

20
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System Information and Server Service
The Server Model and Server Version of the machine (Figure 0-6.4)
@ : Service works.
@ : Service does not work.

000

LR

Figure 0-6. 4 System Information and Server Service

Interface
Equipment Interface details: (Figure 0-6.5)
B Name: The system catches network contact surface name.
B Connect Status: Whether the network is unimpeded
1. @: Connect up.
2. @: 1t does not connect the Internet.
B Line Status: Whether the judgment network does connect
1. 2 Connect up.
2. 2.1t does not connect the Internet.
B |P Address: System binding IP address
Total Packets: Each network interface transmission, receive wrapped packets quantity. (Bytes)

B Total Flow: Each network interface transmission, receive current capacity. (Bytes)

Intortaces » Mom

Fan Fun P J ot 1 Fon 4

"w
B0 S =
"
™

Figure 0-6. 5 Interface
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Click »More (Figyre 0-6.6)

mertaces » Morn
ot 1 Poe2 Port 3
athi g “ung
9 @ 9
L [+ 3 2

Figure 0-6. 6 Interface more detailed
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Chapter 1 : Configuration

In this chapter, you will know how to configure your machine of Date, Time, Administrator, Backup,
Notification, and Language. In the Description chapter you can enable the following lists :

e 1-1Data & Time

e 1-2 Administration

e 1-3 System

e 1-4 Package

e 1-5language

¢ 1-6 Notification

e 1-7 Backup & Mount

e 1-8Signature Update

e 1-9CMS

e 1-10 Ap Management

e 1-11 SSL Proof

e 1-12 MyCloud Setting
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»1-1 Date & Time

Your current time zone setting can also be changed in this section. The first form in this section gives
you the possibility to manually change the system time. Second, the system time synchronized to
time server hosts on the internet by using the network time protocol (NTP!). A number of time
server hosts on the internet are preconfigured and used by the system. This makes sense if the
system clock is way off and you would like to speed up synchronization. Finally, this might be
necessary if you are running a setup that does not allow ShareTech to reach the internet. You can
add a host on User Defined Time Server field. In the Date & Time section you can enable the
following lists: (Figure 1-1.1)

e and Time

Figure 1-1. 1 Date & Time

Setting

Select Configuration > Date & Time > Setting. There are three methods you are able to set up,
Timezone and time and Network Time Retrieval.

Method 1: Synchronize to the local computer.

B Time Zone: Select your country time zone.

B Time: Select the local time.

B Date: Select the local date.

B Click on B8eve ]

Method 2: The date and time settings can be configured by either synchronizing to an Internet

Network Time Server.
B Select Enabled in Network Time Retrieval.

B Selected Time Server: Select your country time server.

1 Network Time Protocol
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B Clickl_Ref=h | Click on [Tmeloz | to check time log information, and it keeps within three days log

information.
B Click on B8eve ]
Method 3: This might be necessary if you are running a setup that does not allow ShareTech to
reach the internet.
B Select Enabled in Network Time Retrieval.
B User Defined Time Server: Enter a time server you know.
B Click onl Refesh || Click on [Tmlsz| to check time log information, and it keeps within three days

log information.

B Click on ®8ave
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»1-2 Administration

This section mainly explains the authorization settings for accessing. It covers the subjects of
Administrator Setup, System Setup, Manage IP Address, Clear Data, and SMTP Server Setting. In this
section you can enable the following lists:

—
Administrator

Select Configuration > Administration > Administrator.

n

The default account and password are both "admin." IT administrator can create several
sub-administrators with different permission and menu customization. In addition, default "admin"
is permitted using all privileges and all menus, such as the privileges of packets that pass through
the equipment and monitoring controls. "Admin"(system manager) can manage monitor and
configure setting of functions. For some sub-administrations (account) are set "Read," it is
"read-only" for that account that is not able to change any setting of the machine. (Figure 1-2.1)

B Account: Enter account name.

B Password: The password for authentication.

B Password Strength:

R

osesnses

| Wewn Fe 9
LLLLLLLL LRSS

i [ P

B Confirm Password: The confirmation of password

B Notes: Easy to know who is it.

B Privilege: Sub-administrators can be granted with Read, Write, or All Privileges to determine the
right of system. Besides, sub-administrators can be created, edited or deleted.

B User Defined Menu: IT administrator could customize MENU by selecting. (Figure 1-2.1)
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saf Defined Me

Figure 1-2. 1 User Defined Menu

System

Select Configuration > Administration > System. This function shows view of the screen and system
default setting.
General Setting: (Figure 1-2.2)
B Login Message: Enter a name, and then click on(3u], The name you enter will be showed when
you login. (Figure 1-2.3)
B Homepage Message: Enter a name, and then click on[sue], The name you enter will be showed
next to the logo picture. (Figure 1-2.4)
B Browser Message: Enter a name, and then click on[8ue], The name you enter will be showed on
the top of browser. (Figure 1-2.5)
B Upload Logo: Click on[E=¥%= | to upload resolution of 150x90 gif figure file, and then click
on HE%2v¢ The image will automatically appear in the upper left corner of the screen. (Figure 1-2.6)
B Memory Release: How often check memory when memory usage up to what you set %. System
will release memory if it has high memory. (Please see memory status in Homepage
Information.)

B Pass-Through Protocol: System supports H-323 and SIP.

Session timeout of established:

B WatchDog timer: When the system is crashed, watchdog will immediately restart the system.
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Chapter 1 : Configuration

Figure 1-2. 2 System Setup

«

192 162 182157

cH

152168186157

Authentcation Requited

The server http /192 158 156 15750 requu

Usar Ylame  adren

login Cance

-

| o
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Figure 1-2. 3 Login Message

Sywem Time

Symem Resowrce

Semtem Loading

—

Figure 1-2. 4 Homepage Message
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Sywem Time

® Nat 1)
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@ Nat “ Symam Resowrce

2 IC ! Lo 208

U Losang A.0%
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Figure 1-2. 5 Browser Message
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Figure 1-2. 6 Upload Logo
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Login Failure Block Settings: (Figure 1-2.7)

B Temporarily block when login failed more than:
B |P blocking period:

B Unblocked IP: (Figure 1-2.9)

Y Login Fallure Block Settings

C trwsars 1z bt

mttms ) ( O s perrranect b ko

N Sho kot 1P

Figure 1-2. 7 Login failure block Settings

o . i i
‘& Here is an example: enter wrong username and password more than five times, and browser
shows the following figure. (Figure 1-2.8) (Figure 1-2.9) (Figure 1-2.10)

— -
192162 188157 indes | =
- cCH 152168186157 Y

The number of temporanly blocking logmn failure reached the linut please wait 3
minutes, and then login again

Figure 1-2. 8 someone login fail more than 5 times

= Login Fallure Bleck Sextags

Terrperan « wrwn logm med more than 5

any perttianen| Hocking

["“"""‘" P LB Bbogiing it l

Figure 1-2. 9 IP blocking list

1+ P Llocking lis 1 Expant

Date ¢ W oe Luft Lisnitadt Time ¢ Ut b
£33 0137

Figure 1-2. 10 IP blocking list and unblock it
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Reset/Reboot Setting:

B Reset to Default Setting: If you need keep LAN, WAN and DMZ IP setting or you need to format
hard disk, please select what you need. If you do not select, it means that you just want to reset
to default setting.

B Reset to MyCloud Default Setting: Delete all settings and logs to be default setting.

B Reboot System: Click onl=2t] for reboot system.

Figure 1-2. 11 Reset/Reboot Setting

Fsck Hard Disk

Select Configuration > Administration > Fsck Hard Disk. (Figure 1-2.12)

As implied by its name, fsck is used to check and optionally repair one or more Linux file systems.
This tool is important for maintaining data integrity, especially after an unforeseen reboot (crash,
power-outage). At some point your system unusual crash, improperly shut-down, or be struck by
lightning, we advise you must using fsckl.ConfimRun | in order to repair of your file system. Normally,
the fsck program will try to handle file systems on different physical disk drives in parallel to reduce
the total amount of time needed to check all of the file systems.

g . . .
dSchedullng conditions are match, the system will reboot!

» Seltings

oy | Monda o 0w

Figure 1-2. 12 Fsck Hard Disk
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If don’t set up any IP address here (Figure 1-2.13), system would follow Network > Network > IP

Address > Ports what you set up. (Figure 1-2.14) (Figure 1-2.15)

w N i v Imteriyoe
LAN ¢ Ting & HITP £ HT
Qe Firg < HTTH HT
AN Fing  HTTP ¥ HTTPS
ez Fig # HTTP 4 HTTP

b P Addvess
Mars Notes

Actios:  Allow 3 of the tollowng *

g
Manager IF Addeas and Netmesh Ping

*AdA R xDel

Management bartace

Figure 1-2. 13 Administrator Management

£ LAN btertace Setting

Narma
Irtertac e Name
P Adaress

U Speed
MAC Address

Spenil ared Duplun 1ode

b ARF Spoofing Prevention
Enitde Evwy X

Sucordeirangs

L=
it
15216611

120

1ot e . A
Emabe NA
Memrrash 2

(Kapa Diran Speed oo

COCD &N 1A%

Auto

SOUT1 wendd 3 s ¥

t Administrmor Management

Adrrsraatr e Marageeseet

Weng )

(TP MTTPY

o Multiple Subnes | ALL *

Nase Hod Iumurface

I Address

> MTU 1900

@ Eave

Notmash

* Al

WAN lnerface I [ Operation Mode

1
Edit) Dal

Figure 1-2. 14 Port 1 Administrator Management
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L WIAN 1 Setting

Intortac e Name o Imaface Type VAN
Ironrtac e Name wrt Camwes fien Type St v
IP Addimns 132 168 185 157 Mot rruas 2EE 0K 268 ()
Detauk Gateway 192 1R2 186 1 MAL Adoress D 4B N AF Y
14 Spedt Mar 1000Mg 1000 v Use Dulig Dot Sipwntd] Mare. 100000 VEMigs v | U Dulrs
Spoed ard Duplex Moo A v [ 100MLFul MU 1500
Loot BQlarce * Ao Marusd «
By Soure P By Dentramon 1P
L WAN Alive Dwisction
Ditwction Medhed NS © 0P WNONE  [ox ] Dndet sl 1P Adckwas gcoo

L.\.mmu.u.. Mansgyernian ® ing W HTTE M NTTRS |

b Fwwwall Protection

Frewal Profecton leow LISYN IEMF U UDF 1 Post Sean 123 )

b Genmesd Seaing

NS Server t snan ONS Server 2 (LYY}

WITE Pont =0 MITPS Podt &3

Ve Alrvw Detaction Pesod 3 (1~£0) Saconds s Timeout @ B 00) Manton

Biary

Figure 1-2. 15 Port 2 Administrator

@ Here is an example:
Please note Action should ne “Allow all of the Following.”

Click on/ * 444 | to create a new IP and Netmask for Interface management. (Figure 1-2.17)

* Add Manager 1 Addiwss sod N

Actico Alow

HNotes 1T Dwpuartmart

| and Netraas TE2 168.105.0 JSENE HE0 ) ¢
Adraner st Marageewt ¥ Ping ¥ Maragomont (merface

* Al

Figure 1-2. 16 IP Address

Then, others which are not among the IP range don’t have permission to access the server even
if server works fine. (Figure 1-2.18)

— - = Ll i) |
v * 403 Forbdden " 1

€ + C & [1192168186157 =|
| !
Forbidden ‘

You don't e pestussact 10 soes | on thus server

Apacie 2.0.62 Uiy mod_s312.0.68 OpenSSLA. 0 8p PHP/4.4.0 Sarver ar | Thclocaldomain Pacr 50

Figure 1-2. 17 You don’t have permission to access this server
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[ —
Clear Data

Select Configuration > Administration > Clear Data.
There are two methods, manually or system clear it auto.
Clear Data: In order to more space for Hard Dish, delete some records & logs which are not

necessary. Click on @ =" _ |t is also possible to check all connections by clicking on the Select All
pane. (Figure 1-2.19)

Cloar Dt

L 5 § S 2 &8 8 & S5
\
.

Figure 1-2. 18 Clear Data

Data Storing time: Select numbers. Otherwise, enter how many days you want to keep. Click
Change signatures if you modify numbers. (Figure 1-2.20)

Figure 1-2. 19 Data Storing Time

[ —
SMTP Server

Select Configuration > Administration > SMTP Server. (Figure 1-2.21) (Figure 1-2.22) (Figure 1-2.23)
B Customize: Default is Admin if you don’t enable it.
Sender Name: Enter email address
Mail Server IP Address: Enter SMTP server address or domain

|

|

B Account: Enter account

B Password: Enter right password of account.
|

Authentication: Please select if your SMTP server of mail server has been enabled it.

R ——————
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B TLS: The TLS protocol allows client-server applications to communicate across a network in a way
designed to prevent eavesDropping and tampering.
B Delivery Domain Name: If Delivery Domain Name is the same with the domain of receiver, the

email will be sent from this SMTP setting; if not, the email will be sent from the first SMTP
setting.

€ Custorreze TEST_TING
i3 sharctech com e

sharwisch com In

* A2

Figure 1-2. 20 Add SMTP Server

[0 SMTP Servm

| e Senilie Alias Sennifir Narnia Mail Swrvar 1P Adiliuse pr— Dallywry Daervies Mam ) SMTP Tust Edn ¢ Dol
TEST T haretec b & o by S—— o TEST /83
* Add
Figure 1-2. 21 SMTP Server List
*  SMITP Sarver Setting
s Swendut Survar hccoum Allcrw Span |ist Dewsain SHTP Test Ml Safling
tnp@shareloch com tw sharatoch com t tng <o statetech cam tw e
# ald / v
Exsforer User Prompt e
sow o =1
Feses hout Revoet Vsl Addem -
el ]
aro—pe—r—— v i

'V'-‘-.\s-tr)"-r-" Mhl'! ﬁ
! o

[Ca=]

Figure 1-2. 22 SMTP Test Mail
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If users got email as blow, your setting is correct, or else, user has to check users’ SMTP server
setting again. (Figure 1-2.24)
F'-'\ T : SrpOwuweinch.com e *

Subject: This is a SMTP Test Mall

Your SMTP Server works fine.

Figure 1-2. 23 Got SMTP TEST Email
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»1-3 System

In the System section you can enable the following lists:

e
System Backup

Select Configuration > System > System Backup, you will see two parts, System Backup and System
Recovery. (Figure 1-3.1)
Clear Data: System Backup: Click onl[ B2k | and then please wait a minute. You will see another
window. Click on © °% | and do not forget where you save file.
System Recovery: If you feel system is stranger than last week, you are able to download backup
file on Configuration > System > Schedule Backup, and click on/ CheeseFile | and then select the file.

After you select the file, please click on @ 2%

b Syatem Backup

Bachup

Choosa Fils | Mo fle choas

LRl 3

Figure 1-3. 1 System Backup

Schedule Backup

Select Configuration > System > Schedule Backup. There are two methods. (Figure 1-3.2)
Method 1:
M Starting: Select Starting to turn machine on.
B When to Backup: Set information to When to Backup
B Backup Reserved Quantities: Fill out number in the Field. The number should be a positive
number in Backup Reserved Quantities field.
B Click on ©°F
Method 2:

B Backup Right Now: Click onl BackupRightNow | the data will show below of the screen.
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* Schedube Backup

Enatie £

Schedule Bachup © Every | Davis)
® User Defre

O Ewy | Hourty)
* Ut Dwles

S Wonday S Tueadsy 10 Wedneeday U Tharsaoy # Fnday (0 Satarday ) Sunday

S0000 90100 190200 ©0Y00 S 04:00 0500 H 0600 ST
20000 @0200 91000 5 1100 D12:00 D10200 51200 B w00
1600 @ 1200 191000 © 1300 #2000 B2100 B2200 S0

| Backup Cepy 2
BSackup Now \mﬂn
© 0K
aadw Time | Fimwars Version |
LS8 2000 51%
01506001800 619

Downdoad | Restorn | Oelete | Log
Dorardoss Rastomn Delta Log ( 2 )
Dewrioad Reatoro Defose Log | 47 )

LA

Figure 1-3. 2 Auto Backup
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Figure 1-3. 3 Backup Logs
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Hachup Time Hecerd Soltwaiw Versan Orraenvicad ) Resturs | Dulote 1 Log
(R3] Oowrkiad  Rasdoss  Debite Log (1

‘et inan Restors  Oelede Log {2

Do o mdtl 80 G0 O Sarve 2011-01-22 10-24-UR-300A 7.3.13A02 (317 K5 how 19216811617 [ Soer

Lamm

Open o Syve and 000
- |

Figure 1-3. 4 Backup Download

¢ Fimwans Messags

0130725 181589 | Update

L Fhmwars File
Verninn wnw Aeatant Dervmrdond progiews Fumware Upgoads

Dowriosd

Figure 1-3. 5 Firmware Message

Firmware Upgrade

Select Configuration > System > Firmware Upgrade, you will see two parts, Software Upgrade and
Upgrade Record. (Figure 1-3.6)

B Firmware Upgrade: You could know information about server model and current Firmware
Version. Besides, ShareTech offer Software Upgrade file constantly on the ShareTech website.
Therefore, you could follow the link below to download the most new one on the Internet.
http://www.sharetech.com.tw/web eng/contact-download.htm. After download it, click on
to find out the file where you have just download. Then, remember to click on @z,

B Upgrade Log: It shows all of upgrade information you had even done before.

v Firmwars ipagesds
Earvar Mods

F ai IUpsaracks hoces File  Hofile chosen

B

+ lipgrade Log

Figure 1-3. 6 Software Upgrade
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»1-4 Package

Package

@ It’s an optional item. (Figure 1-4.1)
B WiFi: 802.11 b/g/n wireless. (2.4Ghz, 3T3R, 2dBi)

Eoanke

Figure 1-4. 1 Package
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»1-5 Language

[F—

Select Configuration > Language > Language. It offers three languages that you are able to select,
English, Traditional Chinese, and Simplified Chinese. Select a language which belongs to you. (Figure
1-5.1)

b anguage

diase

Figure 1-5. 1 Language
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»1-6 Notification

This function is in order to remind users if items are strange or happened. This advance notification
helps administrator plan for effective deployment of security problems, and includes information
about the number of security happened and information about any detection tools relevant to the
updates. In the Notification section you can enable the following lists:

. -
Notification

Select Configuration > Notification > Notification. (Figure 1-6.1)
B Sender Account: Default selection is "Auto." Select one SMTP server which you have ever set in
Configuration > Administration > SMTP Server.

B Current Setting: After users select SMTP Setting, system will shows current SMTP server setting
automatically.

B Recipient: Enter receiver email addresses.

M Click on 'E#2¢ to save setting what you selected.

@Biave

Figure 1-6. 1 Notification
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Users will get email as below. (Figure 1-6.2) (Figure 1-6.3)
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Figure 1-6. 3 notification mail-2
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Log

Select Configuration > Notification > Log. (Figure 1-6.4)
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B Date: Set date and time.

B Event: Set information what you want to search.

B Recipient: The mail receiver

B Record / Page: Select how many data would be shown on the screen.

B After you click on @ =" you will see the result below of the screen.
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Figure 1-6. 4 Notification Log

Click onlJ to see logs. (Figure 1-6.5)

P —— =

CMSI9 ERTia B
¥ [T &R | teac | P
2012-10-11 16.26.02 WGuad SOHO | higuard 146164 | ODI120EBDSDAD | 152186 185 146
20124011 162617 UR-500A UR 1164 U000 4B 2C32AD | 102 168 105 164
2012-10-11 16 26.02 HiGuned SOHO higuard_26 164 00 12'0F 8D 60 98 182 168 165 166

Figure 1-6. 5 content of Notification Log
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»1-7 Backup & Mount

Some of IT administrators are afraid of the hard disk which is belonging to SG-100N broken; even
through IT administrators do backup system usually or users forget where those files location are.
Otherwise, users are also afraid of the device doesn’t have enough free space to store those files.
Therefore, users would like this function because system has schedule to do data backup
automatically.

e ot
Data Backup

Select Configuration > Backup & Mount > Data Backup
Backup Destination
B Backup Method: Samba only
B |P address: Enter an IP address.
B Folder Name: Enter a Folder Name you like.
& please create this Folder Name in C: and share it before you set up this
B Username: Enter user’s computer name.
B Password: The password for user own computer authentication.
B Confirm Password: The confirmation of password.

Click onl_ ComnectionTest | i order to check whether settings are right or not. (Figure 1-7.1)

The pooe s hitos /25227 220 222 sirgs. VI e -

Backup & Mourdt

Figure 1-7. 1 Backup & Mount
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Backup Setting
B Scheduled Backup: Select when does the system backup data?
B Send Backup Result Notification: User has to go to Configuration > Notification > Notification to
set your information first. Then, you will get mail after system backup successfully. (Figure 1-7.3)

Sabemt e et o)

TEST TING 20150520 Dama Export Resalts 2190520 99:35 145K ©
TEST_TING I015-05-20 Data Expert Resadts 18090 06 313 158 K8
Prom c TEST_ TG » 7 To t g @aebwrstachoarie »
Subject: |2015-05-20 Data Export Results |

Figure 1-7. 2 Send Backup Result Notification

Click onl BackupNow | you will see the information as below. (Figure 1-7.4) (Figure 1-7.\53)

t Badhup Seming

Figure 1-7. 3 Backup Now

* Bachup Senting

Bathbup Now

Figure 1-7. 4 backup completed

Backup Item: Flow Analysis (Figure 1-7.6)

+. Blasckup i
* Fiow Analysm

Figure 1-7. 5 Backup Item
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Data Mount

If you want to see previous contents, but you have ever reset machine to default setting or have
ever Clear Data, for these reasons, there are no data contents in this machine hardisk. Fortunately,
you have ever use Backup & Mount application to backup contents to another server or computer.

Then, you can mount these contents to search Content Record items.
Access to Extemal Storage | you will see data items that you have ever backup.

@ First please click onl

(Figure 1-7.7)

Currant Meank |

Tirm Year Month
Flipw Anglyum

Wsnmeunt Remeta Data
e ¥ ear-Month
ow Analysim H15_[E
= I Woini R:mc.l-oﬂalal

Figure 1-7. 6 Data Mount

o
(2 Click onl[__Mount Remote Data | (Figure 1-7.8)

grrent Mauni hem
([0 Y uar Moo

Fi nadeal

| | Artesd 10 Extemal St Ut Remate Data

Figure 1-7. 7 Mount Remote Data

User is able to click on [ UnmoustRemste Data | jf yser does not these contents for searching in needed.

(Figure 1-7.9)

v Cwrrent Mognit liees
‘am Month

T

Flow Analyse

AEcadi 10 Exteiral Shoiage Unriganl Remala Dula

Figure 1-7. 8 Unmount Remote Data
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»1-8 Signature Update

.
Signature Update

Select Configuration > Signature Update > Signature Update. (Figure 1-8.1)
@Default is manual update.
B Automatic Update(Figure 1-8.1)
Please select check box, and then system automatically updates the signature version.

Name Verwon ant Chack Time Aum VUpdm Function
Blackl Wbt Upaiate (CREX: v Chack Now

[P Bigaman Updain 1 JO15LS-12 18 W 1 ! v Crack Now

Figure 1-8. 1 Signature Update

B Manual Update(Figure 1-8.2)
To manually update the signature version you can click| Seklow | 6 detect signature version.
There are three situation.
1. Already have a new version whether update to a newest version
2. Signature is already the newest version
3. Error—Please check your internet, or allow it through Windows Firewall by opening 80 port.

Namne Vermon ast Chock Time Aum VUpdm Function
skl Wbt Upaiate 16 13¢ Chack Now
[P Bigaman Updain 1 JO15LS-12 18 W 1 ! Crack Now

Figure 1-8. 2 check signature version
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»1-9 CMS

CMS is Central Management System. This application allows you to view the each ShareTech
SG-100N equipment over the network and Internet, but also allows you to backup each configure
setting or update firmware from head office. For example, you have 4 sets of SG-100N in one
building or different places, and be able to view the each SG-100N interfaces from all of them on the

same screen or monitor.

.
CMS Setting

Select Configuration > CMS > CMS Setting. (Figure 1-9.1)
@ If Head office WAN IP is 111.252.72.198, and LAN IP is 192.168.1.163
Head office-A office WAN IP is192.168.1.161, and LAN IP is 192.168.99.161
Branch office WAN IP is 60.249.6.184, and LAN IP is 10.10.10.50

e Fo=s TRy

~ y ™N -~ ~
{ (

4 internet " ( Internet A
\ ) \ )
R i L 235

WAN: 192.188.1 1
Hea
LAN; 192,168, 88,161 /
/
/

.f/ I

internal Users CRM server Customer calabase
Gateway: 10.10.10.50

.r ERP Server FTP Server

Figure 1-9. 1 CMS Network Architecture

Client site
B Branch office (Figure 1-9.2)
1. Mode: Client
2. Server: Enter head office WAN IP 111.252.72.198 or domain
3. Alias: Enter a name for recognition
4. Click [H8ave
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Figure 1-9. 2 Branch CMS Client setting

B Head office-A (Figure 1-9.3)
4. Mode: Client
5. Server: Head office and Head office-A at the same Internal subnet, so enter Head office LAN IP
192.168.163 or domain
6. Alias: Enter a name for recognition
7. Click B#aave

Client Seming
192 163, 1. 183
bih
1 (o) Minute

pdmin e | W you dont

Figure 1-9. 3 Head office-A CMS Client setting

B Head office-Server site
1. Enable it (Figure 1-9.4)
2. Choose "server"
3. Click "New client requests (1) "(Figure 1-9.5)

v CMS Seming
{ ® Earvar

* Cliant profis is sutomatically backed up 1o the saching

EFave

Figure 1-9. 4 CMS server
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b CHS Manor G Callapas, Swchup N
Acthetry Moded Ly Backup Ao Backup

Alins RKenltime nmnitoneg

Figure 1-9. 5 Click “New client requests (1)

4. Click "Accept." (Figure 1-9.6)

v Clinn rwgueest M
Thee bast swrumet thmi Hudol Mae Al w Action
20130301 17 £347 URS 09 53 E9 52 39°F3 i 270122 317123 EM
Figure 1-9. 6 it shows CMS client(s)

5. Set up group(Figure 1-9.7)
o CMS Seming
Madal LR-538
ML Addnds DIBIEX5Z35F5
Alias dia
Group 1esil
Ao Backup il

(=R
Figure 1-9. 7 it shows CMS client site information

© : Connect succeed.

@ : Connections fail.
r CMS Monmor

] S——--a

mi Adlas Yodal Tl Goms —iuini Backip Ao Backup Action H

™

Q <

UR-332 22012217122 Backun Lgoidy _/n

Cootaction Cootral

Figure 1-9. 8 CMS Lists
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»1-10 Ap Management

The rise in popularity of smartphones and tablets, combined with enterprise Bring Your Own Device
(BYOD) programs, has sent the demand for enterprise Wi-Fi connectivity in many organizations.
Wi-Fi becomes as popular and easy to access as cellular is now. You can connect your smartphone
or laptop wirelessly at public locations (airports, hotels, coffee shops) to the establish Internet
service. The ability to manage network infrastructure from the cloud is likely to be a key technology
in coming years. (Figure 1-10.1)

Figure 1-10. 1 AP control

AP Management Setting

Select Configuration > Ap Management > AP Management Setting. (Figure 1-10.2)
B AP Management: Start

Y AP Mansgemen Setting

A Managemen] ® Siart Siop

Figure 1-10. 2 AP management Setting
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B HiGuard SOHO/HOME : (Figure 1-10.3) (Figure 1-10.4)

1. System > Overview

<HiGuard - = Q

Mode Selection

L3 Miemware Upgraoe General Mode AP Moge
- Aopls
« Rosiart Device
System Information
9 Admin Password Active Connection 1)
Memary(TotalUsed) 62080 k3 | 45.3%
rx Web Access Firmsars Version § 220930797

& Time settings

it Contig Manager

Figure 1-10. 3 HiGuard SOHO/HOME AP mode

2. Network > AP Management: enable it and enter SG-100N LAN IP

Systam Log and Repon
b ¥ 1 o
Guard ¢
a Network Network / AP Management @ Logout
es OVerview Censral Setup
+ Gontiguration Ensbie AP Munagemssnt -
= Allas AP
Manages I 122168 189,150
QOS Setting
Maximym Lt QOS5 Up Speed © Kops Downinad Speed v Kbps

VLAN 1D Setting

Enabie VLAN ID

VLAN 1D (1-4094)
OHEP Rulay
DOHCF Relay
DHCP Sarver Aodress 1T2A6.T 88
2ol

Figure 1-10. 4 HiGuard SOHO/HOME manager IP
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W AP-200: (Figure 1-10.5)
Service > UTM Client: Enable it and enter SG-100N LAN [P

Main
Wirelass

Piag Wuicheog

Sratie Fivy VWatzndsg
¥ aatuna Ty Mg
g wiese 20C
Soartas Owmy 308

Tofatent 3

e Sacew amer NTTHY
. Servw Purt MO
e Port

Dasics Deacuvery

Tusew Decswey o

Ap Management

Before “Start” Ap management, please enable DHCP on Network Services

SIS Agant

Erabde TIT Agant

LIIF Lty e

sEzavdy Dt
sezzem Lacare
SN Servm
Taase S5H Server @
Sy Pprty
Fratie Sgasm o Auemsatur
e Attt Keps | B

WP Chost

Sywiom Log

Eratar Loy

Saabm Neves Loy

Meswte Lag ¥ Astoan
T Remerw Loy et 204
T Chuent
Erable TV Dt W
™ v 5

Figure 1-10. 5 AP-200 SG-100N Client

> DHCP (Figure 1-10.6)

. LAN brin -
Physcd Inveface

IP Adtveas

v DHCP Swver Sotting |

Beant Aodesa of & Range 1

Shan Addheas of FF Rarge J
Primany, ONS

Pritmary VNS

Leose nmeimuntos

Dl ik Gatwaary

Daoman Name

oo

147 1EB W% 151

162 168 189

EE11

300

152166 183

MALC Addriss

Vi Broatcaa

1 End Adareas of I¥ Range |
Endd Adtrens of 1P faege )
Seconsary DS

Sacondary WINS

DOCO4R I WSS

152 160 182 255

152 168 185254

BB

el examgle oy

Max lease lmemeines 00
120 JErniea Y 1
@ Eayr

Figure 1-10. 6 DHCP
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Select Configuration > Ap Management > Ap Management. (Figure 1-10.7)
B AP Management Requests

| ConBiguration > Ap Management -~
[ e S —
© AoManagoment Uses dofined s s |48 Management Foquests @) ||
Activity - Delivery Status Allax w Channel SSI0 Enable WiH Ouline Users Flow (byte)

+ MG S0M0 | Delivery

< tost! 192180 159 174 1 Hgums Te < g Up 4R 125 Down 1X02K s
— AF-N0 Dulivety
© < [ 192150196 63 | Auto(1Y) AP0 Tem 9 0 Ug D Down DM

* A4 FEIN RDe)

Figure 1-10. 7 Ap Management

lrt_E‘Increasing adoption of Wi-Fi service fastens business’ Wi-Fi Deployment.
Although Wi-Fi and 3G can be considered complementary technologies, sometimes we choose
Wi-Fi service for either budget reasons (especially for multiple devices, can be costly), or
technological limitations. Small/medium-sized businesses can be satisfied with a wireless
router relying on IT’s help, but for larger scale of enterprises, only an integrated management

platform can reach the goal of securely connecting all wireless networks.

@ Easy and efficient management over multi Aps
Centralized architectures have gained popularity recently. Without a single unified controller,
it is very difficult for administrators to configure, manage, and rapidly discover which AP is
the problematic one among other 20 APs, or even more. ShareTech provides a total AP
management solution- HiGuard HOME/SOHO (2 antenna wireless 802.11N/B/G
Router supports 2.4 GHz WLAN networks) which prevent from being attacked by malicious
softwares, together with a secure, steady, and instant wireless management platform, UR
series (SG-100N, including HiGuard PRO) that highly integrate wired and wireless connections.
ShareTech SG-100N, a unified platform, is not only a comprehensive firewall solution to the
wired enterprises—all frames from WLAN clients have to pass through the WLAN switches to
the enterprise network, but also substantially reduces the cost. It centralized wireless

network management, monitor flows of each AP, and conclude AP operation details.

@ ShareTech SG-100N, a wireless AP management platform
ShareTech SG-100N is a single unified controller that is responsible for configuration, control,

and management of several HiGuard HOME/SOHO (wireless routers) and AP-200. With these two

elements, enterprise can expand their Wi-Fi environment without worries. Each HiGuard wireless
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router integrates flows to ShareTech SG-100N which independently manages as a separate
network entity on the network. (Figure 1-10.8)

| Configuration > Ap Management

AF Banagumant Sestey Ap Managamant

* Ap Management
Astivity Daliyery Status Anas w Enable WIFt  Channel online Users Flow (byte|

O = Hguan
W 37368 Down §92K M

0 ‘ LT 152 168 165 160 9 2 (!

0 & snamte
(] () 244 192 166 160 240 Y o 2 U 38K Down 621
o © ] 248 192 1B 166 348 @ ! n W S8R Down 7730

Figure 1-10. 8 ShareTech SG-100N AP Control Platform

On ShareTech SG-100N AP management interface, administrators can easily monitor and
manage operation (functioning or malfunction), upload/download flow, and concurrent users
on every AP ShareTech wireless AP management platform provides complete and efficient

Wi-Fi network security to protect Wi-Fi users from being attacked. (Figure 1-10.9)

¥ Mgz TV TR LEE 1 (A mpraaC salageentsen/hy aer_List g

G816 | 1445

G Joyt 9192160 588 1 8441 FrgaaCosigmemnnihy_Tme_[=f ply dundl 3TN 4

v ATy -

152

1

s Online st 1)

ShareTech

P
192 165 168 215
192168 380 90

MAC

Logn Time

A0h & 1093 51 013013094229

BAOT S b2 A0

2013-05130T92 30

013-05-1303 1553
2015051500 1953
13013084529
2013-05-13 08 3532
J01X.0% 1308332
013-05 13983732
O30
2015051303 1032

TavIea 13685 10

192 166 168 263
192 165 160 58
192168 Y68 201
192 166 288 200
192168 188 211
o‘““ remene] 'R 160 165 168 206 el oo 0277
TEY 168 188 210 64 20006131 02

DR agss a2 asr
TAM S T2 e
6803 27 9115
fil dt 01 Lo

| Configuration > Ap Management

Al Mamagamant Setiag | Ap Managomant

Y Ap Management

nleedSaY =01

192 V68 166 63

102 155183 150

4+ Ooline User graph
@ Yoday Ortee User gaph O Seafh nitory ot user gragh

@) o) 249 102,160,158 243 K
4] ) o 243 132,168 183 243 < Jp-GRKN Down: 773K

Figure 1-10. 9 Detailed User List on Every AP
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»1-11 SSL Proof

If you don’t like to show kinds of SSL notification web page, please apply for your own SSL
Certification at local SSL Certification organizations. It depends on company domain, your company
WAN IP, company logo, and others. (Figure 1-11.1)

. mEmaeelE > » - = = [EEg—s—
L

« C M /122154147163

&

Your connection is not private

ttackers might be Irying to stesl your infoomation from 122 154.147.163 (for sxample

1eclit

=] e

— — —

Figure 1-11. 1 Privacy error

551 Proof Set

& Noted: ShareTech doesn’t suggest and guarantee any one of SSL Certification organizations,
the following are examples.

GlebalZewss” frisign @ Glovaision 17 GeoTrust Dthawte @ musCam

v Symantec. StartSS

GeoTrust: https://www.geotrust.com/

Symantec: http://www.symantec.com/verisign/ssl-certificates?inid=us ps flyout prdts ssl
StartSSL PKI: http://www.startssl.com/
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Select Configuration > SSL Proof > SSL Proof Set.

1. Please import three files (server.Key, server.crt, and intermediate certificate) which you
apply for your own SSL Certification from organizations. (Figure 1-11.2)

SSL Contification impart
Chooes Fis N .

Choocs File | No e

Lhooos Flo Mot

Sagert

Figure 1-11. 2 import SSL Proof

2. Sometimes, organizations will ask for server.cst and server.key. Therefore, please enter

information and download files. Offer these two files to SSL Certification organization.
(Figure 1-11.3)

pnSms [=

Diowmdode She server.cars server hey

Figure 1-11. 3 Enter SSL Proof

It will be green browser if install SSL Certification. (Figure 1-11.4)

—a—_——m—e > - - . gy X
nb.np-,,',.-.\,-.mu.,,, x

C[ Mahkots Medical Centte Sdn. Bhd ] ema

i Aces

“Mail’ Server

Administrator Login

[

Figure 1-11. 4 green browser
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»1-12 MyCloud Setting

SG-100N comes with a slick cloud storage solution for SMB to have their own private cloud ensuring
safety, integrity and real-time availability. My Cloud satisfies users with easy access, multi-language
support, real-time file synchronization, group accounts management, priority-based control, and
online data storage of all type of files. Employees can store, share and access their important
business files anytime, anywhere using any number of compatible devices and almost any browser.
Best of all, SG-100N is a firewall with effective protection which can greatly reduce important
business data leakage. (Figure 1-12.1)

Cloud File-Sharing .
/, o SEE

A‘.

Figure 1-12. 1 My Cloud
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MyCloud Setting

Select Configuration > My Cloud Setting > MyCloud Setting (Figure 1-12.2)
MyCloud Setting
B Http Port Setting: allow Http when you enabled it
B Https Port Setting: allow Https when you enabled it
Restart MyCloud service
B Restart MyCloud service:
Reset MyCloud admin password
B Reset MyCloud admin password: enter a password for admin

& Default password is "admin"

Rostat i d Aerate Sevtant

L Heset MyCloud admin passwont

Figure 1-12. 2 MyCloud Setting

You are able to login MyCloud as the following steps:
1. Administrator can click onEEZEE to login MyCloud system. (Figure 1-12.3)

n.fS}:qre Tech ShareTech

Figure 1-12. 3 Menu Bar
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2. Or open the browser; enter Port 1, or Port 2 IP in the address bar. (Figure 1-12.4)
Default username / Password: admin/ admin

e ——— e R
[ & ripr/92 08 100137 » ;
€ + C N B /192168186157 4884 -

Figure 1-12. 4 enter IP to login My cloud

Login completed (Figure 1-12.5)

Shared with you e a8

Shared with others
- documents

Shered by ek
- music B ME 20 daps ago
B o AL 20 Unys 4o

]

WatiDwy

hitps /192,188,130, 1378328 eine

Figure 1-12. 5 MyCloud Homepage Information
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Personal

B Password: set up Adminisrtator’s password (Figure 1-12.6)
B Full Name: set up Adminisrtator’s username (Figure 1-12.6)
B Language: Choose your native language (Figure 1-12.6)

- )

o A3 MB Of e avalili 322 00
Password
Changn pasyword
Full Name
Language
English v

Figure 1-12. 6 Password, Full Name, and Language
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Users

Shows every group and its members

I:})Members who are in Group (admin) have high permission to manage settings. (Figure 1-12.7)

+ A Group Grougn . Cruste

Emrporw (7)

admn aamin D Group Admin  » Dataun * . YEminutes agd
Acmint (2}

It weier Sakes - Group Admin  « Lttt * 1 howes ago

- & b
los c Eun . tost . Detault * I housago

Engnescrg |1)

portm petar Graups . Group Admin - Orwbauint v Y howrs g
Ceters i1 randy randdy Enginoering  + Group Admin  » Oataun v 10 minutes ago
Saes (1) bttt ety Lost . Group Admin . 568 v b hanes g0

HIpOGWOrkT  tNpodmorns Others . Group Admin » Oetauh A 11 fhoursago
v

Figure 1-12. 7 High Permission to manage settings.
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B Add a New Group(Figure 1-12.8)

Sweryone (9]

sdmen sdmn »dmin N Groop Admin Dwiault v 18 menutes ago
Ay ()

lesar loster P Sales . Group Admin  ~ Destanslt . 19 days ago
Inptwenng (1)

s (TN e =dmin - Group Admin ~ Dedaun v 15 cays e
Ot (1)

randy randy Fogineoring Sroop Admin v Dretault * | I5daysago
3ot )
= ¢ OCOWONS  TrIDOOWONS ’ Others - firoup Admin  ~ Dertanlt A 15 days ago
v

T4 Unlialted @

Figure 1-12. 8 Add a new GroupAdd a new member into the group. (Figure 1-12.8)

B Add a New member into a group (Figure 1-12.9)

+ Age Group

Everyone (3
AEvim 1D
Enpoewing (1)
Cenaes (1)
Saies (1)

test L ]

Figure 1-12. 9 Add a new member
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B Set up users’ Quota (Figure 1-12.10)

Chapter 1 : Configuration

Irt-QDefauIt Quota: unlimited

s o
+ A Group

Somtyars 7]

admn
Adnt (2)

[
R 4D

los
Engm \J
Engnescng (1) pater
COxhers (1) sy
Seey 1) teat*

Priposworks
-

B A member is able to be with more than a group (Figure 1-12.11)

+ Add Group
Everyooa |

admmn aamin
Adine (2}

leite wates
e D

ion oo 4
npn 1
Engnescrg 1H ransy rangy
Cehery 1) st et
Saes 1) wipooweris  tnipodwork:
A

adnun

i

randty
et

trpodmarss

Groups
atdmin .
Caes .
admin tost
Groups -
fngincening  *
test .
Qthers .

Croom

Group Admin

Group Admin

Group Admin
Group Admin
Group Admin

Group Admin

Figure 1-12. 10 Set Up user’s Quota

Figure 1-12. 11 a member within two groups
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Group Admin: group leader (Figure 1-12.11) Others are its” members.

-8 -

+ A0 Group Groups . Croato
Fvarpors 181
i whin wdmin . Group Admin
A "Wl
lester bester Caea . Group Admin
e
lois # 4 LSt adenin - test
npn < Engineenng
- ranty randgy Engmeering
Othry
AL e rest! test
Sales
Soer (1) Uipodairks  Irigodworks Othars . E
.
Figure 1-12. 12 Group admin

HDD usage: it shows total HDD usage (Figure 1-12.13)
I:ljDepend on your HDD usage. Default is 320G

HDD Usage

%

Figure 1-12. 13 HDD usage

File handling (Figure 1-12.14)

@ maximum Upload possible: 2 GB

File handling

Figure 1-12. 14 File handling
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Remote Shares
B Allow other instances to mount public links shared from this server
B Allow users to mount public link shares

Upload Logo
B Login Logo (Figure 1-12.15)

Figure 1-12. 15 Login Logo

B Logined Logo(Figure 1-12.16)

Upload Logo

togn Logo Seloct (Recommendod Image mixes @ 252 » 130 gl
Lognad Laga Sulact (Aecrwrended image soes €2 5 32 Pise
e Link Lego Sefoct . (Recommended image sizes - 130 x 34 pod)
Page kon Select 3 e
Page iconoFacl ifrene | Select 1 el

Figure 1-12. 16 Logined Logo
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B Share Link Logo(Figure 1-12.17)
When you copy your file link and share it with your friends, your friends will

‘ Flles _ y

N fles 2 New X
Sharsd wiih you e a
Shw et With ethees
ot Wi ot B gee ~ . -
Shiw e Ly ok
- Uk !
et Lt
— tay ‘
— ot o Sure ok
e /192, AR RN, 197 RSt ic gt p et vier=TiimaAl~Tite
Pasvword protes)
Aligw Patiie Upkoad
—  Satespratica dne
o

Figure 1-12. 17 Copy Link

Your friends will open the browser; enter share link in the address bar, (Figure 1-12.18) will see this
logo which you uploaded
L

-
- O420-7700 2200w Letonds ago

Figure 1-12. 18 Share Link Logo
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M Page icon (Figure 1-12.19)

ngin Lugn Select (Recommended trage sives : 2491 ¢ 130 paed)

ogned Logn $Select (Recomrmennec image 3oes | 02 % 34 pael)
Share Lnk Loge Sebect (Recommmerndes imape siees | 150 5 38 pored)

AL Ton Select  [Recommended emape ses 32 8 32 plash
Fage coritFad Fhone) Select [Recomemensdad imape sto=s | 122 » 123 poced)

Figure 1-12. 19 Page icon

B Page icon(iPad, iPhone)

Background Color (Figure 1-12.20)

Background Cotor

Lingmt flachCrouns #SEDRES F' PITAREE . [ amrrgse: #3005
Logned Logo BagsGround . #110%CD .i (Examgeer #3105l
Save

Figure 1-12. 20 Background Color

B Login BackGround: Default is #5ED8EE and #17A4BE
@ Example: #ESEESE  #BE1717(Figure 1-12.21)

Figure 1-12. 21 Login BackGround
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B Logined Logo BackGround: default #31B5CD
(2 Example: #4B31CD(Figure 1-12.22)

PJJ.L.'.V pund Colo
| ' a
!I Y.

Samwm
Figure 1-12. 22 Logined logo BackGround

Upload User Manual
B Upload User Manual: upload a file which guide user how to use their cloud files. (Figure 1-12.24)

EtfiFiIe extension: pdf, and only one file existed (Figure 1-12.23)

Upload User Manual
Select

wr Marnal WMyCloud Usar Manual paf  Dislete

Figure 1-12. 23 Uploaded User Manual

ShareTech Conventions Used in This Book .

ShareTech My Clould

User Manual

Figure 1-12. 24 | User Manual
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User List (Figure 1-12.25)
B Enable User List: every users has permission to see each other

I:leembers who are in Admin Group have high to manage settings.
I:ljDefauIt: disable

- - )

Al ties F 3 Gevup Exeml

"% admn (2)
Usermmame  Fulf Name
& samin  aamin
& o

Sheced by Ink o Engeesring (1)

usomame  Full Name

Shared with you

Shared with others

& randy A0ty

& ochers (1)

Uzermame il Name

Urer unt

§ inpodwnrky  OOOWRAS

™ Sales (1)
Utemame  Fulk Name

& Wctor lester

W est (1)
Usemame Syl Name

& et text!

Figure 1-12. 25 User List

Sharing
B Allow apps to use the Share API
B Allow users to share via link
@ Enable (Figure 1-12.26) (Figure 1-12.27)
@ Disable (Figure 1-12.28) (Figure 1-12.29)

Sharing
& AllOow apps B0 Lss The Share AR

T 1t proeactan
o Alow poblc uplosds

St gl 2t exprration date

Figure 1-12. 26 Allow users to share via link-1
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sl e L New X,
Shareg with you -
Shaved with others ' &
Sheced by ek
. music '
-
VISC VT 8N THA 1 ST REMV LA e aryy CoallY SE B
Pasovord protact
Sat explration dace
o]
Figure 1-12. 27 Allow users to share via link-2
Sharing

@ Aloe spps 1D use the Share AP

[ Alow usery 1o share va link 1

@ Alow reshanng
Al ubaws 10 Oy SNATS Wil LSO I hinr groups

Eatutie grouds Yom sharog

Figure 1-12. 28 disable “Allow users to share via link”-1

<1 Gays ago

21t gy

A1 Dy L ] Now

[=

Shared wits you
Shaved with others

- documants
Shared oy Aink

i music

m

Figure 1-12. 29 disable “Allow users to share via link”-2
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1. Enforce password protection: must enter password for protecting. (Figure 1-12.30)
@ Default: Disable

wl i . New X,

Shared with you -

Shaved with others

) il £

Sheced by ek
B music s 26X
— 21 day
o) iaman o Share Ink ’ Y

VIR TS IRI Y HA 1 ST REMI LI o vy e=llesii=e9 )]

Sat wephation date

Figure 1-12. 30 Enforce password protection

2. Allow public uploads: users are able to decide whether others upload files or not (Figure 1-12.31)
I:QDefauIt: Enabled

wl ties - New &
Shaved with you "N
Shae od with others
Shae B &
Shaeod by lok
. =
21 days age
— photos # Share bok :
Mpe /192 V08 1861 ST EBAS/ubIKG php sarvice= e Atsa0re’
' Alcw Puttic Uplaad |
Set expiration dice

Figure 1-12. 31 Allow public upload
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3. Set default expiration date: The public link will expire no later than 7 days after it is
created(Figure 1-12.32)

IﬂjDefauIt: Disable
B i

wl e e
SHarnd with you
Shaved with others
: ‘J documents
Shaced by ok
| music
—
photay
— ¥ Share bnk
e RITR T T T e p— fut
Pasowor d protact
* Satexpiation date
:‘
. ” .
|

w

“noow

“w -w an

Figure 1-12. 32 Set default expiration date

B Allow resharing
o Default: Enabled

B Restrict users to only share with users in their groups
LT Default: Enabled(Figure 1-12.33)

Sharing
B Alow 3003 i tee the Shave AR]
¢

Figure 1-12. 33 Restrict users to only share with users in their groups-1
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admin and lois are in the same group so that they can share files each other only. However, both
admin and lois are not able to share files to others. (Figure 1-12.34)

- O -
~l e ] New A
SHared wilh you "
Shired! with atters
== = ‘ - - J 1 Bour ago
Shiw et by Lok
[ masic |
VUhar Ut
i lois # tanshare & canede ¥ & 1 oy ay
Sare Ink
o

Figure 1-12. 34 Restrict users to only share with users in their groups-2

(2 Here is the other example, Disable(Figure 1-12.35)

Sharing

I Resinct users 10 only Thare with usees w thaeir groups I

ude groops rom shanng

Figure 1-12. 35 Disable “Restrict users to only share with users in their groups”
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admin is able to share its files with others even if different groups. (Figure 1-12.36)

~l fles El New ‘!‘
Shar et with you - &
Shiw i with others
= B doevmane - hocion
Shiwwsd by lek
[ masic |
Nar Lt
. luster o Can snare & canedit ¥ & L

Sare ink

Figure 1-12. 36 admin able to share its file with others

B Exclude groups from sharing: These groups will still be able to receive shares, but not to initiate
them. (Figure 1-12.37)
I@Default: Disable
Q Example: Enable it, let’s see what’s happened.
Sharing

& Mow umw

Figure 1-12. 37 Enable “Exclude groups from sharing”
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(2 o others are still share their own file with Randy, however, Engineering group members who are
not able to share their files to others. (Figure 1-12.38)

Al gy L Now B,

Luared weth youu a

Ubet Ll

[ documents & Downssan 15 days a0 El

.
i
D

‘ documents (23

W o

"

higs /132 158 185 ISTRESN Wlex phospps Wiew'v

Figure 1-12. 38 Exclude groups from sharing

Security
B Enforce HTTPS: Forces the clients to connect to via an encrypted connection.
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My Cloud Homepage Information:

All files (Figure 1-12.39)

il ez & New X

Sharad with you -

Shared with others

l. " < ' 2 hours ago
Shaved by liok
‘ Lots shared documents < 18 s g
h s ML 10 doys age
B k@ < 7% i A
[ phaetos doys a
=}

Figure 1-12. 39 All files
Shared with you (Figure 1-12.40)

you are able to click on ¥ tounshareit.

B = _ :

Al figz 2
Shares with you e A
Shaced with others
R oo/ s | o
Sheced by bnk
- musia < 10 minues g0

"
bt //LUL L68 EEE (ST 320 \nles gyt apmn SlenstHee il

Figure 1-12. 40 Shared with you
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Shared with others

* You have shared this documents with randy(Figure 1-12.41)

Al g
Shared mith you
Shared mith wthers

Sheced by bnk

Shared by Link

u Lots shared documents

Figure 1-12. 41 Shared with others

@ You haven't shared any files by link yet. (Figure 1-12.42)

-

N ey
Sharest wits you
Shaved wih others

Shared by Ank

You havan't shared any files by link yet

Figure 1-12. 42 Shared by Link
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Chapter 2 : Network

In this chapter, the Administrator can set the office network. There are two sections, Interfaces and
Routing. The Administrator may configure the IP address of the LAN, the WAN, and the DMZ.
Besides, not only IPv4 address setting, but also IPv6 address settings.

e 2-1Interface

e 2-2 Interface (IPv6)

e 2-3 Routing

e 2-4802.1Q
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»2-1 Interface

In the Interface section you can enable the following lists:

Select Network > Interface> Port 1.
LAN Interface Setting: (Figure 2-1.1)
B Name: Enter any words for recognition.
Interface Name: ethO
IP Address: Enter an IP address.
Up Speed: Define a suitable Max. Upstream bandwidth for each for them in order that the device

may use it as a basis for operating

MAC Address: Enter a MAC Address.

Speed and Duplex Mode: Usually, it sets on Auto. You also can select another setting.

Interface Type: LAN

Enable: NAT mode only because it without bypass

Netmask: Enter a Netmask.

Down Speed: Define a suitable Max. Downstream bandwidth for each for them in order that the
device may use it as a basis for operating.

B MTU: Nearly all IP over Ethernet implementations use the Ethernet V2 frame format.

Click on B8ave

Figure 2-1. 1 Port1 (LAN) Setting

& Table of MTUs of common media
Note: the MTUs in this section are given as the maximum size of IP packet that can be
transmitted without fragmentation - including IP headers but excluding headers from lower

levels in the protocol stack. The MTU must not be confused with the minimum datagram size
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that all hosts must be prepared to accept, which has a value of 576 for IPv4 and of 1280 for

IPv6.
Media Maximum Transmission Unit Notes
(Bytes)
Internet IPv4 Path MTU At Least 68 Practical path MTUs are generally higher.

IPv4 links must be able to forward packets
of size up to 68 bytes. Systems may

use Path MTU Discovery to find the actual
path MTU. This should not be mistaken
with the packet size every host must be

able to handle, which is 576.

Internet IPv6 Path MTU

At least 1280

Practical path MTUs are generally higher.
Systems must use Path MTU Discovery to

find the actual path MTU.

Ethernet v2 1500 Nearly all IP over Ethernet implementations
use the Ethernet V2 frame format.

Ethernet with LLC and 1492

SNAP, PPPoE

Ethernet Jumbo Frames 1500-9000 The limit varies by vendor. For correct
interoperation, the whole Ethernet network
must have the same MTU. Jumbo frames
are usually only seen in special purpose
networks.

WLAN (802.11) 7981

Token Ring (802.5) 4464

FDDI 4352
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ARP Spoofing Prevention: (Figure 2-1.1)

s MIP Spocfeg P

yowsntion

Figure 2-1. 2 ARP Spoofing Prevention

# What Is ARP Spoofing??
ARP spoofing is a type of attack in which a malicious actor sends falsified ARP (Address
Resolution Protocol) messages over a local area network. This results in the linking of an
attacker’s MAC address with the IP address of a legitimate computer or server on the
network. Once the attacker’s MAC address is connected to an authentic IP address, the
attacker will begin receiving any data that is intended for that IP address. ARP spoofing can
enable malicious parties to intercept, modify or even stop data in-transit. ARP spoofing

attacks can only occur on local area networks that utilize the Address Resolution Protocol.

Administrator Management

There are three multiple-choice modes, ping, HTTP, and HTTPS.

O

Ping: The network can be detected by Ping commands when ticked.
HTTP: The management interface is available for access via HTTP protocol when ticked.
HTTPS: The management interface is available for access via HTTPS protocol when ticked.

Administrator is able to login via Port 1’s HTTPS and ping Port 1’s IP. (Figure 2-1.3)

" Admisistralor Masagenent

Multi
|

Figure 2-1. 3 Administrator Management

ple Subnet: (Figure 2-1.4)

Name: Enter any word for recognition.

IP Address: The multiple Subnet range of IP addresses.

Interface: LAN only because it without bypass

Bind: it depends on your network condition.

Netmask: Enter Netmask

WAN Interface IP Address / Operation Mode Setting: The WAN IP addresses that the subnet
corresponds to WAN.

Forwarding Mode : Allows the internal network to accommodate multiple subnets and enables
Internet access through various external IP addresses. It displays using modes of WAN interface
IP.

2 ARP

Spoofing: http://www.veracode.com/security/arp-spoofing
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1. NAT mode
2. Routing

@ For example, a company,
Department, Purchasing

divided into Engineering department, Marketing Department, Sales
Department and Accounting Department has a lease line with

multiple Public IP addresses; 168.85.88.0/24. In order to facilitate the network management,

the IT administrator may

designate a subnet to each department respectively. The subnet

distribution is as follows: (Figure 2-1.6)
Engineering Department: 192.168.1.1/24 (Internal) > 168.85.88.253 (External) (Figure 2-1.4)
Marketing Department: 192.168.2.1/24 (Internal) > 168.85.88.252 (External) (Figure 2-1.5)
Sales Department: 192.168.3.1/24 (Internal) > 168.85.88.251 (External)
Purchasing Department: 192.168.4.1/24 (Internal) > 168.85.88.250 (External)
Accounting Department: 192.168.5.1/24 (Internal) > 168.85.88.249 (External)

Network segment is the same as LAN IP range, so please disable "Bind."

b Add Nubnipls Sobnet
Nasvs Engnesrng Dept
P Ackiress 152,468 1 1

Irpmriac e * LN

*. WAN Inserfacs IF | Oparaiion Mode Suag
WAN 1 152 18 185 157 et

VO 2

Opeation Mole ® AT Rovhng

Ml Seyve

Figure 2-1.

4 set up Engineering Department multiple subnet

Network segment is not within LAN IP range, so please enable "Bind."

L Enit Mabnpls Sobnet
Nasrs Maketing Diept
(P Adkdres 162.468.2 1

Irpmrine e NORE * Lan

*. WAN Inserfacs IF | Oparaiion Mode Suag
WAN_ 1 152 168 T8¢ 157 T

VO 2

Opeation Mole ® AT Rovhng

Ml Seyve

Figure 2-1

. 5 set up Marketing Department multiple subnet
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Completed
s Nudtiple Subnet ALL '

Namie Hind Irtteriace 1P Addrmen Wwrmann WAN biterdace 1P ( Cpmiation Mode Folie | Dl

= WANT 192 W 185 TET (NAY

NAT
Markoting Dopt ) [e) 1929021 2853852580 78
Zea Dage < A 1 e /8
Dus tranireg Dept ) LA | (" T /8

WAMY 192 vy ! NAY

Azzourting D) ™ 32 W08 U J88 255 0

Azzourting Degt < LA ! WAND  [NA 78

Figure 2-1. 6 Multiple Subnet

& The IT administrator must renew his / her own PC’s IP address upon using a DHCP server. It is
to assure the access validity of the management interface after the change of LAN interface IP

address. To renew the IP address distributed by a DHCP server, you may simply follow two
steps:

Step 1. Reboot computer.

Step 2. Enter "cmd" in the Run window, and enter "ipconfig /release," and then enter

"ipconfig /renew," the IP address is successfully retrieved.

(2 There is another example to show whether should be bind or not. (Figure 2-1.7)

$elect Bind o Imerface(s) Don't select Bind 1o Imerfaces)
LAN : 192.168.1.161 LAN - 192.168.1.161
Static Routing
1P : 192,168,142,1 ¢
S—— 9 2 _99... /swﬂcr‘
¢ ‘switoh o
"-'-'.yg-. .//
WAN - 152.168.1.1
1 wan - 1s21881.82 . s BEISEIAES
A . & Jrouter
r router .. >
tiie A, - 192168081 She LN - 192.168.50.253
“ PSS o2 160002 Wl [RESE TR

Figure 2-1. 7 Bind selection
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Select Network > Interface> Port 2. (Figure 2-1.8)

Interface Name: Enter any word for recognition.

Interface Name: eth1

IP Address: Depend on the Connection Method. DHCP and PPPoE mode do not need to set IP
address. Only Static mode needs to setup IP address.

Default Gateway: Depend on the Connection Method. DHCP and PPPoE mode do not need to set
Default Gateway. Only Static mode needs to setup Default Gateway.

Up Speed (Max. 1000Mbps): The IT administrator must define a proper bandwidth for each of
them in order that the device may use it as a basis for operating. The Kbps is a unit of Speed. You
can click on Custom Define link to set your speed according to ISP’s WAN Speed.

Speed and Duplex Mode: Usually, it sets on Auto. You also can select another setting.

Load Balancing: It offers four methods.

1. Auto: Distributes the outward sessions by the usage status of each WAN port.

2. By Source IP: For services that require using the same IP address throughout the process,
such as online game and banking, ShareTech UR helps user retain the same WAN port (i.e.
IP address) over which the session was created to avoid disconnection caused by the
variation of the user’s IP address.

3. Manual: According administrator demand to share loading on the WAN.

4. By Destination IP: Once a session is created between the ShareTech SG-100N and a specific
host, then the following sessions linking to that host will be automatically distributed to the
same WAN port.

Interface Type: WAN

Connection Method : There are three Connection methods.

1. Static: Static IP address

2. DHCP: Using DHCP to get IP address from ISP

3. PPPoE: PPPoE

Netmask: Enter a Netmask. Default setting is 255.255.255.0

MAC address: Enter a MAC Address.

Down Speed: The IT administrator must define a proper bandwidth for each of them in order

that the device may use it as a basis for operating. The Kbps is a unit of Speed. You can click on

Custom Define link to set your speed according to ISP’s WAN Speed.

MTU: Nearly all IP over Ethernet implementations use the Ethernet V2 frame format.

Click on B8ave |
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ViA

N 1 Satting

Figure 2-1. 8 WAN 1 Setting

WAN Alive Detection (Figure 2-1.9)
B Detection Method: Using DNS, ICMP or NONE to check WAN is on or off. Both DNS and ICMP
need to setup IP address for test. In addition, you can click onlz:z | to see more detail Logs.

1. DNS: Tests the validity of Internet connection by requesting the domain name.
2. ICMP: Uses ping command to test the validity of Internet connection.
3. NONE: Line is not detected; the connection status is always on line.

B Administrator Management: There are three multiple-choice modes, ping, HTTP, and HTTPS.
1. Ping: The network can be detected by Ping commands when ticked.
2. HTTP: The management interface is available for access via HTTP protocol when ticked.
3. HTTPS: The management interface is available for access via HTTPS protocol when ticked.

SNONE | Lay

Figure 2-1. 9 WAN Alive Detection

Firewall Protection (Figure 2-1.10) (Figure 2-1.11)
B Firewall Protect Items: There are four multiple-choice, SYN, ICMP, UDP, and Port Scan. It offers

currently available protection. In addition, you can click on(z=: ] to see more detail Logs.

Figure 2-1. 10 Port 2 Firewall Protection
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You are able to see attack logs which through Port2 of SG-100N machine on Objects > Firewall

Protection > Attack Log. (Figure 2-1.11)

sarch Conditior

2011.05

Timu Typm Protecul Pon It Anachw |f Victim IF

Figure 2-1. 11 Firewall Protection Port Scan

General Setting (Figure 2-1.12)
B DNS Server 1: The IP address of the DNS server used for the bulk of DNS lookups.
@ For example: Google DNS are 8.8.8.8 and 8.8.4.4

¥ Default: 80

¥ Default: 443

HTTP Port: HTTP port number for manage.

WAN Alive Detection Period: System administrators can enter the system every interval of
time to do much testing, unit calculated in seconds.

¥ Default: 5 second

DNS Server 2: The IP address of the backup DNS server, used when the Primary DNS Server is
unreachable.
HTTPS Port: HTTPS port number for manage.

Idle Timeout: The device may be configured to automatically disconnect when idle for a period

of time upon using PPPoE connection.

& Default: 60 minutes

wneest Seer

3

Figure 2-1. 12 Port 2 General Setting

i
& Please note that Interface Type depend on what you set up on Network > Interface > Interface

Config (Figure 2-1.13) (Figure 2-1.14)
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1

Port 1 Port d Poet § Fonr 4
(AN WANZ » OMZ «

Wlave

Figure 2-1. 13 Interface Config

L WAN 2 Setting

OFF

Al v ATL 1501

t WAN Alive Datection

Detec tion Mathod

raty Maono

Fowmall Protection

Figure 2-1. 14 Port 3 setting

i
& Please note that Interface Type depend on what you set up on Network > Interface > Interface

Config

@ For example: Configure the IP address and subnet mask of your demilitarized zone (DMZ) here.

Select Network > Interface > Port4. (Figure 2-1.15)

Name: Enter any word for recognition.

Interface Name: eth3

IP Address: Enter an IP address.

Up Speed: The IT administrator must define a proper bandwidth for each of them in order that

the device may use it as a basis for operating. The Kbps is a unit of Speed.

MAC Address: Enter a MAC address.

Speed and Duplex Mode: Usually, it sets on Auto. You also can select another setting.

Interface Type: DMZ

Enable: It offers three modes.

1. NAT: In this mode, the DMZ acts an independent subnet from the LAN, from which the IT
administrator may configure.

2. OFF: It means Disable.
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3. Transparent Bridging: A mode that allows a SG-100N (firewall, router, switch) to be
inserted into an existing network without the need for IP reconfiguration similar with the
Transparent Mode but providing more transparency(the firewall acts as a Layer 2 bridge)
and versatile functionality. An optional mode of L2 Bridge which prevents traffic that has
entered an L2 bridge from being forwarded to a non-Bridge-Pair interface, ensuring that
traffic which enters an L2 Bridge exits the L2 Bridge rather than taking its most logically
optimal path.

4. Transparent Routing: A mode that allows a SG-100N (firewall, router, switch) to be
inserted into an existing network without the need for IP reconfiguration by spanning a
single IP subnet across two or more interfaces.

B Netmask: Enter a Netmask.

B Down Speed: The IT administrator must define a proper bandwidth for each of them in order
that the device may use it as a basis for operating. The Kbps is a unit of Speed.

B MTU: Nearly all IP over Ethernet implementations use the Ethernet V2 frame format.

B Click on % after you finish setting.

....

b Administuator Masagesant

Namw i i Addinss Nertmank WAN Mt 1P | Opesstion Mods Eabit ) Dwl

* 1éd

Figure 2-1. 15 Port 3 Setting

& What's the difference between DMZ (Transparent Routing) and DMZ (Transparent Bridge)?

In the past, most of SG-100N supports NAT and Transparent mode usually in order to satisfy
customers with different network framework requirement. DMZ is an independent virtual
(internal) network within NAT mode. If some enterprise doesn’t have enough public IP, they
would like to use Port Mapping or IP Mapping, and make DMZ Internal IP to be a WAN public
IP in order to make Internet service work fine. On the other hand, transparent mode means
routing mode, so that DMZ should be Public (real) IP.
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Fortunately, ShareTech research and development team creates and improves multi-features
constantly. After the firmware 7.1.3, ShareTech DMZ port supports three flexible modes: NAT,
Transparent Routing, and Transparent Bridge. We better know what the difference between
NAT and Transparent mode from the first paragraph is. Therefore, that’s go on to see what’s
the difference between Transparent Routing and Transparent Bridge
1. Transparent Routing: (Figure 2-1.16)
When DMZ packets pass through ShareTech SG-100N, system follows routing table rule and
then deliver packets to their destination.
Network Environment: When enterprise has more than two WANs, and must do load
balance necessarily. System follows the WAN load balance rule and divide packets which
from DMZ among each WAN Port.

Transparent Routing

Internet
WAN1 WAN2
uTM
DMZ
. £y
=1

Figure 2-1. 16 Transparent Routing
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2. Transparent Bridge: (Figure 2-1.17)
System doesn’t follow routing table rule to deliver packets to their destination, and
delivery destination based on MAC. Therefore, the operation is similar to Switch.
Network Environment: When enterprise only has one WAN or only allow DMZ packets
must go pass static WAN.
Even though Transparent Bridge cannot support load balance, however, sometimes it’s
very practical method and conscientious. Please see the following figure, if we put
gateway in front of SG-100N, and then gateway bind DMZ’s IP and MAC. So, as we know
the packets is allowed pass out if having the same IP and MAC. On the other hand, the
packets will be block if it’s with Transparent Routing mode, because gateway just analyze

DMZ IP but bind WAN port MAC. (Figure 2-1.17) (Figure 2-1.18)
Transparent Bridge

Internat
-

® o

Qi

Figure 2-1. 17 Transparent Bridge
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Transparent Routing Transparent Bridge
Internet Internet

-

Got packets form DZ Roee,
----- Source P 192.169.188.111
MAC: 00:48:64:4A:6F 66

Got packets form DMZ -
Source IP: 192.168.188.111

lomz
. IP: 192.168.188.111 H
PP ! IP: 192,168.188.111
&5 MAC: 00:48:54:4A:5F:66 | L MAC: 00:48:54:4A:5F :66
- : o
[55]

Figure 2-1. 18 Transparent Routing / Transparent Bridge

Compare Transparent Routing with Transparent Bridge

Transparent Routing Transparent Bridge
Load Balance YES NO
Environment More than two WANs Only one WAN
The packets form DMZ WAN Port MAC Original MAC

Figure 2-1. 19 Compare Transparent Routing with Transparent Bridge
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WiFi

@1t's an optional item. If you never purchase WiFi on Configuration > Package, you will not see
this (Figure 2-1.20) Please enable one of SSID.

b WIH Setting
ir ™ =

Fiatamrk. Winsda BT 11 N mrsd mods
Frequency Ao Channel ¥

Erable WiF

Erabla WiFi 95

Exral WFi 55

Erable WP 5500

Eratie if

Eratle WiF

T

Figure 2-1. 20 WiFi

Interface Config

Custom Port (Fixed LAN & WAN1) (Figure 2-1.21)

@ please note systme will reboot after modify
interfors Config (The miwtacs i b g h .t - to OFF

Pon Port 1 Pon d Poct 3 Vo 4
LAN VAN WANZ » oMZ

ot “h?
Wdave

Figure 2-1. 21 Custom Port
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»2-2 Interface (IPv6)

IPv4 is not enough anymore until 2021, and previously technical administrators are used to rely on
IPv4 with NAT mode. As for now, IPv6 which offer more flexible for distributing IP address and
routing table turn up. Compared to IPv4, the most obvious advantage of IPv6 is its larger address
space. IPv4 addresses are 32 bits long and number about 4.3 x 10 9 (4.3 billion ). IPv6 addresses are
128 bits long and number about 3.4 x 10 38 (340 Undecillion).
&P 1pv6 Auto Configuration is a new concept with IPv6. It gives an intermediate alternative
between a purely manual configuration and stateful auto configuration.

Select Network > Interface (IPv6) > Port 1 (Figure 2-2.1)
B |PV6 LAN (ethO) IP: Enter IPv6 address.
B |Pv6 Auto Configuration: It’s like IPv4 DHCP. It automatically distributes IPv6 address to among
LAN internal users.
@2 The following is LAN IPv6 figure

|4 LANIPVE Setting

Figure 2-2. 1 Port 1 IPv6

Select Network > Interface (IPv6) > Port 2
B [Pv6 model: you are able to choose static, Tunnel, or PPPoE IPv6 ways. (Figure 2-2.2)

@ The following is WAN1 IPv6 figure

bOWANT IPVYE Seflng

Figure 2-2. 2 Port 2 IPv6
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Select Network > Interface (IPv6) > Port 3. (Figure 2-2.3)

& please note that Interface Type depend on what you set up on Network > Interface > Interface
Config. (Figure 2-1.9)

@ The following is WAN2 IPv6 figure, so you are able to choose static, Tunnel, or PPPOE IPv6

ways.
* WAMZ B Satting
Frvi: Wodal OFF
Saale
Turnsl =L
FFF_E

Figure 2-2. 3 Port 3IPv6

Select Network > Interface (IPv6) > Port 4. (Figure 2-2.4)

& please note that Interface Type depend on what you set up on Network > Interface > Interface
Config. (Figure 2-1.9)

@ The following is DMZ IPv6 figure, so please enter DMZ’s IPv6 address.

[0 ome v Setiing
| Exnabia
|

| 1P M2 e 1

[| 1P Aut Corpigumation e B
t mslide To Ounside Connaction Type

* Rt

* Ry

 Routryg

|
|
|
(| ean
|
|
‘ Eeave

Figure 2-2. 4 Port 4 IPv6
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|
DNS Server

The current IETF recommendation is to use AAAA (Quad A) RR for forward mapping and PTR RRs for
reverse mapping when defining IPv6 networks. (Figure 2-2.5)
@ The Google Public DNS IPv6 addresses are as follows:
2001:4860:4860::8888
2001:4860:4860::8844

Figure 2-2. 5 DNS IPv6
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»2-3 Routing

Routing tables contain a list of IP addresses. Each IP address identifies a remote router (or other
network gateway) that the local router is configured to recognize. For each IP address, the routing
table additionally stores a network mask and other data that specifies the destination IP address
ranges that remote device will accept. In the Routing section you can enable the following lists:

.
Routing Table

Static routing is simply the process of manually entering routes into a device's routing table via a
configuration file that is loaded when the routing device starts up. As an alternative,
these routes can be entered by a network administrator who configures the routes manually. Since
these manually configured routes don't change after they are configured (unless a human changes
them) they are called 'static' routes.

* 244 | to create a new routing table. (Figure 2-3.1)

Select Network > Routing > Routing Table. Click on
B Comment: Enter any words for recognition.
B Destination IP: The IP address of the packet's final destination.
B Netmask: Enter Netmask
B Gateway: Enter Gateway
B Interface: Select your internal interface.(The outgoing network interface the device should use

when forwarding the packet to the next hop or final destination)

b Add Roasda

L

# Ald

Figure 2-3. 1 Routing Table

@ For exemple : A leased line connects Company A’s Router 1 (10.10.10.1) with Company B’s
Router 2 (10.10.10.2)
Company A : Connect WAN port 1 (61.11.11.11) to ATUR; Connect WAN port 2 (211.22.22.22)
to ATUR; LAN subnet ranges 192.168.1.1/24 ; The LAN subnet that Router 1 (10.10.10.1, RIPv2
supported) connected to ranges from 192.168.10.1/24.
Company B: The LAN subnet that Router 2 (10.10.10.2, RIPv2 supported) connected to ranges
from 192.168.20.1/24.
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v Route List

W Setting Routing Table completed. The network subnets of 192.168.20.1/24 and 192.168.1.1/24

now not only communicate with each other, but as well use NAT mode to access the Internet. In
addition, select Mark tick box, and click on *#%¢ to create a new sub-content, ¢Eiit  to
modify contents, or *P¢l | to cancel list. (Figure 2-3.2)

ak

Comman aninanos # Hetmask Garoway Intartaco

192 558 10 15 oz

+ Add & Ednt ® Del

Figure 2-3. 2 Routing Table List

@ Two hypothetical, partial routing table entries are shown below:

IP Address: 172.48.11.181 - Network Mask: 255.255.255.255

IP Address: 192.168.1.1 - Network Mask: 255.255.255.0

In this example, the first entry represents the route to the ISP's primary DNS server. Requests
made from the home network to any destination on the Internet will be sent to the IP address
172.48.11.181 for forwarding. The second entry represents the route between any computers

within the home network, where the home router has IP address 192.168.1.1.

[

A router using dynamic routing will 'learn’ the routes to all networks that are directly connected to

the device. Next, the router will learn routes from other routers that run the same routing

protocol (RIP, RIP2, etc.). Each router will then sort through its list of routes and select one or more
'best' routes for each network destination the router knows or has learned.

Select Network > Routing > Dynamic routing. Select interface(s) and click on E#®:¥¢ | (Figure 2-3.3)

+ Dywam

ruutingPve

IS Eave

Figure 2-3. 3 Dynamic routing Table

Viewing the Contents of Routing Tables, please select Tools > Connection Test > IP Route. (Figure
2-3.4)

t W Roul

e

Figure 2-3. 4 IP Route
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& 0on Windows and Unix/Linux computers, the netstat -r command also displays the contents of
the routing table configured on the local computer.

o
IPV6 Routing Table

IPV6 Routing Table setting way is the same as Routing Table section. (Figure 2-3.5)

v Houls List 159
Mk Ineifece Coamimsi i IPYE IP and Mask IPY'E Galiwary

#Aadd | FEdi1 ® Dl

Figure 2-3. 5 IPV6 Routing Table
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»2-4 802.1Q

IEEE 802.1Q is the networking standard that supports Virtual LANs (VLANs) on an Ethernet network.
The standard defines a system of VLAN tagging for Ethernet frames and the accompanying
procedures to be used by bridges and switches in handling such frames. The IEEE's 802.1Q standard
was developed to address the problem of how to break large networks into smaller parts so
broadcast and multicast traffic wouldn't grab more bandwidth than necessary. The standard also
helps provide a higher level of security between segments of internal networks.In this section you

can enable the following lists:

=

Select Network > 802.1Q > 802.1Q Click on * 444 | to add VLAN ID.

R4S N { R Y
{
W 4 { h f

y H | )
4 | 4

» 2 v .
-t * o N [ et @ W

Ping each other

Figure 2-4. 1 difference no VLAN between VLAN
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(D Here I use ML-9324 switch for testing, and let’s create some VLANS. (Figure 2-4.2)

24G + 4 SFP Web Smart Switch

Port Segmentation (VLAN] Configuration

System
Add a VLAN
‘ wn
LACP
: RRTP ﬁz o
a2 1x e EEE———_
IGMP Sncapeng ~
! fhwvorny |
Cuussty o Sewicy L
Hate Limat
§ Sterm Costral VLAN Configuration List

Py

¢ Detaded Stamencs

| LACP Status [
¢ RSTF Suatus Nty Dekee | | Pefrmk
1GNP Sltas - K En
: Fng
| PonConlig
Maintenance

Wi Rastan
Factory Delutt
Softwars Uplzas
L ogeut

Figure 2-4. 2 switch VLANs

© Then, distribute some ports among one group. (Figure 2-4.3)

@ 246 + 2575 Weh Smat Swack - Mozt ek
A 192188114

Configuration

VLAN Setup

ViANs n’ |
l. \‘:!gqmu\ m o l h 7 |
Eciéx Poal [/ Weani [
| thimaung Foal [/ [Pami4 [
d R i Pand | [Bomis |
Storm Cortrol
: Poad . Pamis |
Monitoring Bons |0 [Poml? |
G EESSEE R
LACP Status Ponl () [Pantd |
| RSTP Sty - -
IGW Statos Pon§ Pore20 |

! Porr [Pon21 |
Maintenance Ponl0 Porza | |
Viarm Ractan Pon 1l Pore2) | |
Factory Defout E
‘Stﬂm‘wudm: hu : e
Logoat

Agply | | Rk

Figure 2-4. 3 VLAN Setup
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@ Select Port 1 to Port7 of packets should be with Tagged 3.(Figure 2-4.4)

24G + 4 SFP Web Smart Switch

Figure 2-4. 4 VLAN per Port Configuration

@ As your port is like the following figure. (Figure 2-4.5)

seww w

. by iyt e ey
PR WIS W B ekt n0m A L (AR A5 7c 38

Figure 2-4. 5 switch status
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B Comment: Enter any word for recognition

B Multiple Subnet: choose one

B |P Address: Enter an IP address.

B Netmask: Enter Netmask

B Interface: Select interface, LAN or DMZ.

B VLAN ID: It is the identification of the VLAN, which is basically used by the standard 802.1Q.
(2 Add "VLAN ID 3" now, otherwise, the port 6 cannot surf Internet. (Figure 2-4.6)

v Add VLAN 1D
Tigesd VLAN D

Cugherte -
Crg e

LAN 192168 301 /2
ONZITZIE).161 435

mertace LAN «

ViAN O ]

* Al

Figure 2-4. 6 Add VLAN ID

€2 Finished 802.1Q setting, and the Port 6 is able to surf Internet. (Figure 2-4.7)

. 210 1
Rard Comment 1P Addross Netmask tmertace VLAN UL

Tmgoed VLAN I @215 23 Mt 252852650

* Add ¢ Edi x Del

Figure 2-4. 7 Completed 802.1Q setting
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Chapter 3 : Policy

ShareTech SG-100N inspects each packet passing through the device to see if it meets the criteria of
any policy. Every packet is processed according to the designated policy; consequently any packets
that do not meet the criteria will not be permitted to pass. The items of a policy include Policy Name,
Source Address, Destination Address, Action, Protocol, Service Port or Group, Software Access
Control, QoS, Schedule, URL Policy, Internet Auth, Using Which WAN, Maximum Concurrent
Sessions per IP Address, IDP, Packet tracing, and Traffic Analysis. The IT administrator could
determine the outgoing and incoming service or application of which data packets should be
blocked or processed by configuring these items. On the other hand, IDP belongs to AW models.

e 3-1 WiFi Policy

e 3-2 LAN Policy

e 3-3DMZ Policy

e 3-4 WAN Policy
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»3-1 WiFi Policy

rfiﬂlt's an optional item. If you don’t purchase WiFi on Configuration > Package, you will not see
this. Please check whether enable WiFi SSID or not

rfiﬂlt allows all packets if you set up nothing (Figure 3-1.1)

WIFi 1o WAN Policy © '
Na Poficy Mane Saurcs Dwassation Servizme R w Of ‘olicy Edin / Dl

Figure 3-1. 1 WiFi to WAN

»3-2 LAN Policy

In this section you can enable the following lists :
Basic Setting
B Policy Name: Enter any word for the description of the policy.
B Source: Source address is based around using the device as a point of reference. The initiating
point of a session is referred to as the source address.
B Destination: Destination address is based around using the device as a point of reference. The
initiating point of a session is referred to as the source address.
B Action : It offers two kinds, Permit and Drop. When it Permit, the policy will be pass. On the other
hand, Drop means the policy will be stop.
1. @ Drop: Deny the Policy.
2. = Permit: Allow the Policy.
Policy
B Protocol:
1. ALL
2. TCP
3. UDP
4. ICMP3
B Service Port or Group: The services are regulated. Available options are the system default

services and the services that are customized in the section of 4-2 Services.

3 ICMP = Internet Control Message Protocol
R ——————
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B Software Access Control: It can restrict the use of application software. Set this function in the
section of 4-5 Software Blocking

n © QoS: The guaranteed and maximum bandwidth settings (The bandwidth is distributed to

users. Setting this in the section of 4-4 QoS)

B ¥ Schedule: Activate as per the configured scheduled time. Set this function in the section of

4-3 Schedule.

B @ URL Access Control: It can restrict the access to any URL websites specified. Set this

function in the section of 4-6 URL Filter.

m & Authentication: This requires users to be authenticated to create a connection. Set this
function on the section of 4-9 Authentication.
m 5 Bulletin Board:

B WAN: It determines over which WAN interface’s packets are permitted to pass through.
1. All: Packets are granted to pass through all interfaces once approved by the configured

policy.
2. WAN 1: Policy approved packets may access WAN 1.
3. B WAN 2: Policy approved packets may access WAN 2.

B “ Maximum Concurrent Sessions for Each Source IP Address: It determines the maximum

number of concurrent sessions of each IP address. If the amount of sessions exceeds the set

value, new sessions will not be created.

u IDP: It can identify intrusion packets and react to them in a timely manner.

B Packet Tracing:
B Traffic Analysis:

m Pause : Temporarily disable the policy.
B ¥ Start: Start the Policy.
[ @ Delete: Delete the Policy.

[ ag Edit: Edit the Policy.

R ——————
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m = Traffic Analysis: Click on this button, you can see the detail illustration of traffic analysis.

WM = Packet tracing: Record Logs of packet transmissions managed by the policy. You can click
on Log button to see packet logs.

Fire wall Protection

B SYN attack

B |CMP attack

B UDP Attack

W Port Scan

+Ald

Figure 3-1. 2 LAN to WAN Policy

»3-3 DMZ Policy

The way of DMZ Policy settings are the same as LAN Policy, and it allows all packets if you set up
nothing (Figure 3-3.1)

# Ald

Figure 3-3. 1 DMZ Policy

»3-4 WAN Policy

The way of WAN Policy settings are the same as LAN Policy, and it allows all packets if you set up
nothing (Figure 3-4.1)

+ WAN 1 LAN Policy
o Policy Nems Soulce Dustination Servicas Acdoco OOt Policy Edit [ Del

# Ald

Figure 3-4. 1 WAN Policy
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Chapter 4 : Objects

In the Objects chapter you can enable the following lists :
e 4-1 Address Table
e 4-2 Services
e 4-3 Schedule
e 4-4 QoS
e 4-5 Application Control
e 4-6 URL Filter
e 4-7 Virtual Server
e 4-8 Firewall Protection
e 4-9 Authentication
e 4-10 Bulletin Board
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»4-1 Address Table

In Address section, the IT administrator may configure network settings of LAN, WAN and DMZ, as
well as designate specific addresses in a network as a group. An IP address might represent a host or
a domain, in either case, the IT administrator may give it an easily identifiable name for better
management. According to the network in which an IP address resides, it can be categorized into
three kinds, LAN IP address, WAN [P address and DMZ IP address. Each of the three can be
organized into an address group comprising several addresses. Simply by applying the address group
to a policy, the IT administrator may easily manage a group of users with merely one policy. In this
section you can enable the following lists:

[
LAN IP Address

Select Objects > Address Table > LAN IP Address. (Figure 4-1.1)

Select IP Mode: IPv4 or IP v6

B Computer Name: Enter any words for recognition.

B [P Address: It is recommended to configure some desirable address names within Address first so
that they are ready to use for the Source Address or Destination Address setting of a policy. In
addition, you may click on [ st | to add to create an entry.

B Mode:

1. Only set IP Address
2. IP.and MAC Address
B Please click on [Gethac

Click on | * %1% | to create one LAN IP Address first.

.....

* a4d

Figure 4-1. 1 LAN IP Address
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Setting LAN IP Address completed. In addition, select VIcheckbox, and click on | * i1 to create a

new sub-content, ¢Edit| to modify contents, or *P¢l ' to cancel list. (Figure 4-1.2) (Figure 4-1.3)

v SolectiP Mode PVE v

I# Address List At 1
“omputer Nenn ¢ 1P Addeuss 9 MAC Addvuss ¢ Group Name
# Add S Edxt XDl
Figure 4-1. 2 LAN IP Address List
v Onliea: 0 UL . Erlinsh Client OS Datocoon Lxcluding 1P
os Sutic Alias ¢ 1P Addeuss ¢ MAC Addioss ¢ Tnmifsce ¢ Sts - Last Undase Tine ¢

| 2
LA )

) LA 9
LA e
LA ]

® Del

Figure 4-1. 3 Static IP

e
LAN Group

Select Objects > Address Table > LAN Group.
B Select IP Mode: It offers two modes.
1. IPv4 Mode: IPv4 address.
2. IP v6 Mode: IPv6 address.
M Click on +Add button to create a LAN Group rule.

B Group Name: Enter any word for recognition. (Figure 4-1.4)
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t Adt Member and Group :

e goup A
“ F Rar
¥
m AF » By S8 *  Select IP and MAL adaress ¢
ey || | | Tepeer————— Sedee tond Uy

* A2

Figure 4-1. 4 LAN Group

1. Select From LAN Address: The left user lists which you add in LAN IP Address. (Figure 4-1.5)

Al parpesssssssssss .  ssssssssss Galmclmd Linamessssasass

Faler
Tkl 10

Figure 4-1. 5 Select from LAN Address

2. Select From IP Rang: Enter the range IP addresses which you want to restrict to. (Figure 4-1.6)

Figure 4-1. 6 Select from IP Range
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3. Select From IP/Mask: (Figure 4-1.7)

Figure 4-1. 7 Select from IP/Mask

4. Select From DHCP Users: It shows range of DHCP users, and these will be restricted. If you
select IP-MAC Binding tick box, it will show list of IP MAC. (Figure 4-1.8)

Figure 4-1. 8 Select from DHCP Users

5. Users Define: Please enter an IP address or subnet. (Figure 4-1.9)

Figure 4-1. 9 Select Users Define

6. MAC Address Group: Please enter an MAC address or subnet. (Figure 4-1.10)

Figure 4-1. 10 Select MAC Address Group

Setting LAN Group completed. In addition, select Mark tick box, and click on +Add button to create a
new sub-content, Edit to modify contents, or Del to cancel list. (Figure 4-1.11)

bo I Mo
Narne woed 1P ddress

* A4 JEL MDy

Figure 4-1. 11 LAN Group List
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@ There is an example of how LAN Group is used.
1. Select Policy > LAN Policy > LAN to WAN or LAN to DMZ.

Chapter 4 : Objects

2. Click on [*4% | and select Action to DROP or Permit, and then select Source to group A

which you have just set in 4-1 Address. (Figure 4-1.12)

@, I;As'\' Senting

Py Name

| Souze @ * foroupA v P Adoois
Insida_Asvy

wyinphon d
tast 0

Pregecol AL v
Sersce Pot or Grup ) User Detned ¢ | Service Port

Max. Concurert Seasions fr Each Scuce 1P Agarows

Pockat Tmeng

atte. Anatysn

Mae Quota | By pd

Mux. ity ! DiryiPet Seuts IP ") Kiytea / Down © K iten

v Flrewsd ¥ rosececn

SYN Amack 1COMFP At b LS Antack Pon Sean

|
’ * Adé

Figure 4-1. 12 Address Policy

3. Setting Address Policy completed. (Figure 4-1.13)

;. LAN 30 WAN Policy @

L0 Policy Rame Sownce Dostination Services Action OnOn

I Irmde_An Outmde_An [ ANy = - P

2 | L) J  Ovtwie_Any [T ] “ .
+ Al

Polcy

Figure 4-1. 13 Address Policy List

DMZ IP Address

The way of DMZ IP Address settings are the same as LAN IP Address.

& please note that Interface Type depend on what you set up on Network > Interface > Interface

Config
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[P
DMZ Group

The way of DMZ Group settings are the same as LAN Group. When you want to use DMZ Group,

please select Policy > DMZ Policy> DMZ to WAN or DMZ to LAN. Click on * %4 | and select Action to
DROP or Permit, and then select Source to which you have just set in 4-1 Address DMZ Group.

& please note that Interface Type depend on what you set up on Network > Interface > Interface
Config

Wik IP Address

The way of WiFi IP Address settings are the same as LAN IP Address.
@Please check whether enable WiFi SSID or not

WiF Group

The way of WiFi Group settings are the same as LAN Group. When you want to use WiFi Group, just
select Policy > DMZ Policy> WiFi to WAN, WiFi to LAN, WiFi to DMZ, and WiFi to WiFi. Click on * 24 |,
and select Action to DROP or Permit, and then select Source to which you have just set in 4-1
Address WiFi Group.

[P
WAN IP Address

The way of WAN IP Address settings are the same as LAN IP Address.

[P
WAHN Group

The way of WAN Group settings are the same as LAN Group. When you want to use WAN Group,
just select Policy > WAN Policy> WAN to LAN or WAN to DMZ. Click on ' * 442 and select Action to
Drop, and then select Source to which you have just set in 4-1 Address.

% TFQDN; - Whatis FQDN?

A Fully Qualified Domain Name ( FQDN ), sometimes called an absolute domain name, and its

consists of a host and domain name, including top-level domain.

For example, www.higuard.com is a fully qualified domain name in the Internet. www is the

host, higuard is the second-level domain, and com is the top level domain. In this case, www is
the name of the host in the higuard.com domain.

When connecting to a host (using an SSH client, for example), you must specify the FQDN. The
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DNS server then resolves the hostname to its IP address by looking at its DNS table. The host is

contacted and you receive a login prompt.
This application, such as web browsers, try to resolve the domain name part of a Uniform
Resource Locator (URL) if the resolver cannot find the specified domain or if it is clearly not
fully qualified by appending frequently used top-level domains and testing the result.

0 Example application
Usually, most administrator use URL filter application to avoid internal users surfing Internet,
however, we may figure out it cannot block “https.” Therefore, ShareTech released FQDN
application within filter in order to block domain exactly. (Figure 4-1.14)

As we know, facebook and google have many IPs

Normal URL Filter doesn't block
https usually.

URL Filter + FQDN block
domain name

Figure 4-1. 14 FQDN

Select Object > Address Table > WAN Group. Click on [ * 48| to create a WAN group with

FQDN. (Figure 4-1.15) (Figure 4-1.16)

* o Add Outside Nework
Group Some  bloch youlube

Seect From LAN Addross
Saect From [P Range
Safwet Froem IP/Mask
Usat Defirm 1P

® Unwr Defirwe Drgrsany

google.com
geoglexideg, con
facabosk.som
2outubs . com

[Type B doman sl et ENTETL Repsat thes process in srdw 1o scid mublple domae )

* A2

Figure 4-1. 15 WAN_User Define Domain
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+ Select 1P Mode | IPVE ¢
& Owtside Network : LA IR
Mark. Dicep Name Mem b
hioch youube T4 125 208 106732 74 125 34 10l
Py l“('mnmm _
e QO LomYA 125 204000 T4 125304 18 TH 128 304 200, TA 125304 105 T4 126 204 138 T4 925 204,100
GUAgEWEs. COM(TS 125204 100 74 125204 104 T4 025204 D5 T4 125204 106 T4 120 204 14T T4 125204 )
Sosbaok coml 173 252 1308
MRS COMTA 25 304 138, 74126204 190 74 125204 01, T4 125 204 03y
Figure 4-1. 16 WAN Group
Select Policy > LAN Policy > LAN to WAN. Click on [* 444 to create a new policy. (Figure 4-1.17)
(Figure 4-1.18)
L Basic Semng
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Figure 4-1. 18 Completed setting Policy
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. (Figure 4-1.20)
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Figure 4-1. 20 block https
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»4-2 Services

TCP and UDP protocols support a variety of services, and each service consists of a TCP port or UDP
port number, such as TELNET (23), FTP (21), SMTP (25), POP3 (110), etc. This section has two types
of services, that is, Pre-defined service and Service group. Pre-defined service includes the most
common-used services using TCP or UDP protocol. It allows neither modification nor deletion while
Custom service allows modification on port numbers based on the situation.
rfi:;When configuring Custom service, the port number setting for either client port or server port
falls between 0 and 65535. The IT administrator merely needs to determine the necessary
protocol and port number for each Internet service, and then the client will be able to access
different services.
In this section you can enable the following lists:

—

Select Objects > Services > Basic Service. The symbol and its description used in Pre-defined: (Figure
4-2.1)
B Protocol: The protocol used for communication between two devices. TCP and UDP are the two
most frequently seen protocols among others.
1. O Any Service.
2. MIEH: Services using TCP protocol, Gepher, I1CQ, Ident, LDAP, NTTP over SSL, PPTP, SFTP,
SSH, Terminal, WINFRAME, AFPoverTCP, FTP, H323 (NetMeeting), L2TP, MSN Messenger,
POP2, SMTP over SSL, Yahoo, AOL, Finger, HTTP, IMAP over SSL, LDAP Admin, NNTP, POP3
over SSL, RLOGIN, SMTP, VNC, BGP, GNUTella, HTTPS, IMAP, LDAP over SSL, POP3, Real
Audio, Telnet, and WAIS.
3. : Services using UDP protocol, DNS, IKE, RIP, SYSLOG, UUCP, TFTP, NTP, and SNMP.

B Port: The port number of the client user’s PC which is used for connecting to the UTM device.

@Range from 0 to 65535. Using default is recommended.
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4 Basic Service and Port
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Figure 4-2. 1 Pre-defined description

Service Group

To facilitate policy management, the IT administrator may create a service group including a group
of necessary services.

@ For example, given that ten users from ten different IP addresses requesting access to five types
of services, namely HTTP, FTP, SMTP, POP3 and TELNET, it merely takes one policy with a service
group to satisfy the service request of 50 combinations (10 users times 5 services equals to 50
service requests). Select Objects > Services > Service Group. This function regulates the online
usage of service. Click on [ *%44 | to create a Service rule.

B Service Name: Enter some words for recognition.

Click onl_&sit | to select services. (Figure4-2.2)
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Figure 4-2. 2 Service Assist
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oup

If you made wrong selection, you want to remove one port. Please blank out the port. (Figure 4-2.3)

tost servcon|

Port (Start : End}

Figure 4-2. 3 Service group

Setting Service group completed. In addition, select ¥Icheckbox, and click on *4i¢  to create a
new sub-content, ¢Elit to modify contents, or | *Pel

to cancel list. (Figure4-2.4)
Seivice Groop Lis Chocse Fik | Nu * lwgose Egan &
Mars Geoup Name Port (Start : End)
4+ 200 JEI XD
Figure 4-2. 4 Service group List
R ——————
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Q@ There is an example that administrator deny these services.
1. Select Policy > LAN Policy, DMZ Policy, or WAN Policy. Then, select the function you need
on the right side.

2. Click onl*4dd | and select Action to DROP or Permit, and then select Service Port or Group

to test service which you have just set in 4-2 Services. (Figure 4-2.5)
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Figure 4-2. 5 Service Policy

3. Setting Service Policy completed, and then internal users are not able to use these
services.(Figure 4-2.6)
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Figure 4-2. 6 Service Policy List
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»4-3 Schedule

The IT Administrator to configure a schedule for policy to take effect and allow the policies to be
used at those designated times. And then the Administrator can set the start time and stop time or
VPN connection in Policy or in VPN. By using the Schedule function, the Administrator can save a lot
of management time and make the network system most effective. In this section you can enable
the following lists:

.
Schedule List

The system administrator and IT administrator can use Schedule to set up the device to carry out
the connection of Policy or VPN during several different time divisions automatically. Select Objects
> Schedule > Schedule List. Click on * 44 | to create a new Schedule rule first.

B Schedule Name: Enter some words for recognition.

B Setting Mode: there are two mdoes.

Mode 1: (Figure 4-3.1)

* Add Schedule

* K44

Figure 4-3. 1 Schedule Mode 1

Mode 2: (Figure 4-3.2)

+ Al4d

Figure 4-3. 2 Schedule Mode 2
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Setting Schedule List completed. In addition, select VIcheckbox, and click on * i1 to create a
new sub-content, ¢Elit| to modify contents, or *P¢l | to cancel list. (Figure 4-3.3)

B 9 pass

B © Disable

i. Schidehs List '

Mardk Scheduls Name Sunday Monday Twawday Wadnesday Thusdey Friday Seatutday
for working time [x] TXN-20 0000 ~ 2200 [~} 7 -220 TN~ 20 <9
5o pant nire 20450515 0000 - 01505202200

S 404 FEI XDel

Figure 4-3. 3 Schedule List

@ There is an example of how Schedule List is used.
1. Select Policy > LAN Policy > DMZ Policy, or WAN Policy. Then, select the function you need

on the right side. Here, we use LAN to WAN for sample. Click on | * 443 | first.
2. Select Action to DROP or Permit, and then select Schedule to for working time which you
have just set in 4-3 Schedule List. (Figure 4-3.4)
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Figure 4-3. 4 Schedule Policy
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3. Setting Schedule Policy completed, and it means internal users able to use during

period.(Figure 4-3.5)
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Figure 4-3. 5 Schedule Policy List
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»4-4 Q0S

By configuring the QoS, IT administrator can control the Outbound and Inbound
Upstream/Downstream Bandwidth. The administrator can configure the bandwidth according to the
WAN bandwidth. The QoS feature not only facilitates the bandwidth management but optimizes the
bandwidth utilization as well. The following two figures indicate the improvement of bandwidth
utilization as a result of enforcing QoS by showing before and after comparisons. In this section you
can enable the following lists:

-
QoS Setting

Select Objects > QoS > QoS Setting. Click on ' * %44 ' to create a new QoS rule first. (Figure 4-4.1)

B QoS Name: Enter any word for recognition.

M Prio (Priority): To configure the priority of distributing Upstream/Downstream and unused
bandwidth

B Bandwidth Mode: It offers three ways.
1. By Policy
2. Inside Per Source IP (It includes Smart QoS application)
3. Outside Per Source IP

B [nterface: Display LAN, DMZ, WAN1, WAN2, WAN3, and WAN4.

B User Down Speed (Downstream Bandwidth): To configure the Guaranteed Bandwidth and
Maximum Bandwidth according to the bandwidth range you apply from ISP

B User Up Speed (Upstream Bandwidth): To configure the Guaranteed Bandwidth and Maximum
Bandwidth according to the bandwidth range you apply from ISP

B rate (Guaranteed Bandwidth): Specifies the minimum (guaranteed) amount of bandwidth

B max (Maximum Bandwidth): Specifies the maximum amount of bandwidth.
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Figure 4-4. 1 QoS Setup

Setting QoS List completed. In addition, select VIcheckbox, and click on ' * 414 to create a new

sub-content, ¢Elit  to modify contents, or

%Del | to cancel list. (Figure 4-4.2)

v QoS List
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Figure 4-4. 2 QoS List

@ There is an example of how QoS List is used.

1.

Select Policy > LAN Policy, DMZ Policy, or WAN Policy. Then, select the function you need

on the right side. Here, we use LAN to WAN for sample. Click on | * 443 | first,

. Select Action to Permit, and then select QoS to QOSPolicy(Per Souce IP) which you have just

set in 4-4 QoS. (Figure 4-4.3)
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Figure 4-4. 3 QoS Policy

3. Setting QoS Policy completed. (Figure 4-4.4)
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Figure 4-4. 4 QoS Policy List
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»4-5 Application Control

Setting

Select Objects > Application Control > Software Block. It offers five kinds of software blocking, P2P
Software, IM Software, WEB Application, Fun Software, and Other Application. Click on ' * 414 | first.
B Group Name: Enter any word for recognition.
B Block Log: If you want to record the condition of software blocking, please select this.
B Popular Software: File Shareing Application, Instant Messaging Client, VOIP Application Block,
WEB Mail Block, Game, and Others. (Figure 4-5.1)

Poule Sotean v Bk Log

nen # 1Al

Figure 4-5. 1 Popular Software
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B Not Commonly Used Software: File Sharing Application, Instant Messaging Client, WEB File
Extension Download Block, WEB File Extension Upload Block, Video Software Block, Game
Virus, Worms, Spyware Block , Stock Software Block, and others. (Figure 4-5.2)
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Figure 4-5. 2 Not Commonly Used Software
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Setting Software Blocking List completed. In addition, select [¥Icheck box, and clickon *4i¢  to

create a new sub-content, | ¢Edit| to modify contents, or *2¢! ' to cancel list. (Figure 4-5.3)
E + Application Contred List 1
Marh Group Nese Ragulstoey Coriwet Block Leg
tost tioc g Fie Staneg Apgdcation | Iratant Meszageng Clant O

* A4 FEA RDel

Figure 4-5. 3 Application Control List

@ There is an example of how Software Blocking is used.
1. Select Policy > LAN Policy or DMZ Policy. Then, select the function you need on the right

side. Here, we use LAN to WAN for sample. Click oni* 24¢ | first,
2. Select Action to DROP or Permit, and then select Software Access Control to test blocking

which you have just set in 4-5 Application Control. (Figure 4-5.8)
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Figure 4-5. 4 Software Blocking Policy
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3. Setting Software Blocking Policy completed. (Figure 4-5.5)
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Figure 4-5. 5 Software Blocking Policy List
Block Log
Select Objects > Application Control > Block Log (Figure 4-5.6)
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Figure 4-5. 6 Block Log
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»4-6 URL Filter

URL Filtering (URLF) is widely used for parental control, compliance and productivity. In schools, for
instance, URLF is used to help deter exposure to inappropriate websites, such as pornography,
nudity, aggressive sites, etc. In offices, URL filtering is especially an indispensible tool for web
security policy.

According to research, company employees spend a significant proportion of their time surfing
non-work-related web during working hours. In addition to productivity, network latency is also an
issue when employees surf unnecessary websites, or download bandwidth-intensive files. The
greater concern is the threat caused from malicious applications or malware, while surfing some

illegitimate or inappropriate websites.

. .
List Settings

Select Objects > URL Filter > List Settings. Then, click on| * 444
B Name: Enter any words for recognition.
B List Mode: Select for Blacklist or Whitelist.
B Match Mode: There are two ways, Exact and Fuzzy.
B URL Blacklist: Enter the complete domain name or key word of the website. It is restricted
specific website whether user surf Internet or not, however it depends on what you select on List
Mode.

@ For example: "www.kcg.gov.tw" "kh.google.com" "gov" or "*google*" (Figure 4-6.1)
B [P Blacklist: Enter the complete IP address. It is restricted specific website whether user surf

Internet or not, however it depends on what you select on List Mode.
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Figure 4-6. 1 List Settings

Setting URL List completed. In addition, select Mark tick box, and clickon ' * %% to create a new
sub-content, .~ to modify contents, or ki to cancel list. (Figure 4-6.2)

1 W List Setting

Narmee List Mode  Match Mode  Delautt Blackiist Ot Ao
T - : >

* 24

Figure 4-6. 2 URL List

.
URL Settings

Select Objects > URL Filter > URL Settings. Then, click on/ * £4¢
B Group Name: Enter any words for recognition. (Figure 4-6.3)
B Create block warning message: User can create block warning message their own when it’s
enabled. Besides, you are able to edit your warning message Objects > URL Filter > Other Settings.
(Figure 4-6.4)

M List Select: Select one that you have ever added in List settings.

L Setting

* K44

Figure 4-6. 3 URL settings

R ——————
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o yahoo.com)|

L Getting Started L Latest Headlines » | Wi 208

XX

Access to the page has been denied because the following page is blacklisted

Figure 4-6. 4 Block Warning Message

Setting URL List completed. In addition, select Mark tick box, and click on ' * %% to create a new
sub-content, .~ to modify contents, or to cancel list. (Figure 4-6.5)
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Figure 4-6. 5 URL Settings

@ There is an example of how 4-6 URL Filter is used.
1. Select Policy > LAN Policy or DMZ Policy. Then, select the function you need on the right
side.

2. Click onl* 244 | and select Action to Permit, and then select URL Access Control which you
have just set in 4-6 URL Filter. (Figure 4-6.6)
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Figure 4-6. 6 URL Policy

Q Setting URL Policy completed. Afterward the users can browse the website except “youtube,”
“google,” and “yahoo” in domain name by the above policy. (Figure 4-6.7)
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Figure 4-6. 7 URL Policy List
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Other Settings

You are able to modifty your own waring Subject and content here (Figure 4-6.8) (Figure 4-6.9)
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Figure 4-6. 8 Other Settings
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Enter the data that you want to search, and click on @ s=="_ (Figure 4-6.10)
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Figure 4-6. 10 URL Filter logs
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»4-7 Virtual Server

The real IP address provided from ISP is always not enough for all the users when the system
manager applies the network connection from ISP. Generally speaking, in order to allocate enough
IP addresses for all computers, an enterprise assigns each computer a private IP address, and
converts it into a real IP address through UR’s NAT (Network Address Translation) function. If a
server that provides service to WAN network is located in LAN networks, external users cannot
directly connect to the server by using the server’s private IP address. The Virtual Server has set the
real IP address of the UR’s WAN network interface to be the Virtual Server IP. Through the Virtual
Server function, the UR translates the Virtual Server’s IP address into the private IP address in the
LAN network. Virtual Server owns another feature know as one-to-many mapping. This is when one
real server IP address on the WAN interface can be mapped into many LAN network servers provide
the same service private IP addresses. This section covers the functionality and application of Virtual
Server and Mapped IP. In the Virtual Server section you can enable the following lists:

[ —
Virtual Server

Its function resembles Mapped IP’s. But the virtual Server Maps one-to-many. That is, to map a Real
IP Address to LAN Private IP Address and provide the service item in Service. Select Objects > Virtual
Server> Virtual Server. Click on ' * 442 ' button to create a new virtual server.
M Click on [ &sit | to select IP address. It offers two Assist Select. Here, we suggest using “static
IP.” (Figure 4-7.1) (Figure4-7.2)
1. WAN 1 Interface
2. WAN 2 Interface

Figure 4-7. 1 Virtual Server Assist Select
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B After selected Virtual WAN IP.

* Add Virtual Server

WAN P Pepd000 =

Figure 4-7. 2 Virtual Server

B Setting Virtual Server WAN IP completed. (Figure 4-7.3)

& Wirtunl Server Lim

WER I
VAN Interfac (111 262 88,170 )

& Add

Ldit 1 D

# @3

Figure 4-7. 3 Virtual Server List

B Clickon ./ to edit content, and then click on ' *41¢  enter Virtual Server IP Address. (Figure 4-7.4)

* Add Vinual Server

WAN IF YA
J i Aot
I Vittual Server 1P Addreas 192 1658 95 250 l
Enabie Sars ~ Y

Figure 4-7. 4 Enter Virtual Server IP

B User can click on [ 4=t | to select External Service Port easily,(Figure 4-7.5) or enter single port.

(Figure 4-7.6)

Servce Growp =
Hase Seraca

st 2117020 @ tingms1000 110,26 16 454

Figure 4-7. 5 Select Service Group

v Fdit Vinhesd Suivmn

WAN H V!
Ftozo TP =

Exlenid Sardos Faa 2 P
W ual Sever [P Aaliss 132163 W 177

2

Figure 4-7. 6 Enter single Port
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B Setting Virtual Server completed. In addition, click on ‘**! | to create a new sub-content, Edit
to modify contents, or Del to cancel list. (Figure 4-7.7)
o Vinua! Servor WAN (P WANY Intorisce 1
Protocal Extomal Pony Viresad Sarsur IP Addisss Sedenal Pan Ed2 /! Dl
Surats Gy Trrgme 1020 132,163 93 250 g 208 W
p bel 192 168,98 117 n 7B

ORI YT BRTIE2N 8 08 |

* A0

Figure 4-7. 7 Virtual Server List

Q@ There is an example, how to open mail server port in order to make outside person connect to.
Assume your Mail Server IP is 192.168.99.250. Please follow the previous steps, and then create

a WAN policy in Policy > WAN Policy > WAN to LAN. (Figure 4-7.8) (Figure 4-7.9)

VAN (o tAx | WARS TIMZ | WAN S LAN gPVe)
[ =
| Basic Seting
| Py Name
|
i Soeuice & Outside Any « P Address
‘ Destnation Vitun Sermi(WANY) « I
| Actien Pome ~
1' Polcy
| Service Fent & Gueup AL
|
| (3%
!‘ Schedule
1‘ ice. Corcumint Seasian lor Exs Ssace IP Adtress 0
| Eralde incomng Madl Leg
|

Figure 4-7. 8 WAN to LAN Policy

L WA o LAN Policy it
Mu, Pulicy Mame Souwcw N smacan Services Avtion OOt Policy i/ el Lug
1~ Outude_Any VBN ) ey - ’ P 5

WAN Poet Virmusd Sarvef 12 Address h.num]
ngms $200 192102 99250 moms N0

VAN Port Virsust Server I Addrens intermal Port
2 192 128 02147 22 }

Figure 4-7. 9 Setting WAN to LAN policy completed
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Then, enter WAN IP and port number. For example, http://111.252.76.144:88 (Figure 4-7.10)

4 Dot L (= i
L - v . .
G e unoRelo. 08 BEX!| Buarew "
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S2tup Tena Zang Tme Zone l Ay Tape! I&nu Software Verson l 1.3.1 ]
Server Startwo Time § days, 13 houts 17 minutes

SNTP Servce | Wummng n
U Wl heelR) Ceferom(®) WU :J:."“f: SPAM Serwce ! i "

= CLANAY Ariyrus S—

PU Utknatan / System 0.0% 0.34 813 0.08 Sarvee
Aversge Losdng WEBMAL Service | "
Mamory (ANFree) V8 2903 g =
Sorage space [ANFe:) an & .
. nase ' AP Sarvee )
Virtual Mamoey (ARFree) P ey POPIS Servce | Stopped
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Domen | Account Count 1 il SQOL Sarviee Moo
Network Flow ]Pxn 03 14.8 DNS Service |
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[Recawo/Serd) Kbos TDOAP - - ~—
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Toral Ml Court L]
Spam Wad (Count) %) 1 25.0%
Vs Mal (Gount) %) s s
Systam b
e hrsels 20111233 00:25:4290

Figure 4-7. 10 WAN Virtual server 88port

Otherwise, enter WAN IP and port number, https://111.252.76.144:888 (Figure 4-7.11)

([ — - ——— — — - ——

= ) |
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L L1
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Figure 4-7. 11 WAN Virtual 888port
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—
Mapped IP

Because of the intranet is transferring the private IP by NAT* Mode, so, using NAT to map a wan
Real IP address to a LAN Private IP address. It is a one-to-one mapping. That is, to gain access to
internal servers with private IP addresses from an external network, mapping is required. Select
Objects > Virtual Server> Mapped IP. Click on '* 4% | to create a new one.
B Click on Assist button to select WAN IP address. It offers two Auxiliary Select. (Figure 4-7.12)
1. WAN 1 Interface selections.
2. WAN 2 Interface
B Map to Virtual IP:

AL B L Bl Awa

el

* Add

Figure 4-7. 12 Mapped IP

B Setting Mapped IP completed. In addition, click on ' * £ to create a new sub-content, Edit to
modify contents, or Del to cancel list. (Figure 4-7.13)

Wappid IP Lin

WiRN = Map o Virual B Edie [ [ed

# kdd

Figure 4-7. 13 Mapped IP List

4 NAT = Network Address Translation
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»4-8 Firewall Protection

This section allows setting up the rules that specify if and how IP traffic flows through your UTM
Appliance. It offers a standard firewall and creates its firewall rules using firewall function. In the
Firewall Function section you can enable the following lists:

. .
Firewall Protection

Firewall protection primarily uses packet filtering to detect and block intruders. Some also include
application filtering. In addition, these applications typically generate alerts and log intrusion
attempts. Default firewall Protection function is enabled. Select Objects > Firewall Protection >
Firewall Protection. (Figure 4-8.1)

M SYN attack detection: SYN Flood is a popular attack way. DoS and DDoS are TCP protocol. Hackers
like using this method to make a counterfeit of connection, and the CPU and memory, and so on
resource is been consume.

B ICMP attack detection: ICMP is kind of a pack of TCP/IP; its important function is for transfer
simple signal on the Internet. There are two normal attack ways which hackers like to use, Ping of
Death and Smurf attack.

B UDP attack detection: Hackers use UDP Protocol to make a counterfeit of connection, and the

CPU and memory, and so on resource is been consume.

Source |P address block

estination (P address tdock

Figure 4-8. 1 Firewall Function
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@ There is an example, how to set up firewall protection. Assume your Mail Server IP is
192.168.99.250. Please follow the previous steps, and then create a WAN policy in Policy > WAN
Policy > LAN to WAN or WAN to LAN.

1. Select Policy > LAN Policy, DMZ Policy, or WAN Policy. Then, select the function you need on
the right side. Here, we use LAN to WAN for sample. Click on/* 244 | first.

2. Select Action to Permit, and then choose protection on Firewall Protection (Figure 4-8.2) (Figure
4-8.3) (Figure 4-8.4)

L Basic Semng
Foley Narre
Seuce @ ® vwde Amy v P Agsiresy WAL Adcrmy
Dasninatan 0 * Dudtude Any v I Addrwan
Artun Permsl ]
L Palicy
Protocn AL
Serdce For or Gowp User Defined v | Serits Pedt
Seftaarme Acces Cotted Now v
Qo8 Noevw .
B hudbche Nova v
LURL Azcess Contvdl Now ©
Rutharti aton Nore: ¥
Buteon Soam o v
Wan AL =
Max Contumant Seasnes tor Exch Souse P Addass 0
e
Packet Trating
Trafic Arnadyain
s Cunta | Ty wo Kliyses ! Down O KOytes (O No Linst
Was Quots | DayPer Soume 1) (£58 <] KBy | Toan © KE gtas (O No Linil
t Feesall Protection
# SYNAtack # (GNP Attack # UOP Amace # Port Scan |
* Al

Figure 4-8. 2 Firewall Protection on Policy

+ LAN % WAN Policy : & 1
No. Policy Neoe Source Destinagon Swvices Action On'om Policy Edin / Ot Log
K e Ay Cutsite Atv any - v Vd
FI e Ary Qutnide Aoy Ay - » | 5 | P
+ A0

Figure 4-8. 3 Completed Policy

t Search Condition
Time 20120507 .00 « 2015051 3| 4369 ¢
Type UOP Attack v
Altoc o 1P
Vit (P
¢
Time Typm Presocal Pt Interfacs Artarc bt (P Vit 1P

Figure 4-8. 4 Firewall Protection Log
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B Other items: (Figure 4-8.5) (Figure 4-8.6)

[
F t L4 Al v b
4 " <
v AF I e [ ! B F
ZE ) 1 ’

Figure 4-8. 5 firewall protection other items

After choose other items, you don’t have to set up Policy, and then you are able to see the attack
log on Objects > Firewall Protection > Attack Log. (Figure 4-8.6)

Sowth Condition

015061 0000 * 0150521 25 v
Ping of Death -
Bearcn
o
Time Type Protoced PFont Intaifacs Anachor P Vigtim W0
of Doord AR 1S
144 Pag of Dawe 1AF { NAND %32 % 146
of D l
TR 144 Png of Dats M { WAN
Ping of Dua CIAF AND
Parg of Dt MP WAND
qeT 17 VAN
v { Da ¥ LA
Ping of D N
Ping of Do IMF o} WAND 1505418370
g of Deos
Pag of Deee 7 ( WAN
4 ! D A '
181364 Png of Dot 1 AN o
1354 Pasg ol Dt A7 WAN
% { oot L AN !

Figure 4-8. 6 Search Condition

[F—
Attack Log

Select Objects > Firewall Protection > Attack Log. You are able to search see all of attack logs which
through SG-100N machine. (Figure 4-8.7)

¢ Ssarch Condition

20110502 oo v 201505-2¢
Port Scan v
Seann
'
Timwe Typm Protecul Pont Trvims facw Anachw IP Victim IF
Ml N Fon Sca [ ey ) WAN N2 1

Figure 4-8. 7 Attack Log
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»4-9 Authentication

Internet Authentication serves as a gateway to filter out unauthorized users from accessing the
Internet. Configuring the Authentication provides an effective method of managing the network’s
use. Therefore, IT administration can control the user’s connection authority by setting account and
password to identify the privilege, and then users have to pass the authentication to access to
Internet. In this section, it offers some authentication modes, Local Users, User Group, External Auth
Settings which are include AD> and POP3, adding flexibility to your choice of authentication method.
In addition, it also offers Internet Auth Recorder and Auth Status. The IT administrator can use two
methods to know the authentication of LAN’s users what they have been done. In the Internet Auth
section you can enable the following lists:

.
Auth Setting

Select Objects > Authentication > Auth Setting. (Figure 4-9.1)

B Authentication port: The port number that authentication requires. Default port is 82.

rfﬂ:grange: 1~ 65535,0 means authentication disabled

B Authentication Connection Protocol: please choose HTTP or HTTPS

B Max Concurrent Connections:

rfﬂ:grange: 10 ~ 256

W [dle timeout: If an authenticated connection has been idle for a period of time, it will expire.
Default is 60 minutes.

rfﬂ:grange: 1~1000

B Re-login after user has logged in for: Determines the valid time of an authentication.
Authentication expires on the due time.

rfﬂ:grange: 0~ 24,0 means no limit

B Allow change password: Permits users who are using the device’s local authentication
mechanism to modify their own password

B Deny multi-login: When enabled, once a user has logged in with his / her authentication account
no other user is permitted to log in to the same account.

B Temporarily Block when Login failed more than:

@0 means no limit
B [P blocking Period:

5 AD = Active Directory
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&0 means permanent blocking
B Permanently block when login failed more than:
@ 0 means no limit
B Unblocked IP: here, will show up total blocked IP, and then you are able to see detailed on
status.
B Account expiration notification:
@o represents the day
B Delete expired account:
@O means no limit, that is never deleted
B Select authentication mode: Click on Edit button to enter mode. These modes are separated by
using comma.
1. L: Local
2. A:AD
3. P: POP3
4. R: RADIUS

Figure 4-9. 1 Authentication General Setting

Page Settings

Select Objects > Authentication > Page Settings. (Figure 4-9.2)
B Redirect successfully authenticated users to: Authenticated user can be redirected to the
designated web site by assigning its address to this field. Leaving it blank means the user will just

go directly to their desired web site.
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B Subject: Enter some words to be website subject.
B Content: Enter some message which shown in the login screen. Leaving it blank will result in no
message be show.
B Upload logo: Click on[E=w=. |, This picture will show when users use Internet by through the
Internet authentication way. The Login screen shows before a user accesses a web site.

t Detauit Setting

Fiadrec] succins Ml e e www shasetech com ba

ether to b

Climet Login Meessge Login Preview
Suty! Sutwect

Cheose Hie Not

Homt Logined Message  Logined Preview

e Leons

+ Apply Bulless Lsyout

Na Notes 1P Nevmanh Balietin Growp Sutgect Content Logo Froviow

+ 434 Z B X Del

Figure 4-9. 2 Page Default Setting

B You are able to click Login Preview to see login screen which your settings. There is an example
figure as below. (Figure 4-9.3)

fa;ma

5 5 W BA
Subject

Content
192, 1 1

lagn

Figure 4-9. 3 Client Login Message
B You are able to click Login Preview to see screen after user login successfully. There is an
example figure as below. (Figure 4-9.4)

ﬁmim

2 55 9 AL

Lozod
Crarge Pasawon

Figure 4-9. 4 Client Logined Message
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B Before start to set up "Apply Bulletin Layout" we should set up Bulletin Board first. (Figure 4-9.5)
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Figure 4-9. 5 Add user Define Settings
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Figure 4-9. 6 Apply Bulletin Layout

You are able to click PC Version and Mobile Version to see login screen which your settings. There
two examples as below. (Figure 4-9.7) (Figure 4-9.8)

WF series launched

ey
Ssnaretech

SISESID (VLAN)
¥

(e8e"Bs

| Havn Read

Figure 4-9. 7 PC Version

are
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Welcom

Welcom tc t hieye

Have Read

Figure 4-9. 8 Mobile Version

e

Select Objects > Authentication > Local User. (Figure 4-9.9)

B User List: If you have many accounts, you can click on[E=¥%e. | to bring in accounts. After selected,

click onl =2t |, Then, you do not have to enter account step by step.

Click on ' *42%  first,

B Name: The user name for authentication

B User Account: The account for authentication

B Password: The password for authentication

B Confirm Password: The confirmation of password

B require users to log on when the next change password: If selected, the local authentication
accounts can be forced to change their passwords at their next login attempt.

B user account expiration date: Sets the period of validity for a user's account
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* ASd Usar Account

nane Ting fraermem 16 Chaadien)
Usar Accoumt ng masermam 16 Chaacion)
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Figure 4-9. 9 Add User Account

Setting Local Users completed. In addition, click on * 44
modify contents, or Del to cancel list. (Figure 4-9.10)

to create a new sub-content, Edit to

L User list

Buowe— | et | @ i f

namn Usas Accoust togquire usets 0 Sog oo whan the next changs passwesd  sse occount wxpisation daty B/ Dwl |
Ting lieyy Ne | |
Ranasd wind [™ 111D ‘/ B \
Jean par e 20260123 8 |
|

* Al |

Figure 4-9. 10 Users list
Then, please see User Group part to see how to use Internet Authentication.

POP3, RADIUS User

Select Objects > Authentication > POP3, RADIUS User. Please check your mail server Network Setting
first. (Figure 4-9.11)

P 12LEA1LLT
MasK : D515 BED
Gata vy 192 LAY LEL
DME = IE2Es L IR s 100
QR | matwar Rasan [l

Figure 4-9. 11 POP3 Server
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Then, add a POP3 server info. (Figure 4-9.12)

t Add Sereer
Domais Name randoll com tw ex gmal com Domaes can not e speated
Server PR 1681197 e T4 13553 05 o poo ol ¢ oo
Logn wih donae L
Protocol ® FOF2 INAF
Securty * Nomal TS ©SSL
Fon Mo
e aten 7 \grom

Cotnéction Test

H3ave

Figure 4-9. 12 Add a server

Second, we suggest importing all of POP3 accounts, it will faster than enter each of accounts. We

use "sharetech01@randoll.com.tw" for testing here. (Figure 4-9.13)
Warmiach i @andedcomt| 1 wwml M sl ronpen | s (@9 @ - 3
| o dedcomt| 1 | amel  sw] e | sxe2 Q| @] @ - [N
delcomt| 1 0 3NN S oronpas fomotrn (@1 Q) O - L
dod comt 1 nwm MR swl ronpver | o2 |01 O O - [ 3
1 L dol.comt 1 awtect| 208 M8 swl fonever | oooan || Q)] @ - (24
AR OSRAMMALMIM A e e DA e LML L MAL . S50 ECAEXER LS00 0L AL AL 0 ==

Figure 4-9. 13 POP3 accounts

Click -~ to edit info. (Figure 4-9.14)

tPOP) Servmt Lint
Satvm Progecal Securny Pont Login with domasin Contification Edin ) Dl
randofl zom te (102 168 1 11T PO Noomal 1Mo ° o

* Ald

v Fatius Server List

Sever Edit) Dl
* Add
Figure 4-9. 14 Edit POP3 Server
Enter "sharetech01" in Account field. (Figure 4-9.15)
b Server 19298580017 « Domain Name rsetoll.com.tw Back

t Add Servwr Member
Type Usn v
Aczaant istomtchly

Bl Zave

Figure 4-9. 15 Enter POP3 Account
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Create one account successfully. Also, you are able to import file (Figure 4-9.16)
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Figure 4-9. 16 Server Member Setting

Then, please see User Group part to see how to use Internet Authentication.

@ 0n the other hand, If mail server is internal, and do not allow external personal yet. We advise
set up DNS first in UTM. Please refer 5-3 DNS Server chapter.

Let’s set up DNS Server in Network Services > DNS Server > Domain Setting. (Figure 4-9.17)
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Setting DNS Server completed. (Figure 4-9.18)

Figure 4-9. 17 DNS Server

& Maabui Domain

Lnrmeain
rasikll Cam b

& kdd

Figure 4-9. 18 Setting DNS Server completed
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Click ./ to check A of domain. (Figure 4-9.19)
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Figure 4-9. 19 check A of domain

Select Objects > Authentication> AD User

B AD Settings; After you enter your AD address and AD Domain Name, please click on (=#av

settings first. Then, click on lcm=t™st| to make sure whether it is correct or not. (Figure 4-9.24)

L AD Semng
AD Adduss St Yot | o g
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fuest

Igaone 1he AD s
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Figure 4-9. 20 AD setting

And then, please see User Group part to see how to use Internal Authentication.
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[F—

Select Objects > Authentication > User Group. Click on * £d¢ |,
B Group name; Enter some words for recognition.
B Auth Settings:
1. Use a shared set: It is accord with Auth Settings.
2. Use custom settings: The settings of When asked how long the idle re-registration, How long
after the user logs requested a re-registration, and Select Authentication Mode are defined

by yourself. (Figure 4-9.10)

Figure 4-9. 21 Use custom settings

B Choose to edit the user type : There are three ways.
1. this machine(Local Users) (Figure 4-9.11)

Edut Group Members

e laAmA

Salct usartype Local -

cocida

tng

Figure 4-9. 22 Local Users
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Setting User Group with Local Users mode completed. In addition, click on
sub-content, Edit to modify contents, or Del to cancel list. (Figure 4-9.12)
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Figure 4-9. 23 Setting user group with Local Users mode completed

2. POP3 (Figure 4-9.13)
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Setting User Group with POP3 mode completed. In addition, click on/ * 444

Figure 4-9. 24 POP3

sub-content, Edit to modify contents, or Del to cancel list. (Figure 4-9.25)
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Figure 4-9. 25 Setting user group with POP3 mode completed
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3. AD
B AD accounts import : Click on[B=¥=. | to bring in accounts. After selected, click onl tmez |,

+ 4dd

B Setting User Group with AD mode completed. In addition, click on to create a new

sub-content, Edit to modify contents, or Del to cancel list.
@ There is an example of how User Group is used with Local Users mode.
1. Select Objects > Policy > LAN Policy or DMZ Policy. Then, select the function you need on
the right side.
2. Click on *44] 3nd select Action to ACCEPT, and then select Internet Auth to "team A"
which you have just set in 4-9 Authentication. (Figure 4-9.26)
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Figure 4-9. 26 Internet Auth Policy
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3. Setting Internet Auth Policy completed. (Figure 4-9.27)

+ LAN 10 WAN Policy Rule 11

Mo Putcy Hama Suuize Uushinativn Servives Aitian OniOfr Policy Edit | Dt Rec
1. oS M Any Oulside Ay vy » i % |

| z- [ 199 168 1 111 Outss. Ay o | [ ’ G <

{| 3= Drop & hude_Asy Outedde_Any ﬁ (=] ’ fﬁ

*Ald

Figure 4-9. 27 Internet Auth Policy List

4. Let’s login. (Figure 4-9.28)

=
Ssnarerech
Subject

cozcent

Vour [P s 1523051111
e Atcourtt ¢ tng

e Pasrwird - weswens

(]

Figure 4-9. 28 login

@ There is an example of how User Group is used with POP3 mode.
1. 1 Select Objects > Policy > LAN Policy or DMZ Policy. Then, select the function you need on
the right side.
2. Click oni* 444 | and select Action to ACCEPT, and then select Internet Auth to "testgroup"
which you have just set in 4-9 Authentication. (Figure 4-9.29)
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Qo=

Scharile

URL Policy
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Figure 4-9. 29 Internet Auth policy
3. Setting Internet Auth Policy completed. (Figure 4-9.30)
+ LAN o WAN Policy Rule 11
N Puaficy Nama Sauice Uustination Sorvices | Acos | OwOMt Policy Edit [ Dt Rec
1~ onS nsida Any Cutside Any e @ » d |
I 2 ngas 192458 1. 118 Outside_Any A | " » LY 8 TR} - I
3. Diog Al nude_Any Outsde_Anty [N =] v B8
+ add

Figure 4-9. 30 Auth policy

4. Let’s login. (Figure 4-9.31)

Sawena

Subject

|coTtent

Vour [P s 152 305.1.118
Vv Account © sharmec(t

Uaer Fasrwrrd & @

(o]

Figure 4-9. 31 login
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This function is accords with the section of Auth Settings, Local Users, User Group, and Policy

Chapter. If the user has been Login, the records will be shown. (Figure 4-9.32)

Chapter 4 : Objects

* Mdoimet Auth Record - Seasch Condition

Tima 20149422 0300 + 201140122 PAR B
gn ¥ Addroxaes
n ar account delongs e word Que
23in L
Auth Sucoessfd Waitod  ALL
@ Suaen
Search Rosuh 1
Tima Ut Accoum Logn P Addinssss Care Auth Sutcessiul Method
20M01.229%6 1013 shawinchit 132 168 L 102 legn Sutce POR3
MNA1I2 152004 sharetechdt 1921551108 el logout
2010122 W82 shargtoch?d? 192 168 1 118 logn Saccess -
NN U LTS sharetechd | @umded. com 1w 1T ogn Fal
0122 W 124 sharatec ) 1@ randel. com tw 132162011 pn Fal
PR ATRT e AScAlaclel AT AT TS

[

It shows the users who is on the Internet at present. You can click on Kick link to kick out the user or

user group, and then you cannot use Internet. (Figure 4-9.33) (Figure 4-9.34)

Figure 4-9. 32 Internet Auth Record

fMI
Subject

corcent

Vour [P s 152 05,1118

Vs Accourtt © sharmec(t
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Figure 4-9. 33 login interface
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Figure 4-9. 34 Auth Status
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»4-10 Bulletin Board

In a workplace environment, bulletin boards can save time, promote productivity, and efficiency.

The bulletin board offered as part of a company's internal extranet communication systems saves

people the hassle of sorting through superfluous emails that aren't work-related. Instead,

assignments, memos and messages from clients can be posted on the company's bulletin board.

& Noted: Bulletin Board and Authentication cannot be used together.

B

ulletin setting

Select Objects > Bulletin Board > Bulletin setting. Click on ' *%i% to add new bulletin board.

(Figure4-10.1) (Figure4-10.2)
B Group Name: Enter any words for recognition.
B How long to alert bulletin: please enter 0~24 hours

B Before read bulletin, deny all outing: Internal users cannot surf Internet if users do not read

content of bulletin yet.
B After read bulletin, url redirect: (Figure 4-10.10)

v Add Gronp

*Alc

Figure 4-10. 1 add new bulletin board

t Group List - Spacs available (Usage / ANl) - 376K/1000

Select Grroup Nams How long o alert huflean Betorr 2ol hinlless. deny all outguing Ahey 1o

oty ke N

0o

+ 3dd FEdu M Del

§ bulletin, urh sedierct Layost

Figure 4-10. 2 add bulleting completed
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Then, click Layout to edit content of bulletin board. (Figure4-10.3)

v Templase Setting PLC Verseon

Title of bulletin

Lantant of bidetn

| Have Reat

v Loayost - Space available (Usage | All) ; 376K/ 1008
Group Name obie
Swbect Tumplaie * Base Temglate \mage Tempiate mage bast Tengplate Pary Loks

Twe of tusetin Wekom

Botion Text | Havs Rnat Uswr Define

Cortart of bl

el

Welcom 1o vt here

hope sou tave 2 gt sy

Backgruuop Lokt WEHST @ e WROOEE|

Hiver  Pavew

Click on| Preview |

Figure 4-10. 3 edit mobile authentication content
(Figure 4-10.4)

Welcom

t’ar'.in
{Welcam to vet heve

Bicpie you vy

s great s

| Have Read

Figure 4-10. 4 Mobile version Bulletin Board Preview
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Click Layout to edit content of bulletin board. (Figure 4-10.5)

« Layout: Space available (Usage / All) : I7EK/100M

Back

Croup Name 123

Swwit Tenplitn Basr Terplate * Image Terplate Image-text Templale Fath Urka

I—— e vern

1 Tithe of badletin WF senes Qurched Hae
Titie of buatin
Prctumw Display 1y
Pxuss Traradoom 0 Sacenih
Ptus size Owtauh | 00 x 600 poosl ) * User Defing (708 » 296 poosd
Salact Mode < Ak Ra~com Unes Detrs |Afer Saveg, Plesse gote "Potrs Maragement | doing sefing|
Ugdnat Peliss Choose Files  No tin chosen
Peturel . "
Piclue Mansguemsm Putae Managament | (Uploaded pctums 2 |
Hide button 9
Buston Test Have Rosd User Defing
Bachgroup Cotn et B (e RRGGEE)
1 Hiave Raas

@Ieve  Priew

Figure 4-10. 5 edit PC authentication content

Click on| Preview | (Figure 4-10.6)

WF series launched

=N
Ssnarsrech

ﬂ'
INIESID (VLAN)
&

)l:\.

| Havn Read

Figure 4-10. 6 PC Version Bulletin Board Preview
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Select Policy > LAN Policy (or DMZ Policy) > LAN to WAN or LAN to DMZ. Click on| * Ad4

policy. (Figure 4-10.7)

Chapter 4 : Objects

+ Basic Seming
Polzy Narme
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Inside_Amy *
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{[Euten Bosnt [@ ]
o T
Max Corcummt Sesaién I Esch St (P Adduis LoD
Mad Log & Recom
WEBI TP Arsvma
=
Botrat v
Packet Tracing
Toarfe Analyss
M. Ouots | D Up0 KBotes | Dowe D KBytes 10 Mo Lt
Wax Quota ! DayPer Sourte 1P| Ug 0 KEviea | Down D KBy tus (080 List
Figure 4-10. 7 add policy
» LAN to WAN Policy © 1
Ku, Folicy Name Soue Dwestination Services  Actian  OwON Policy Eda/Dwt | Log
|- 2 18 1 Cutshte Ay ANy | - ¢ {==4] /m @
Bubon |
123

* Aéd

Figure 4-10. 8 add Policy completed

Then, internal users will see bulletin board when they use Web Browser. (Figure 4-10.9)

WF series launched

| Hawn Read

Figure 4-10. 9 internal users’ content bulletin board
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After users read bulletin content and click on, URL redirect to what Administrator enter.
(Figure 4-10.10)

Figure 4-10. 10 URL redirect to

[
Has read the bulletin board

Select Objects > Bulletin Board > Has read the bulletin board. (Figure 4-10.11)
Administrator sees which IP had read content of bulletin board. Internal user has to read again if
Kick out.

r Hon iwad e bulletin board :
Geoup Name o Adtvny Compurer Rame When 10 1204 the bulletn Kick Kics the growp

Tent Buletm W21 m TGP MR uSTRY ek sk

Figure 4-10. 11 has read the bulletin board
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Chapter 5 : Network Services

In the Network Services chapter you can enable the following lists :
e 5-1DHCP
e 5-2 DDNS
e 5-3 DNS Procy
e 5-4 SNMP

e 5-5 Remote Syslog Server
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»5-1 DHCP

The DHCP®service allows you to control the IP address configuration of all your network devices

from

ShareTech UR Appliance in a centralized way. When a client (host or other device such as

networked printer, etc.) joins your network it will automatically get a valid IP address from a range

of addresses and other settings from the DHCP service. The client must be configured to use DHCP,

this is something called "automatic network configuration" and is often the default setting. You may

choose to provide this service to clients on your LAN only, or include devices on the DMZ or WAN

zone.

In this section you can enable the following lists:

LAN DHCP Server

Select Network Services > DHCP > LAN DHCP Server

Physical Interface: ethO

IP Address: it depends on what you set up on LAN

Start / End address of IP Range 1 and 2: Specify the range of addresses to be handed out. These
addresses have to be within the subnet that has been assigned to the corresponding zone.
Primary / Secondary DNS: This specifies the DNS to be used by your clients. Since ShareTech UR
Appliance contains a caching DNS server, the default value is the firewall’s own IP address in the
respective zone.

Primary / Secondary WINS:

Lease time (mins) / Max lease time (mins): This defines the default /maximum time in minutes
before the IP assignment expires and the client is supposed to request a new lease from the
DHCP server. In order to avoid UR use the same IP, how long can we also establish the same IP
max lease time.

Default Gateway: The default gateway of the LAN

Domain name: This is the default domain name that is passed to the clients. When the client
looks up a hostname, it will first try to resolve the requested name. If that is not possible, the
client will append this domain name preceded by a dot and try again.

Enabled: please enable it if you would like to use this feature, and choose ®#:* (Figure 5-1.1)

& Dynamic Host Configuration Protocol

R ——————
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|4 LAN bt

|
| & DHCP Swver Setting

sean Aodess of % Rangs | 102 168 18% 1 End Adareas of |P Range | 193 168 185 254
i Hhanl Addhey 7 Rarce Endd Adtiens of 1P Rarge
. Priman NS HEAE1 Soconsary DS ARS8
% Prerar ! Secor N
! Leose nmeimutos 00 Max lease lmemene 300
i Dl ik Gateaay 152 1686 183 120 IFx obedt - l
i Doman Name il examgle oy
|
| @ ayr

Figure 5-1. 1 LAN DHCP Server

LAN User List

After enable LAN DHCP server, please check your Network Services > DHCP > LAN User List. (Figure
5-1.2)

o LAN Uisee Ui The numter of unlomssd 1P acdross 253 | 4 '

W febvws ¢ MAL Addrens o Ervd Fimne Hrename 8 Mot 0

Figure 5-1. 2 LAN User List

DMZ DHCP Server

& please note that Interface Type depend on what you set up on Network > Interface > Interface
Config

B Enabled: please enable it if you would like to use this feature, and choose "¢ (Figure 5-1.3)

L OIHCP Server Seting

Star Adcheee of IF Hpege End Addvns of IF Range 1
|
} Skan Addess of 1P Range 2 End Addiss of 1P Rar
| Primar ONG VAW WA 851
|
| Primany WIKS
| Lo tivan{riraston 10 Mas lsane tinmedmndse
|
|| Dalauk Gatewa 150 168 107 2 Enatied
| Detun Nasrw intermal example og

EZave

Figure 5-1. 3 DMZ DHCP Server
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DMZ User List

After enable DMZ DHCP server, please check your Network Services > DHCP > DMZ User List. (Figure
5-1.4)
3. If you don’t enable DMZ DHCP server, and it doesn’t show IP list.

e
| ¢ OWAZ Ulsar List

1P Aardress 3 MAL Address & Start Time Endt Time Hostname & St 8

Figure 5-1. 4 DMZ User List

[P
DHCP Static IP

Select Network Services > DHCP > DHCP Static IP. If you have been select “Get static IP address”
from DHCP Server, you will see DHCP Static IP list here. (Figure 5-1.5)

v DHCP Simsc [P kst ; | ALL v 1
(SRR Comgria Hama 1P Bdd s WAL fiddrasa

Figure 5-1. 5 DHCP Static IP
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»5-2 DDNS

DDNS’, it allows you to make your server available to the Internet even though it does not have a
static IP address. To use DDNS you must first register a sub-domain with a DDNS provider. Then
whenever your server connects to the Internet and is given an IP address by your ISP it must tell the
DDNS server this IP address. When a client machine wishes to connect to your server it will resolve
the address by asking the DDNS server, which will answer with the latest value. If this is up to date
then the client will be able to contact your server (assuming your firewall rules allow this). EFW
makes the process of keeping your DDNS address up to date easier by providing automatic updates
for many of the DDNS providers. In this section you can enable the following lists:

[ —
DDNS Server

Dynamic DNS providers a service that allows assigning a globally available domain name to IP
addresses. This works even with addresses that are changing dynamically such as those offered by
residential ADSL connections. For this to work, each time the IP address changes, the update must
be actively propagated to the Dynamic DNS provider. Select Network Services > DDNS > DDNS
Server. (Figure 5-2.1)

B Clickon * %1% | to create a new one.

B Service Provider: Choose the DDNS provider.

4. Forinstance, “no-ip.org”

http://www.noip.com/support/knowledgebase/getting-started-with-no-ip-com/

B Hostname: The hostname and domain as registered with your DDNS provider.

V1

For instance, “ShareTec” and “dhs.org”

B WAN: The real IP address that the domain name corresponds to
1. WAN1

2. WAN 2

Account: Enter an account for DDNS server.

Password: Enter a password for DDNS server.

Comment: Enter any word for recognition.

Enabled: Select Enabled tick box. If it is not ticked, the Firewall will not update the information
on the DDNS server. It will retain the information so that you can re-enable DDNS updates

without reentering the data. It contains a DDNS client for 14 different providers - if Enabled, it

" Dynamic DNS
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will automatically connect to the dynamic DNS provider and tell it the new IP address after every
address change.

+ Add Host

+ A0
Figure 5-2. 1 DDNS server

+ 4dd

B Setting DDNS Server completed. In addition, click on to create a new sub-content, Edit to

modify contents, or Del to cancel list. (Figure 5-2.2)

s DONS List: (g Satrih L

Mars Lprdaned Service Provide Hostmame Account Wan Emabiud Commniss
o gedna g masean 2 dyndns o naccmian 40 WAND ] el 165t
Q 3322 arg shatedTOMech 3327 org stass WaN1 V] 1 fest

* Add o Edul o Dal

Figure 5-2. 2 DDNS Server List
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»5-3 DNS® Proxy

The DNS (domain name system) is a network system of servers that translates numeric IP addresses
into readable, hierarchical Internet addresses, and vice versa. This is what allows your computer
network to understand that you want to reach the server at 192.168.188.186 (for example) when
you type into your browser a domain name such as www.ShareTech.com.tw.

ShareTech SG-100N offers a DNS proxy which receives DNS queries from the local networks and
forwards them to DNS servers on the Internet. The responses are cached, thus IP addresses of sites

frequently accessed are delivered quickly. For example, it’s like A computer. (Figure 5-3.1) (Figure 5-3.2)
(Figure 5-3.3)

PP Security Gateway
LAN: 192.168.188.186
ONS Prowy: 192.160.1, X

-

] N
8 a
A computer IP: 192168 1.% B compute IP: 1921682 X
Gutewny: 192,168 188 186 Gatewsy. 192.168.188.186
DNS$: 3tuo or 192,168,188 186 ONS: ISPONSor8. 088

Figure 5-3. 1 DNS Proxy

General Setting

Select Network Services > DNS Proxy > General Setting. Enter the IP that be allowed recursive
queries.

v dillow recgreive quesrniss. from

= Eave

Figure 5-3. 2 DNS Proxy General Setting

8 DNS = Domain Name Servers
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v fllow recersive queriss from ;

LET. LA, 10N L

= Eave

Figure 5-3. 3 Allow recursive quires
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»5-4 SNMP

SNMP? is an "Internet-standard protocol for managing devices on IP networks. Devices that
typically support SNMP include routers, switches, servers, workstations, printers, modem racks, and
more." It is used mostly in network management systems to monitor network-attached devices for
conditions that warrant administrative attention.
@snmPp agents expose management data on the managed systems as variables. The protocol
also permits active management tasks, such as modifying and applying a new configuration
through remote modification of these variables.

@ SNMPY3 primarily added security and remote configuration enhancements to SNMP

Devien | " Tape. Tawan

22w

Figure 5-4. 1 SNMP

® SNMP = Simple Network Management Protocol
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Here, IT administrator can use ShareTech SNMP client plus MRTG to see more network status. (Figure
5-4.1) In this section you can enable the following lists:

Please select Network Services > SNMP > SNMP. (Figure 5-5.2)

t o SNMP Age

Privacy Passaud

SNNP Ageet ¥ Erable

Davize Name Fawnsl

Devicw Locaten Tage. Tawan
Communty aede

Contact Parsoy =mépicommen om
Comment Foenat

NN Lrabie
Gecurty Level APy .
User Name puthe

Auth Protocol MDS v

Autn Passwod

Privacy Protecod CES v

BEave

Figure 5-4. 2 SNMP Agent
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Figure 5-4. 3 MRTG Index page
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»5-5 Remote Syslog Server

SG-100N logs all its security functions so that you can analyze and do statistics. Also, there is a

search function in all these log pages. Some abnormal behaviors of network can be located and then
help you to fix. The log function is disabled by default.

ey s |
Remote Connect Setup

To enable SG-100N sends logs to the external syslog server. Please select Network Services >

Remote Syslog Server > Remote Connect Setup.(Figure 5-5.1) Click "Enable” and enter the syslog
server information.

v Hemods Commact Setup

& Sive

Figure 5-5. 1 Remote Syslog Server

6. Syslog is a service for remotely logging data. For example, it allows monitoring video less network
equipment. Here, | use Kiwi Syslog, please download the following link :

http://www.kiwisyslog.com/downloads/registration.aspx?productType=ks&ApplD=876&Campai
egnlD=70150000000Es8)J
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7. Select "l Agree”(Figure 5-5.2)

E Lo Sxthons, S
p ST
- Licewne Agrement
solarwinds - Fmpn eeen T iaee won befn e nealeg e Sy93g
Serew 9.20.

Press Page Down o see e et of S sgeenert.
SOLARWIND S :
END USER LICENSE AGREEMENT '
MPORTANT — READ CAREFULLY BEFORE USING THIS
SOFTWARE THIS IS A LEGAL AGREEMENT BETWEEN YOU

(EITHER AN INDIVIDUAL OR A SNGLE ENTITY) AND
SOLARVANDS WORLDWIDE, LLC CO\“EQNG YOUR USEOF

AR T A AR YRR N & O

If yous socest ¥oe teewa of 2 agreenent, b § AQree 1 co0Bnue, Tou et actent e

soreerert © retel Gws Sysieg Server 5.2.9
1w [Re—wm

Figure 5-5. 2 Select "I Agree”

8. Select "Install Kiwi Syslog Server as a Service,” and “"Next"”(Figure 5-5.3)

- Choose Operating Mode:
solarwinds - e srogres cam by e e & Servce > Acokcaton

& lsatal Lo Syabog Server az o Servies

The option sty Kl Satiog Sereer o & Wrews ser e, olowiny the

program k2 run wiaut S nead fir & Lae B Bor B indows. Th ooter sbe
rate e i S ptog Sere Marager wich & waed 13 canbial Sw oanace.

Iertafl Eaw Syley Server ar an Apphoation

This optn mmtalls K Syeiog Server & typcal Wowiows appicvson,
ONTg 3 user tologn befre runeg e

Figure 5-5. 3 Select "Install Kiwi Syslog Server as a Service”

178



SO\
Senarenoch

Chapter 5 : Network Services
9. Select "The localSystem Account,” and “Next"(Figure 5-5.4)

- Servioe Wwtal Dptions
solarwinds Choise e 2ot s windd e 3 use 1 st v ow
LN

DECTRTANT RUTICE: If you e retuseg

e Loua yrtam weat by et $e e
e von MUST e an acoount et i o mewBer of B Kol Adwsstiatens e,
Irstd B Sarvice i)
=
I e et e

Figure 5-5. 4 Select "The LocalSystem Account”

@ Don’t select "Install Kiwi Syslog Web Access,” and “Next” (Figure 5-5.5)

- rutad M Syslog Wb Access
solarwinds L. s LD s T pmp———

_Instel Kiw Sydog Web Accex: -~ DR Tam@n e '

Conunn o mew Wk Accers hgeng wde in Kimi Spzilog Sevm

vt Spaiog Vet Actmaz can Sy be s 1 e oraest = wvekusten sesoes of v
Dyska) Server,

Figure 5-5. 5 Don’t select “Install Kiwi Syslog Web Access”

10.Select "Next"(Figure 5-5.6)

- Orocse Comporerts
solarwinds © Ovscme whics aatyws of Ove Sysiog Zerver 3,20 you wert &
reul
Tres ol il 10w Baslog Server versen 420
seect e e irutt [y ~
Cn, seiect the coriend |7 Sragram fles (eaared) o
JURRRIL I = | 19] Srertaune sy 15 of cpare
: | 4] A Stavt merws shorsout
| 4] Add Do shorncat
| 4] Add Qucte muncn narine
| ] Add Startp sartnne
" bewopsn
foece reeaes 4.0
TN o [T

Figure 5-5. 6 Choose Components
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11. Select "Install”(Figure 5-5.7) (Figure 5-5.8)

L Chosse sl Looition
solarwinds - oome e e 1) wivch 1 1t K Seskoq S G20

Setip wil rxial e Spsog Server 5.2.0 © the Folomeg folder. T3 ratel n & dfferert
foider, Clck Brovese and sedact oty foker | CRok stl 10 STvt e rstslabon,

- - e =

£pece reqaes 4.6
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e

Figure 5-5. 7 Choose Install Location

G g
solarwinds © P veart v Kt Syog Server 9.2.0 & being rstaled.

Eoncue: ) Prigrem <3

=

Figure 5-5. 8 Installing
12.Select "Finish.”(Figure 5-5.9)

Compleling the Kiwi Sysiog Server
920 Setup Wizard

N o Grwog Server 3,35 s beet ratated on g
orOUeT

Ok S ko chise Sy megard

W o Sy Serve 9.0.0

Figure 5-5. 9 Completing the Kiwi Syslog server 9.2.0 Setup Wizard
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13. Please select Policy.

Chapter 5 : Network Services

14. Choose Permit, and must select "Packet Tracing.”(Figure 5-5.10) (Figure 5-5.11)
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UFIL Azciss Contvdl
Ruthartiz aton

Butenn Soam

o

Mas Concumant Seases tor Esch Sous e P Addass
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po

0

MAC Asdfrens

Kyhes ! Down O

KEyws | Toan ©

Serats Pert

K8ytes (O No Lt

KEytos (O No Linal

SYN Attack JONP Attar b V0P Amacs Port Scan
* Al
Figure 5-5. 10 Select "Packet Tracing”

[+ LAN S WAN Policy : @ B .

No. Podicy Name Souwrce Destinason Sarvices Action OniOn Policy Cae 7 Do Log
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Figure 5-5. 11 Policy setting
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15.Then, you will see Syslog such as the following figure.(Figure 5-5.12). It’s similar like packet Tracing
Log (Figure 5-5.13)

[T A Dissy 08 Defou) ? Lancpe s (4 Um o peclliomniod s LIS
Date T Prisity Htnome -
L Uwaoravie 1o dh.Ur  CURDI il 1AL AWK T4 § - e U
"ﬂ-m TE81 113 DETA118 167 76 64 LEN-1 50 los-umc-w m-mm-nuwmom-umsﬂ-amn OPTa1s1
08282012 133106 Locallbelu 1521681161 Aug 28 13310 [7iw ko1 2255 1 GOSTE03.15 IN-eth UUT = MAC-08. 04 88D 26 12-40-51-05.65 o M
Tk V1Y DEVoU JELL A 164 LEW 22 TS h PIECH0abt TTL 138 loeita 8 DF FAOTOLLER sn-nnn 0P S0t
UB262012 133NU) Locaiedo TS IGE1IGY Aup 28 133107 e ondf1G5] | JSUSTSI IS [Nt DU~ MAC-OR 04 65 e 2512 A 61.85.65 1 -
S 1 111 OS1-11A 167754 LEN-130 10380 P -0 TTCoY28 1020353 PG G008 SPT 30730 OPT =331
08282002 123000 Locall befo 1520681161 Avy 28 123005 lw 1345057502 15 [N~ DUT ~e6h) MAC~ SRC~157 55,130 143 D5T-132 168.1 111 LEN=141 10500

Colheb) 110450 1D M FROTOIDE ST 40010 0FF <3019 LER 2T

08282012 133000 Locofl Mo 1521681161 28 133005 Nw M"m} 134505750315 IN«athd DUT« MAC-00 D4 &8 Oc. 26 1240 61 55:66. 10 4 98 90
192 AGE 1 110 DETATS7 55130 143 LEN-2 TOS00 PIECedt) 110028 100102 FROTODE S9T001 2 0P ~4001 3

08282012 133101 Locoll befo 152368 1161 28 1331 Mlﬁ-\? m‘n"w oy 215 IN« OUT wethll MAC« SRC=157 95100143 DST=132 1681 111 LEN-136 TOS-00

Colhell) § 10450 1D AN DPT MO LERAG
08282012 133000 Locall Mfo 1521681161 28 133005 [ oo} I266] 1 J4E057S03.15 IN-othi) 00T« MAC-D5 04 48 0 26 12-40.61 . 85.66.10 M 00 80
1929681 1T DETTR 167 706 64 LENTIN TOS00 PIEC-0a0 §TLT20 100707 PROTOSIDE S5°T-0013 0F1 - 3181
08282002 133000 Locall bdu 152 168 1 16Y R 12.30.05 7w dogdl] 12651 134605750315 IN= DUT «cthll MAC~ SRC-157 55 235 161 DST-152 1621 117 LEN-450 TO5-00
w "I-‘l 1040 DF MBTOWDe Sl‘l-m DPT-0139 LER-440
[ 0E282012 133000 Locall bsfu 152168 1161 Aug 28 133105 Miw dogd( | 3266) 1 J4E057503 15 IN«ethl DUT « MAC-06. 04 &5 De 26 12 40-51 05 65.1c ¥ 9660
SNCaw wu OS5 1008 I;lll-l’l msanu:-o-m TTLA20 302180 PROTO-DOP SPT30539 DI Am1)
* 08282012 133101 Locoll Mefo 152168 1161 28 123005 Mw dhogdf 2266) 1 J4E05TS03 15 IN~ OUT ethl MAC~ SRC157 55 130143 DST-192 1681 111 LEN-33 105~00
Colbed) 11140 100 DF PROTOIDE 53140013 OFT 0139 LER-1Y
08282012 133101 Locall belo 152168 1161 28 133005 Mlw dogel 1 266] 134805750315 IN=ethl) DUT = NAC-08 04 45 D 2612 40.61 6555 Ic #0600
10 Iﬂl 11T DETIN7 95 7305 16T LEN-SS 10500 PRECo060 TTL128 1020779 PO TOI08 SPT 00029 01T e

08282002 133100

1529681 161 AAQD 05 Tl loged) I266) 1346057503 15 IN=athd OUT~ MAC-02 04 &8 O 26 12.40.61 B5.66.1c ¥ 06 20
l& |Rl l|l Dil-lll &lﬂ lum-lﬁl 10500 FII[C-N' tu-lun-mnmm-mr SPT=20119 DP1-4001)

08282012 133040 192 168 1 161 MH'&&“M-H 065 usmnsm-ouvqmmc-snc-ssssmaul-iu|m.| l!ll.ﬂ-ﬂllM

A265)
mc-oan lu-uw-mw D10 0P wv-nm DFT 43341 55 U-247451 47 ACEITTINES 136 VUW\'I-.!MZ i
QE282012 133033 Locall el 1521681161 Aug 2813 134605750315 INcothl DUT« MAC<08 Dt 45 Oe: 26 12.40-61 6565 1c ¥ 00

Thw oy | 2651
SRC192 IRI llI DET-E5 5% 727.2% LEN 44 I(IS-U PHEC-DI FIL-128 1D-0171 DF PROTOSTTP Wlm DPT-40020
O8282012 133035 Locall badu 152168 1 161 Aug 28 13:30:43 /1w dogel | 2265] 1 348057503 15 IN~ OUT »ethl) MAC~ SRC-65.55 223 729 DST-132 168.1.111 LEN~50 105-00
PREC00 17045 10-20700 DF FROTOTCP ST 40020 DPT 43349 SEQ 247451 4369 ALK -J7709651 32 WINDOW - ACK PSH

08282012 133038 Locall dalo 1521681 161 Aug 22 1 23043 (71w vogd 1 2265 134505750315 INwwthl DUT« MAC-0R O 45 Oe: 2612406185 65 1c # 00 €0
SAC1%2 1681 11T DSTT11. 254 109, |‘l LENCTA4 TD5-00 PRECD40 TTL-128 108170 BF PROTOUDE SPT.O0139 DPT.A02¢ -
008 100 MR 14 ©32
- — — — -

Figure 5-5. 12 Kiwi Syslog Service

16.Please click on [rez ] (Figure 5-5.13)

-1 192,168 1161 Syogramy Mube et rilel 0 g pnp Tans LIMEG TR0 15800 g0 « LErcommmmmet « Bl rped o LA « 10 WAN + Pnilicy :‘
T S P DIT W VN | Proweol — Pechat Se — BRC T D31 Fort | &
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i 2012-08:22 134821 s M2a B F A LiYe B2
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anz00-m e 12260111 QLA N B8 P a2 4908 L3020
b o RERT gl Bz e N 192981 ™ 0 TCP 67 8523 45950
2012-00-21 13 4621 LSRRI TS RETR U - | e a0 19351 6222
2126978 1348 21 MAs | mevsim | @ ToP a0 @3 @56
20126809 1IEN W201% 19 192 %8 1. B e “w 5222 351
120638 134821 B20H Rwim B e an on 43351
20120020 1340 21 192,150 1.111 Baas 2] ce ay 198 @
MW1T40-28 124820 LE-ALURRITENEN | 50 RETE R © | ee 26 4431 00
20120020 1240 20 B 4aeh wwarm @ ce 1] ) e ||
1240028 134520 AT 2 wzwm | 8 Cp an 19460 4300
2012-08-28 34820 192 168 1111 B4 4451 o] o 13356 LTS
20128828 134820 Bda4dse fwmit | @ e 308 “3 43356
2012-00-28 134820 182 168 1.1 3 F N | P a0 LEL) 43020
0120828 134820 192460 1111 BAaLs 8 bl n 49358 40
20120028 1348320 55205 mwm | B e u 40029 a1y
2120870 134570 855220 1979581 P a 00y L5
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Figure 5-5. 13 Packet Tracing Log
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I:;Dh‘ you want to export syslog to .txt file, please follow the steps. Please select “File >
Setup”(Figure 5-5.14)

Chapter 5 : Network Services

| B Coled t; T Comme amas o e e g lomeed seuas L Lo

Import settings bom M fie . . - Al

Export stings to N e ‘;ﬂ‘ml‘l‘l‘m ACEEPT LOG " SRESET 220 0 40 DSTA152 THR 2546 257 PROTOSIDE SPTETH DPT5T LENTT WAN <1 DIl wn NARE<TO1407 D% [The Jus

Crete Tech Support Sle Zig) 254 Wm‘ﬁq;:‘if:ﬁ" VOB~ SIC-192 1600 254,95 DS 1213 146 108 205 PIOTOTCI SPT1161 DI <1250 LEN-A0 WAS <1 DI et MAIVE 10191 4b20000GE

Eut 254 henet THI2TMGA00E ACCEPT LOG ° SHCeZ10 1406 109 205 DST =152 168 254 30 FROTOTCP SPT=12050 OFT=1161 LEN<A0 WAM <1 DIFisen MAIE - 18191 4b2bb 008

[The Jun 30 120090 2011)

05302011 105857 Kemel Nobice 192 162 754 254 mﬂ’)‘g‘.‘l‘?ﬂ‘ﬁlﬂ" LOG “ SARC-213 146189205 DST-192 168,254 30 PROTO-TCP SPT=12350 OPT=1161 LEN=45 WAMN =1 DIFivun MARE 1019140000168
DS 302011 105857 KemelNoticn 192 168 254,254 :l:v: m%‘“‘} ALCCEPT LOG “ SRC-66 249 68 | DST«192 168 254 253 PROTO=T0P SPT 45345 DPT-00 LEN 52 WAN=| DI« MARK 10192687 3569 [Tha
DS30.2001 105857 KemolNetico 192 168 254 254 mm%;’d ACCEPT LOG * SRC<65 249,681 DST«192 168 254 263 PROTOTOP SPT 45345 DPT-05 LEN-52 WAN=1 DIl =w MARK 101924687 31563 [Thy
05-30-2001  TRGEST Kool Netico 192 160 2054 254 r‘-’; mm ACCEPT LOG " SRC-66 285 621 DST«152 168 254 263 PROTOTOP SPT 45345 DPT 09 LEN-52 WAN«1 DIR < MARK-10192637 30567 [Tha
05202071 TUSEST Kool Nelico 132 160 254, 2%4 m mm ACCEPT LOG " SREEE 245 681 DST-192 168,254 257 PAOTOTCF SPT45M5 DPT.80 LEN 7 WAN1 DIR- MARK- 101928573053 (Tha
DE30-2011  TUNESE Kowwl Naticn 192 TR 254 294 #“M‘;’:f;ﬁ‘?zﬁ" LOG ™ SICTS2 160 254,90 D5 T <212 146 108 2085 PROTOTCP SPTT16T D11 2050 LEN-A5 WAN T DIl cot NAIVE . 121914600066
DE2-2011 10585 Kamel Nebicn 192 THE 7594254 harnal "TOOMUIT MG ACCEPT LOG * SICEE 209 G5 1 D51 w1502 165 254 2597 PRO TS 100 SPEAS345 DFT 00 LENSST WANST Dot MARK <101 2607 5 |1
D321 10585 Kamel Rebon 192 1683 754254 :::m::: ALCEPT LOG * SRC-G0 24968 1 DST =150 168 254 263 PAOTO=T0P SPT 45345 DFT 00 LENS2 WAN=1 DIf~m MARK=10192687 356 {Tha
DEF2011 115858 Kemel Notice 152 168 254,254 ::ﬂ: W:’é: ACCEPT LOG “ SRC68 24968 | DST«192 168 254 253 PAOTO-TCP SPT 45345 DPT<00 LEN 52 WAN«| DIf = MARK 10192687 359 |Tha
0532001 115856 KamelNetico 192 168 254 258 };’;ﬁ;‘;ﬁi ACCEPT LOG " SRC-66 24968 1| DST«192 168 254 263 PAOTO<TOP SPT 45345 DPT 08 LEN-52 WAN=1 DI~ MARK 10192487 3569 [Th
05302001 105258 KewwlNelico 192 168 254 254 mn; m:‘n;-‘} ACCEPT LOG " SRC<66_245.68.1 DST«152 168 254 263 PROTO-TOP SPT<45345 DPT <00 LEN <52 WAN-1 DI« MARK-10192£687305¢3 [Thu
05302071 TLERSS  Kemel Netico 192 168 254 254 m m%;.‘} ACCEPT LOG " SRC<66. 245681 D5T-192 168 254 253 PAOTOTOP SPTA5ME5 DPT-80 LEN-52 WAN-1 DIR«w MARK 1019246373053 [Tha
D301 TUENENS Keowl Nollco 192 T60 254 2% mmm ACTEPT LOG " SHCSES 245 62 1 DS 1192 168 254 253 PHOTOTER SOT45045 DPT 08 LENSZ WANT DIft-bn MARE-10792687 30560 (Tha
0622071 152 VL7945 bt mg‘mw': ACCEPT LOG * SICAES 208 68 1 D51 «190 168 254 257 PIO TS TE3 S9To45305 DI'T o0 LEMAZ WANST OFfkein MAHK 10197687 2503 {1
(LS R 192 103l 754 254 :::l.l;m%m ALLEPT LOG “ SHCA0 249 58 1 DST 1402 155 254 253 PHOTOSTOP SPT 45345 DT 00 LEMS2 WAN ST D1om MARK=IUT92887 3t5e {1ha

Figure 5-5. 14 Kiwi Setup

@ please select "“Log to file"(Figure 5-5.15) and depend on how your setting.
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Figure 5-5. 15 Select "Log to file”
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I@Then, completing export syslog file. (Figure 5-5.16)

AR AEE AXO MRV MEH
2 08 28 12:18:08 Locall. [xfo, 192,168, 1. 161 Ave 28
12:18:08,Locall. [afo, 192, 168, 1. 161 Aug 28
12:98:08, Locall.[afo, 192, 168, 1. 161 Avg 28
12:18:08, Locall [afo, 192, 168, 1. 161 Avg 28
12:18:09,Locall. [afo, 192, 168, 1. 161 Avg 28
12:18:11 Locall lafo, 192, 168, 1. 161 Avg 28
£18:12,Locall [afo, 192, 168, 1. 161 Ao 28
12:13:24 Locall.[afo, 192, 168, 1. 161, Aug 26
2:03:27 Locall.[afo, 192,168, 1. 161, Aug 26. 1 3 7503,
3:29 Locall.lafo, 192,168, 1. 161 Avg :18: 3 7503.15 18=eth0 OUT=
:13:29 Locall.lafo, 192,168, 1. 161, Aug :18: 1266]: .15 18= OUT=eth0
218:29 Locall.lafo, 192,168, 1. 161, Aug +18: H
2 18:29 Locall.lafo, 192,168, 1. 161, Aug
218:29 Locall.lafo, 192,168, 1. 161, Aug s .
218:29 Locall.lafo, 192,168, 1. 161, Aug :18:33 S .15 1B=eth0 OUT= NAC=00:
218:29 Locall. lafo, 192,158, 1. 161 ,Aug Y 5]: .15 1=ethd OUT= IAC’O :
218:29 Locall. lafo, 192,168, 1. 161 ,Aug o JH .15 18= OUT=eth0 NAC= SRC
218:29 Locall. lafo, 192,168, 1. 161 Aug 12: i ~ .15 18=ethD OUT= NAC=0
218:29 Locall.lafo, 192 168, 1,161 ,Avg 28 ®
2:15:29 Locall [afo, L6l Aug 28
218:29 Locall.lafo, L1611 Aug 28
$18:29, Locall Iafo, 161, 4ug 28 [2:18: = ; H
218:29 Locall lafo, 161, 4vg 28 [2:18: z *15 18s OUT=eth0 NiC= SRC=168.95
$18:29 Locall Info, 61, Avg 28 12:18: z 15 18s OUT=eth0 NAC= SRCw(74.
$18:29 Local )l Info, 161, Avg 28 12:18; E 5 15 1Eseth0 OUT» NACsO
$18:29,Lecal ). Info, 61 Avg 28 12:18; > 215 TReeth0 OUT» NAC00:
$18:25,Locall) [xfo, : 2 2 53,15 Neeth0 OUTs NAC=00:
3 1¥s (UTueth0 MACe SRC:
57503, 15 1Heeth( OUT= NAC=(!
0‘?7.10% !5 18=eth OUT= lDC-O ¥

$18:29 Lecal ) Infa,
$18:29, Lecal). [efo,
(1829, Lecal ). [afa,
118:20,Lecall).
12:18:20,Lecal ).
1 48:30,Lecall.

e

2222222222222

Figure 5-5. 16 export syslogs

I@Beades users also can use ma|I Notification. Please select "E- ma|I " (Figure 5-5.17)

,3)(111 g0 o0 W Emed lu"‘-nd-m
= Foanging -
' Cunto e Foenes Sort rpd sy e b
Cunton 08 fownas I e @ecrpay com Tost
v m‘:‘; See Uert ey memmgt [N pagerrs
C85 Caching t ey ket ¥ .
M  neotintink o < B UAEY [ Tas]

| Keep & log e of # el schty .
xn ¥t wotuees Loy Tiwio €00

') I_ELJ_;;JLﬂgjtﬁﬁJ

Figure 5-5. 17 syslog E-mail setting
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Chapter 6 : IDP

Traditional firewall can inspect Layer 2 to Layer 4 of OSI model, such as Source IP Address,
Destination IP Address, Source Port Number, Destination Port Number, and Flag Fields. However,
traditional defense system cannot protect industry’s network from evolving threats and virus
anymore.
ShareTech UTM built-in IDP1® (IDS + IPS ) can inspect the packets from OSI layer 4 ( transport layer )
to OSl layer 7 ( application layer ) by using Deep Packet Inspection ( DPI ), and block concealed
malicious code, such as worms and buffer overflow attacks. As soon as an attack is suspected, UTM
will immediately notify the IT administrator. Moreover, an extensive range of reports is available for
the IT administrator to analyze.
Integrated IDP system with attack-signature database protects industries from network threats, such
as Trojan horse, virus, worms, buffer overflow etc. Take worm as an example, to protect attack from
worm, the only thing for firewall to do is to close ports. As for the file-based virus, it is outside the
scope of firewall protection. ShareTech UTM built-in IDP with huge database can inspect all the
packets from WEB, P2P, IM, NetBIOS etc.

e 6-1IDP Setting

e 6-2|DP Log

10 IDP = Intrusion Detection and Prevention
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»6-1 IDP Setting

In order to protect your network from various security threats, the device produces timely alerts
and blocking mechanisms based upon anomaly flows and the inspection of packet contents. Thus, it
ensures that the network's performance remains efficient and uninhibited. This section deals with
the configuration settings of IDP. ShareTech AW models include the well-known IDS'! and IPS*?
system Snort. It is directly built into the IP-firewall (Snort inline). At this time no rules can be added
through the web interface, hence Snort is usable only for advanced users that can load their own
rules through the command line. Select IDP > IDP Setting > Basic Setting. ( Figure 6-1. 1)

& Note : we suggest setting High Risk and Medium Risk are OK

. .
Basic Setting

vung |00 Advenced Sething Ok sirvn altr compdeting senting.  GJ Save
Risk Lavel A oe Log

H W 0T
sodom Risk 53

el
col

Figure 6-1. 1 IDP Basic Setting
B Risk Name: The level risk name
B Action: Click on Action figure button.
1. % :0n.
2. ©:0ff.
B Log: Click on Log figure button.
1. O off
2. @:0n
B Save: After completed this model setting, please click on [Hsave ]
B Click on IDP_Advanced Settings link, you will see a view as below figure. On the other hand, click

on IDP Basic Setting to get back previous step. Setting your IDP function, and then do not forget

to click on | E#=v= |n addition, click rectangular form if you want to see list class name. (Figure 6-1.
2)

11 1DS = Intrusion Detection System
12 1PS = Intrusion Prevention System
R ——————
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Advanced Setting £ Besic Setting

« Click save after completing sotting. &l Save

Geoup Name Acticn Log
ATTACK RESEONSES (1) . @
BACKDOOR @#) Geoup Nomu Ruklaved | o
BLACKLIST (8) | m‘::’”‘“’m:::"“ t s o
BOTHET-CHC - §18)} ATTACK RESPONSEN sicrassti| gzoties 53h ewiot GOBELE. L % o
CHAT Q) ATTACKALTICAES uccmbild Gostims 14h bepiel inane L " o
0003 (6] ATTHCK-RESPOHEES succasatil Kasvng bulee ovimom et " % 2
DELETED (42) Aﬂmxfummmﬁxm-m : » o
NS (1 ATTACH RESFONSES oSS Se ] et N .. °
005 ) ATTACKAL B ONBE R commuasd s L . =]
eRor an ATTAOK RESPOMZES bwaiet URL L 5 o
FIGER (12) ATACKAERRHEER Soacio il u"“ . " =
TR (1) = % o
WP (R2) - o
ICHPG (2 S 2
LIEQ AL = 2

Figure 6-1. 2 IDP Advanced Setting
B Click on » More to see more detail risk group name. (Figure 6-1. 3)

Geoup Mase - Hisk Loval .

ATTAGK AESPONSES command campleted L
ATTACK RESPONSES Ne coged ok .
ATTACKRETPONSES aucoasabl guities sah axphat oaﬂa E

ATTACK, R[Sl»'(‘ﬂoLo wc(auhl gosbties s3h explot urams
ATTACH-RESPONSES wutewsatd hadniid Sulr owifow attient
M’TMW mﬂ W Hiv -'MI  atteeg

Amsmmzs Mogok cms.sm Banoa
mM:ansnmsEs uccassh| she 0 forced db
ATIM::( &SFD':"ES | command ano
ﬁ"‘(‘ARFWN‘F‘x lmid lﬂl
A HNCK AESPONSES drectary latng
Aﬂ&nﬂFS@!@B-vuu of fegprian iapame

ATTACK RESPONRSES rwae uramams 10 tang reapone

l

=i - igleteie] -~ |

Figure 6-1. 3 Risk Group Name
17.Usually, we set up with WAN to LAN or WAN to DMZ(Figure 6-1. 4)

L Besic Semeg
Foley Nare
ficucs @ . ml P Ao
Deatitaton | )
Acten Patmt v l
4 Policy
Protoco AL e
Sarare Port o Growp Usar definas v | Sanice Ped
QoS Nooe ©
Schaoule Nom ¢
Max. Contument Sessom o 0
Lach Soure IP Address
e B ||
Patket Traning
Traffiz Aralyue
NAT
t Fwewall Prowetion

SYN Atack L0 ICMP Aback VO Amack N Pon Scan

* A0

Figure 6-1. 4 Add IDP policy

187



=S\
Senarenoch

Chapter 6 : IDP

26-2 IDP Log

IDP Log Search

M Select or type information you want to search, and click on @ s:=r_ (Figure 6-2.1)

*. Seorch IDP Log
Date

Event

Croup Name

Rck Law)

ineface

Salrce IP Addiess
Daatination IP Addyenn
Pratoco

Bawrce Fut

Duatination Pot

PO ETET]

wwlz]

]

20131224

B Suan

Search Results

B After click on @ s==r you will see logs search result as example below. (Figure 6-2.2)

Figure 6-2. 1 IDP Log Search

v Search Roslts 10Wa. 1 [ =] om o Eet
Date ¢ Evant & Gaoup Name ¢ ik Luvel ¢ Ietadlaos @ Sowce 1P Adid * e W Add & Pyolocol ¢  Soures Pont @ Dastination Part ¢
{20T1-11-08 DEI5.27 PP Skype clwet wiiwt U ot (Mot veihisn Wiamad P Med LA 2 16899 117 2049157 153 o 4808 ©
AR RN S WEB-FHP vemtopc shp access WESPHP Madt LAN 2168 90 1N N2 N ToP e w0
1024 710823 WEB-PHP vwntopc shp access wEsSP e Meot (€ T8 18899 1% 223920 N we @y L]
20015024 11004 WEBFYP vastopc shp access WEB PP Med LAN TR 160 90 14 23029 e e "
nraenn 0‘4!. WEB PHP sistapc ghp acceas WEG a1 Medt [£) He 1653018 Nzs T e o5 o
20114004 410443 WED FHP woatopc shp access WEB PP Mad LAn I 16196 1% 229231 3 e e w
19824 110343 WEB.FHP wrtepc pho accead VEBRIE tad (oY) 62 16838 126 0239234 3 1P soses %0
20119034 410843 WEB-PHF vwatopc shp acceas WES P Mad LA 12216895 1% 70239231 38 TcP EEH 20
MR 11,0307 WESFHP viewdopc shp acceas WEBFHE Mt LA tE2 16295 126 74475 71 155 Top sy %0
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Figure 6-2. 2 IDP Log Search Results
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Chapter 7 : SSL VPN

Since the Internet is in widespread use these days, the demand for secure remote connections is
increasing. To meet this demand, using SSL VPN is the best solution. Using SSL VPN and just a
standard browser, clients can transfer data securely by utilizing its SSL security protocol, eliminating
the need to install any software or hardware.

@ An ssL VPN (Secure Sockets Layer virtual private network) is a form of VPN that can be used
with a standard Web browser. In contrast to the traditional Internet Protocol Security (IPsec)
VPN, an SSL VPN does not require the installation of specialized client software on the end
user's computer. It's used to give remote users with access to Web applications, client/server
applications and internal network connections. A virtual private network (VPN) provides a
secure communications mechanism for data and other information transmitted between two
endpoints. An SSL VPN consists of one or more VPN devices to which the user connects by
using his Web browser. The traffic between the Web browser and the SSL VPN device is
encrypted with the SSL protocol or its successor, the Transport Layer Security (TLS) Protocol.

@ An SSL VPN offers versatility, ease of use and granular control for a range of users on a variety
of computers, accessing resources from many locations. There are two major types of SSL
VPNs:

1. SSL Portal VPN: This type of SSL VPN allows for a single SSL connection to a Web site so the
end user can securely access multiple network services. The site is called a portal because it
is one door (a single page) that leads to many other resources. The remote user accesses
the SSL VPN gateway using any modern Web browser, identifies himself or she to the
gateway using an authentication method supported by the gateway and is then presented
with a Web page that acts as the portal to the other services.

2. SSL Tunnel VPN: This type of SSL VPN allows a Web browser to securely access multiple
network services, including applications and protocols that are not Web-based, through
a tunnel that is running under SSL. SSL tunnel VPNs require that the Web browser be able
to handle active content, which allows them to provide functionality that is not accessible
to SSL portal VPNs.

e 7-1SSL VPN Setting

e 7-2SSLVPN Log

e 7-3 VPN Policy

e 7-4 SSL From your Android Phone
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»7-1 SSL VPN Setting

In the SSL VPN Settings section you can enable the following lists :

e von cenm |
SSL VPN Setup

Users have to click on Modify the Server Setting link, to modify SSL VPN settings. In addition, users

must

select “Start” because default setting is Stop. (Figure 7-1.1)

@ Note: System will cancel all certificates after modification (except service status). Please

Re-generate certificate and download again.
Service Status: Select Start to on this function, on the other hand, Stop to off this function.

¥ Note: It will take a few seconds to start, please be patient.

Local Interface:

1. Default

2. Custom

3. WAN 1

4. WAN 2

Local Port: Default setting is 387.

Max concurrent connections: (Range: 20~256).

Client IP Range: Client IP ranges need different with LAN, DMZ interface.

DNS Server 1: The IP address of the DNS server used for the bulk of DNS lookups.

DNS Server 2: The IP address of the backup DNS server, used when the Primary DNS Server is

unreachable

WINS Server 1: Windows Internet Name Service (WINS) is Microsoft's implementation of
NetBIOS Name Service (NBNS), a name server and service for NetBIOS computer names.

WINS Server 2: All WINS clients should be configured to use a primary WINS server and a
different secondary WINS server. The secondary would normally be the hub server.

Certificate Settings: Enter your computer certificate information for SSL VPN users.

Do not forget to clink on ®#**¢| to start SSL VPN.

190


http://en.wikipedia.org/wiki/Microsoft
http://en.wikipedia.org/wiki/NetBIOS_over_TCP/IP#Name_service
http://en.wikipedia.org/wiki/NetBIOS

wSonaor
Share Chapter 7 : SSL VPN

Surver Semting  Modify the Server Seming  Mote © System will cacce) nll cortificates aftor mosfification texcopt sorvice statush. Plosse Qu ganeraie cortificate snd downlond sgain

Server Ratue & Stan Siog  Note B owdl Lake § few ancaeds (0 Stwd pMase be patient

Local waertace Wanl v [abne

Local Pott a7

Muxx comcutrent comectan 20 Range 20 ~ 794)

Chortt 1P Range 0ao0e 1 ¥5 56 55 0 Chornt 7 narigm nwndd dfbiient etk LAN DWVZ sntmtfice |
DS Sener | ACECRR]

DHS Senee 2 168 05 192 1

WS Serwer ¥

WS Serwr 2

* Cenificsts Seming

CAS Nane LTFW _SSLVPN CA Country ™ v
Provercs o Stale TC Cay Tapsi
Organization Commaen e Uit LTFW Team
Cotricate Hame UTPWSSLVINCA Candcate E-mad help@dcommon com
Servet Hame LT _SSLVPN_SERVET
W Zave

Figure 7-1. 1 SSL VPN Setting

SSL Client List

Please create an account in 4-9 Objects > Authentication > Local User. (Figure 7-1.2)

* ASd Usar Account
name Ting (maermam 16 Characion)
Usar Account ng (maermem 16 Chaailon)
Passwird sesnnne ( Cade-Seniites. plases use 2 10 16 characters, not with 11 SQMa SCCOut UM )
Poroword Detacton — L] o
Condrm gassword CLTT T
M s 10 g o s The nest changs passwd
uzar account eepErton date ' =
we —H 29 e
BE-==B5" *a0d

Figure 7-1. 2 Create Authentication account

L User list [ Po— y ——r | TR
namme sae Actouat tuguire usets 00 Sog o whan the next changs | | - plrntion datw Eadi/ Dl
Ting ey Ve /
Randsl Jmndnd [ 21D >
Jyan pan e 20060123 /
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Figure 7-1. 3 Authentication User List
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Then, select Objects > Authentication > User Group. Click on * 4% to create a new Authentication
User Group. (Figure 7-1.4)

* Edwt Geoup Nembery

Geop Nume leamA

& Udst

Figure 7-1. 4 Local Users

Setting User Group with Local Users mode completed. In addition, clickon * %% to create a new
sub-content, Edit to modify contents, or Del to cancel list. (Figure 7-1.5)
Geoup Lin
Lroep Mamn Mambar Auth Setmng Ldit ! Dat
tadma coskls jasan Gl 300009 /.3

LR LE

Figure 7-1. 5 Setting user group with Local Users mode completed

Then, go on SSL VPN > SSL VPN Setting > SSL Client List. Please click on * 444 ' to create a new
certification SSL VPN Group. (Figure 7-1.6) (Figure 7-1.7)

* Now Cortificstion Group
Crenirae | ashpn

Authemeation Gesup [ Camgiwie Crogg setinng = Otyecix » Authemicstion por Grogy Svforw mdding SS1 VPN sutrerficaton gesup

Figure 7-1. 6 New Certification Group
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* BSE VPN Cliont Softwore Cowndoad URL © https:t [Wan 1P Addvems or Domain] : [HTTPS Porg Ssadvpn,php
* SSL Chem List  Ho-gonoate Conificas 1) m '
Commant Authentication Groep User Management Delon
ahpe TEmA B Gove Manse tovber ) %)
[t
Y * 000
-
Thng

Figure 7-1. 7 Setting SSL VPN Client with Authentication Local Users completed

IT networking Administrator can click on = to see SSL VPN clinet status. (Figure 7-1.8)

© "o /729216899254 P 0ogrmn TehpnE_Vom Show, Chart phi Tinetemed
* Group Meeter List
User Accoum Cancol Caaify

i Set the esor a stutic 1P addeoss Suspended
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Javon Cncal Cesfone 4 Edn Mot Donsied & Edi1

] Cingel Cetdcats Fa Mot Dumtled & Bd st

Figure 7-1. 8 SSL VPN clinet status
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@ User should download generate certificate into their computer, laptop, or iPad by using
https:// [Wan IP Address or Domain] : [HTTPS Port] /sslvpn.php

18.For example, https://111.252.70.234:443/sslvpn.php(Figure 7-1.9)

5 WAN 1 Seming
Inntacs Namw-aih] ) Canmncinn Typm PPPeE v (og ] fecomma
IP Adbans 111 J I Fotmass
Deist Gateway 1 MAL Adgross 050048 2.60 EE
Account ET921¥0&@ et et Passmsr sssssnsse
Up Speedt] Mare. 1000Mp | Mgs U Defng Dome Spmack M. 1000W8 | Wibgs = Lne Dyfioe
Spoed and Duplex Mode Ao * 0N My oo
Lood Balance O A ® Varuu | <
£ By Soura P Sy Destnation P
* VAN Alive Detection
Detochan Muthos Ooss ® v O novE (g Detected ¥ Address 19635511
Admwvseatoe Managemem # Png E1HTTP WIHTTPS
* Fiewwall Protection
Fitwwall Prataction lwm Wisvn Fowp WP Meonscm  [Taa )
*  Gaoeral Satting
DS Soree 1 1583511 ONS Sener 2 16255132 1
HTTF Pen [ I'ms =g a3 l
Wi Alwe Distctisn Pericd 5 (4--60) Seconds Iy Tunwost € (550 Mntes
M 2ave

Figure 7-1. 9 check you interface IP and HTTPS Port

Enter https://111.252.70.234:443/sslvpn.php in your browser, and then enter your user account

and user password. (Figure 7-1.10)

Bexl@irrmnnse / st

Ssnararech
2SS AR

User Accaumt - i;vn

U Fasmasrd - sesenene

[Lagn |

Figure 7-1. 10 Try to login.
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Download generate certificate into their computer, laptop, or iPad. (Figure 7-1.11)

CERERATASE 11125270234 37 whvpn_owd_ V1.2 tng.op #7

weo; | BEs s mwgo
= 22

azvaneio)

Figure 7-1. 11 Download generate certificate

{

Open zip file shenguivl2tingzip (rigyre 7-1.12), or else update your driver that choose tap-win32

or tap-win64.
E3 ) B x
b bin SEFHs
b confey SMENE
b criver L2 s U
L log WRENE
[Eergaiosen  aaue FETyT)

Figure 7-1. 12 sslvpn gui

Then, click on %, and enter your username and password. (Figure 7-1.13)

Discoornst | Recorencs | M

Figure 7-1. 13 SSL VPN Connection (Client)
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»7-2 SSL VPN Log

In this section you can enable the following lists:

. .
SSL Client On-Line Log

B Connection refused to record start: Select Start to on this function, on the other hand, select

Stop to off this function. In addition, you can click onl[zs: ] to see SSL VPN logs. (Figure 7-2.1)

1
Sowece IF Addimss Local 8 Addrsss
ceona )

Figure 7-2. 1 SSL Client On-Line Log
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»7-3 VPN Policy

This section is the same as 8-4 VPN Policy. In this section you can enable the following lists:

SSL VPN on internal control and external control through the SSL VPN connection points connected
to internal network, the protocol, Service group port, QoS bandwidth and Schedule, Packet tracing,
and Traffic Analysis. Select SSL VPN > VPN Policy > VPN to Internal or Internal to VPN. Click on | * 44
to create a new VPN policy. VPN’s policy as follows, policies started from the priorityl, will be the
implementation of eligible project. If you want to ban non-control information into the internal
network, will need to last a total of all the packets into the internal prohibited.

B Policy Name: Enter any word for recognition.

B Source Address and Destination: Source Address (source network) and Destination Address (the
destination network) are for the observation points, connect one end of the active source
network address, be connected to one end of the network address for the purpose of, apart from
the policy choices, users can also directly enter the IP address and MAC address.

1. Source IP address: VPN_Any will representative of the external section of all VPN tunnels,
either with IPSec , PPTP set up Site to Site or the establishment of a single PPTP Server,
dial-up account, are in line with the conditions. The default IP address of the PPTP server will
also be included in the default source IP address.

2. The destination IP Address: Inside_Any will representative of the external section of all VPN
tunnels, either with IPSec , PPTP set up Site to Site or the establishment of a single PPTP
Server, dial-up account, are in line with the conditions. The demand for network
administrators can allow or deny specific VPN access other end of the incoming IP address,
communication services and even time. The default access control rule is when the VPN is
established, both materials are free to communicate with each other to exchange, unless
prohibited it from incoming VPN controls.

B Action: It offers two movements.

1. ACCEPT means any meet the Policy of the packet will be released.

2. DROP means discarded.

B Protocol: The protocol used for communication between two devices. TCP and UDP are the two
most frequently seen protocols among others.

B Service group Port or Group: With service groups, the administrator in setting policy can simplify

i .
many processes. & For example, there are ten different IP addresses on the server can access

five different services, such as HTTP, FTP, SMTP, POP3, and TELNET. If you do not use the service
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group functions , need to develop a total of 10x5=50 policies, but use the service group name
applied to the service option on, you only need a policy can achieve the function of 50.

B QoS: Select Objects > QoS. Then, the VPN policy set the maxi bandwidth and rate bandwidth
(Bandwidth is consistent with the policy of the user to share).

B Schedule: Select Objects > Schedule. Then, set your schedule time.

B Packet Tracing: Select Packet tracing tick box to start function, all records of a VPN tunnel
through which packets can view it.

B Traffic Analysis: Select Traffic Analysis tick box to start function.

B NAT

VPN to Internal

nsir Semng

Narre

* A4

Figure 7-3. 1 VPN to Internal

Narre

*+ A4

Figure 7-3. 2 Internal to VPN
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»7-4 SSL From your Android phone

Securely Connect Your Android Smartphone via SSLVPN.
ShareTech roll out full SSL VPN support for Android Smartphones for more secure remote access to
UTM and other corporate applications because of the Android system support and flexibility.
When you’re out on the road with nothing but your phone and desperately need access to a
document that’s stored on your computer at home or at work, what do you do? Because a modern
smartphone is really just a small computer, you can securely connect to your home LAN or company
network over a SSL VPN connection.
19.Let’s take a look at how you can do this with popular Android phones.
1. Add an authentication account(Figure 7-4.1)
Objects >Authentication > Local User

§ Objects > Authentication

* Add

Figure 7-4. 1 Add an authentication account

2. Objects > Authentication > Local User (Figure 7-4.2)

I Objects > Authentication

Accourt (] | ASEx vanex logont @) 213 2 B -

tame Accoem Mequire #assword Change at Next Login Account Lxpliason Uate Labit f Del
/&

* Add

Figure 7-4. 2 User List
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3. Add an authentication group(Figure 7-4.3) (Figure 7-4.4)
Objects > Authentication > User Group

| Objects > Authentication

Tt gy —

- e
Jult Settiny Lots User SO, RADRIS Uy ALY O

+ Asd Geoup Mambor

Gioup Name ‘androd S50

& Geners settng
Auth Satling
Uaer defned satting

Select wosr tyze  Locad :l

randet

ans

coam

comZ
ceoan)
wenpecs
Sasan

REYNN

* Add

Figure 7-4. 3 add Group Member

s ’ o
POSTT, TRAIWIS Dby AN Ut ey Growy

4/ Groep e p: 2 B o«

| Geoup Nama Membor Auth Setting Lair { Dl
antisg SSL LTING Oacowral semng /

+Aal0

Figure 7-4. 4 Group List
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4. Add a New Certification Group(Figure 7-4.5) (Figure 7-4.6)
SSL VPN > SSL VPN Setting > SSL Client List

} 55L VPN > SSL VPN Setting

P
SSEUVON Sap | S Coent List

* New Cenification Group

Commsnt sharetach_ting
Authantcation Group natechSSM | vJ’
Addreas of infrmation message www goagle com tw

+ Add

Figure 7-4. 5 Add a New Certification Group

SSL VPN > SSL VPN Setting > SSL Client List

| SSLVPN > SSL VPN Setting

* SSL VPN Clemt Software Dowsdoad URL - hnps:)! [Was 5 Addioss or Domaia) - PHTTPS Pord ssshvpn.php
|+ SSLCliwnt Lint

| Cotmmant Authenncotion Groap Usar Managemess

| stantech hng angud _SEL B Grous Member Numaer |

* Al

Figure 7-4. 6 SSL Client List
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5.Start SSL VPN
SSL'VPN > SSL VPN Setting > SSL VPN Setup

| SSLVFN > SSL VPN Setting

S VWW Sep SSL Cwenl Lt

Serve wey Modify the Sqrvee Saating Yoms  Systeos will cancel alf curtuficates ofer modilication (excapt servico status]. Plesse o generatn cemificamo
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Sermr fame LIFW_SSLVPN SERVES

El3ave

Figure 7-4. 7 Start SSL VPN
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20.Configure Your Android Device
6. Download "ShareTech SSL VPN, " and Install it.

w

LA

Sorage
Network commurscation . Web site

Fig in SD card
See al
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Network > Interface > HTTPS Port

§ Network > Interface

-
WAN_ Y ,! 1 e

WAN 1 Sening
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8. Enter Server Information

Server Address
00,245 6.184

Setver Poct: /
2443

Usorame : POt / 1600)
g

Password

Aamaunt / rue)

“qsssnarnane

¥ Save Username and Password

Cancel oK
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9. Connection establish and Authorizing

10. Address of information message

|} 55L VPN > SSL VPN Setting Gt

| snwwf SS1 Chant List

* New Cenification Group

sharetech_ting

uthentication Group nstechSSH |» |

I Addreas of infrmation message www goagle com tw I

SEENNEIARE - ¥ LN
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12. SSL VPN Log

§ SSLVPN > SSLVPN Lo e
flwhise Conamction Log
Relma Cary ¢ LR R 7
o Umer Lim + On e - 1 Accqunt - | 2 2 |0 WG
Account ¢ Status 8 Sourtw 1P Address Local 1P Addiwes Lant Connnction Local Intnriacy Wich Log
I ting - 195 55 M3 187 R3S 1ADDM NI 05E8 122127 Mcatig Lag I

13. How to disconnect SSL VPN?

v -

& Other Information
Using a SSL VPN to connect your smartphone to your home or work network can expand the
usability of your phone and help you to be productive no matter where you are.
14. What is your internal IP?

Loce .

\ 4

Qoo amaust / fue
SAKE B2B/»

upload ot / 1om0)
SAKE 10AN/s

Denés
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15. What are Details? Route Information

7 =

MTU = 1500
w DNS: 1921681881
- DNS: 16265, 192.)
Route

220132 7V 22032
000 WOHemote Gatewary]
oo amaunt / ime 197 163 188 0/24
> A 192 168195024

LY | 2 an

ASNR ORBIY 192 168 182 0/24
upload ot / 1600) 192168 2 /24
192168 1790024
192168990724
17216 1 024

SAKE 10AN/s

Denés 192168 10,024
192 168 168 0/24
192 168 11,0024
192,168 199.0/24
1080 1/32

16. Setting

GoaniooXamaust / fue
SAKE B2B/»
uploaa {0t / 1680]

SAKE 10AN/s

Denés
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17. SSL Version

=rs oy &

JIME BTKA/s
uplOaa{ ot / 1ot0)

JEML HIBAKE )8

Denes

18. SSL VPN Connection Logs

e < p e
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Chapter 8 : VPN

To obtain a private and secure network link, the UR is capable of establishing VPN connections.
When used in combination with remote client authentication, it links the business’ remote sites and
users, conveniently providing the enterprise with an encrypted network communication method. By
allowing the enterprise to utilize the Internet as a means of transferring data across the network, it
forms one of the most effective and secures options for enterprises to adopt in comparison to other
methods. In the VPN chapter you can enable the following lists:

&P VPN connections use either Point-to-Point Tunneling Protocol (PPTP) or Layer Two Tunneling
Protocol/Internet Protocol security (L2TP/IPSec) over an intermediate network, such as the
Internet. By using the Internet as a connection medium, VPN saves the cost of long-distance
phone service and hardware costs associated with using dial-up or leased line connections. A

VPN solution includes advanced security technologies such as data encryption, authentication,
authorization, and Network Access Quarantine Control.
8-1 IPSec Tunnel

8-2 PPTP Server
8-3 PPTP Client
8-4 VPN Policy
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»8-1 IPSec Tunnel

IPSec'? is a generic standardized VPN solution. IPSec must be implemented in the IP stack which is
part of the kernel. Since IPSec is a standardized protocol it is compatible to most vendors that
implement IPSec. It allows users to have an encrypted network session by standard IKE}. We
strongly encourage you to use IPSec only if you need to because of interoperability purposes.When
IPSec lifetime is specified, the device can randomly refresh and identify forged IKE’s during the IPSec
lifetime. In this section you can enable the following lists:

Select VPN > IPSec Tunnel > IPSec Tunnel. Click on ' * 4% | button to create a new IPSec Tunnel.

[ ——
Add IPSec Tunnel

Select VPN > IPSec Tunnel > IPSec Tunnel.

B Enabled: Select it to start the connection.

B [PSec Tunnel Name: Enter any words for recognition.

B Interface: This is only available for host-to-host connections and specifies to which interface the
host is connecting.
1. WAN 1
2. WAN 2

B Remote IP Address: The IP or fully qualified domain name of the remote host.
1. IP Address or Domain: Enter an IP Address or Domain.
2. Dynamic: Follow Dynamic IP address.

B Local Subnet: The local subnet in CIDR notation. @For instance, "192.168.15.0/24"

B Remote Subnet: This is only available for net-to-net connections and specifies the remote
subnet in CIDR notation. Q@ For instance, "192.168.16.0/24"

13 1PSec = IP Security
14 IKE = Internet Key Exchange

R ——————
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B Connection Type: There are two types.

1.
2.

Main
Aggressive

B Preshare Key: Enter a pass phrase to be used to authenticate the other side of the tunnel.
W ISAKMP?®: It provides the way to create the SA'® between two PCs. The SA can access the
encoding between two PCs, and the IT administrator can assign of which key size or Preshare Key

and algorithm to use. The SA comes in many connection ways.

1.

6.
Local ID: An ID for the local host of the connection

1.

AESY: All using a 128-bit, 192-bit and 256-bit key. AES is a commonly seen and adopted
nowadays.

. 3DES'®: Triple DES is a block cipher formed from the DES® cipher by using it three times. It

can achieve an algorithm up to 168 bits.

. SHA1: The SHA1 is a revision of SHA?. It has improved the shortcomings of SHA. By

producing summary hash values, it can achieve an algorithm up to 160 bits.

. MD52! Algorithm: MD5 processes a variable-length message into a fixed—length output of

128 bits.

. DH Group: When the encryption technique is aes, it can be choice2, 5, 14, 15, 16, 17, 18, but

the encryption technique is 3des, only can choice 2, 5.
Auto Pairing

Remote ID: An ID for the remote host of this connection
IKE SA Lifetime: You can specify how long IKE packets are valid.
IPSec: It offers aes, 3des, shal, and md5.

AES; All using a 128-bit, 192-bit and 256-bit key. AES is a commonly seen and adopted
nowadays.

. 3DES: Triple DES is a block cipher formed from the DES cipher by using it three times. It can

achieve an algorithm up to 168 bits.

. SHA1: The SHA1 is a revision of SHA. It has improved the shortcomings of SHA. By producing

summary hash values, it can achieve an algorithm up to 160 bits.

. MD5 Algorithm: MD5 processes a variable-length message into a fixed—length output of 128

bits.

15
16
17
18
19
20
21

ISAKMP = Internet Security Association Key Management Protocol
SA = Security Association
AES = Advanced Encryption Standard

3DES =

Triple-DES

DES = Data Encryption Standard
SHA = Secure Hash Algorithm

MD5 =

Message Digest Algorithm 5

R ——————
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5. Auto Pairing

B Perfect Forward Secrecy(PFS)?%: Set Yes to start the function. DH Group, when the encryption
technique is aes, it can be choice2, 5, 14, 15, 16, 17, 18, but the encryption technique is 3des,
only can choice 2, 5.

B |PSec SA Lifetime: Set to 1~3 hours. Default setting is 3 hours.

B Dead Peer Detection: When startin DPD function, when VPN detects opposite party reaction time,
hold stand for the system will retain IPSec SA, "Clear" stand for the tunnel will clean away and
waits for the new sessions, "Restart" will delete the IPSec SA and reset VPN tunnel.

B Drop SMB Protocol: After the closure Network Neighborhood will be prevented.

21. There is an example of utilizes two UR devices. Assume that A Company 192.168.168.51 wants
to create a VPN connection with B Company 192.168.99.21 in order to access files. (Figure 8-1.1)
(Figure 8-1.2)

VPN - IPSec [

AN 1P :211.20.227.193 AN IP:6L11.11.11
ADSL

ADSL

< <
K‘f"fli "lii ‘

A Company 8 Company

WAN P :211.20,227.193 WAN P :61,11.11.11
LAN IP: 192.168.168.1 LAN 1P : 192.168.99.1

IP:192.168.168.51 IP: 192.168.168.100 IP: 192,168.99.34 IP:192.168.99.21)

Figure 8-1. 1 example setting

22 PFS = Perfect Forward Secrecy

R ——————
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For A company: Select VPN > IPSec Tunnel > Add VPN Tunnel. Its WAN IP is 211.20.227.193,
and LAN subnet is 192.168.168.0/24. Default gateway for the A company LAN IP

192.168.

Step 1.
Step 2.
Step 3.
Step 4.
Step 5.

Step 6.
Step 7.

Step 8.
Step 9.

Step 10.

Step 11.

Step 12.
Step 13.

Step 14.
Step 15.

168.1.

VPN Tunnel Name: Enter "VPN_B" in the field.

Interface: Select "WAN 1."(Suggest using static IP)

Local Subnet: Enter "192.168.168.0 255.255.255.0 (/24)"

Remote Subnet: Enter "192.168.99.0  255.255.255.0 (/24)"

Preshare Key: Enter numbers for B Company. Should be the same with B
Company.(The maximum length of Preshare key is 103 characters.)

ISAKMP: Select "aes" and "shal," and set "DH Group".

Local ID: Default is use WAN IP Address as ID, administrator also can use domain as ID.
For example "@1.1.1.1" or "@abc.com”

Remote ID: The use way is the same with Local ID.

IKE SA Lifetime: The default is 3 hours. After IKE establishment surpasses the system
set time, will produce new IKE.

IPSec: Select "aes" and"“md5" for IPSec. And select Auto Pairing to start. To start Auto
Pairing, the system all calculation combination will converge in the rule, If UTM as
SERVE » Will discover the same combination automatically on behalf of the system
with the far-end segment.

Perfect Forward Secrecy (PFS): Set to Yes. (The default setting is not work), and select
DH Group.

IPSec SA Lifetime: Set to 1~3 hours. The default setting is 3 hours.

Dead Peer Detection: Set up the detection time of DPD, the DPD detection’s gap is 30
seconds, over 300 seconds to think that is the broken line.

Drop SMB Protocol: After the closure Network Neighborhood will be prevented.

Settings completed.
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For B Company: B Company setting steps is similar to A Company setting.
WAN IPis 61.11.11.11, LAN subnet is 192.168.99.0/24

*  Addt New Connection

‘¢
F ! tonoect to A
R 1 D 11.X 1
| Lec %
Remiot 1%
IKE \ T
1235
b mal v v 1
| ! [x t
Ren et
IKE A
IFSsc Sent ¥
P - 1 v A Aor:
F Secr F
{8 t
|| # Ceoa Fomr Detoctior ety v wd iy 10 S ) Tirrw it 60

Figure 8-1. 2 How to Add IPSec Tunnel for B company

[T
IPSec Tunnel

Setting IPSec Tunnel completed, and please notices the status. (Figure 8-1.3)

S al et Statwes | SHOW ROwS 16 Ehow
IPSae Tunned Name Intwines o Local Sebeel ¢ Statas Ramote ' Addwan ® Ramuois Subne 3 phase 1 jrhane J Opmaion Sine £ e

s 1o A 2] 02 106 90 i ] 1202231 192 963 108 24 yen-2hia o b

+ Al

Figure 8-1. 3 Setting IPSec Tunnel completed

B VPN and Status :

1. Interface: At present IPSec VPN use entity interface.
a. B Represent WAN 1
b. B:Represent WAN 2

2. Status:
a. 2. The VPN is not work
b. £:The VPN is on work

3. Enabled: Control IPSec VPN start and suspension button.

Esfie { Dw

/&

R ——————
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a. » :Stand for start
b. [lli: Stand for suspension
4. /" Stand for edit the VPN setting

5. [z JLog: This VPN communication record * IPSec VPN channel , if has the communication

record with opposite party , select the "Log" will open the new Windows, the data will be

according to time sorting, most recent news in last page. (Figure 8-1.4)

Commant . connect 10 A 30 Seconsz ¥ | Retestt jmapord ciear 1
NUMSER EVENT
feking covmerim
We rannet derttdy urpelien sith weher ared of thn romecton
deketing connection
We canret dertdy cumsel/on sith sdhe aret of i comiecinn
deltng connachon

Wo carrdd claelfy cursmbiom sdlh niae sox of iy urmecion

deltng connechon
Wo el ey sursabon atih sl ated of this comeciion
doletong connection
Wi Conned ety cunels b silh elfiee it of Bis comachion

deletng conechon

W6 Cannet ently Dumalds milh wihiee e of s zooned hon

15-05-1% 0 40 deletng connechon >

Figure 8-1. 4 IPSec VPN Log
22.You are able to create multiple IPSec VPN (Figure 8-1.5) (Figure 8-1.6)

v IPSec Tumnal end Status : Show ROwS 15 _Bhow
Twome| Name interisce & Locwl Subnet 3 Saatun Remote 19 & Hamote Suboet 3 pitane | phose 2 Opeewson tme Enabled
[ 1) 1= a2 [} 16. 231 248 2¢ 52 155 21 0022 has e mat cfr 3138 ’
(1) 192 1 M O [~ | 132 11713668 02 168 200 4 bt o it R ’
B I [~ | ¥2 160 W00 04 Mes. it Whes ik 0030 04 ’
D [ | Meos s I ’
4] @ jos matd gea-mat ’
(1] 5 ] MesadE Mg oRIBET ’
0 2 Moo Idaemd 15 11 88 »
(1] [ J thas o 00 S anavss ’
0 @ s | i Y b
D [ | aes-stal aws.sha) 004255 ’
D @ 192 165 196 O wos-shat N——— 06 552 .
[ 4] [« ) TR 165 200 04 des meh Gea ok 0N ’
8 @ §0 250 106 211 152 168 10 M Yo et Iden-mifs ’
0 Q Dyname ¥ T2 W 002 Yoo muf Qea Mot ’
(1] I 123 205 147 18 ) 162 22 M meahal | waaba ’

* Ade

Seich

1
Edit/ Dl

Log
(Lrs

Lian |

Leen )
{hrs |
f{::‘
ey |
T
(e ]
II;';”Y
(feen )
[toe )

Lo

{Ton ]

LLra |

Figure 8-1. 5 Multiple IPSec VPN

Comment ~ Peterd.2f1 5 X) Saconce ¥ | [Rehesh cear oot | Expod Al v
s % [ «

TIME NUMEBER EVENT

FET2 | hpmping i 4204000761 diaing ek

$SE17 | banaOoo frim wate STATE_QUICK RO 10 state STATE OUICK R1

WRTZ  STATE_QACK 81 sect GRY ichound IPee; S4 metales mpectng 12

SSET2 | Deadd Fosr Datachon @IFT STIE) anatsiod

#ET2 | tronehon from state STATE_QUICK_RY 1o siate STATE_CQUNCK_RZ

SA astabAshed funnel mods JESF=> (x2S bDSET <On3062ecS ¥M=AES 128
T | HMAC_SHAT NATOA=nsed NATD=none DPOSamatied)

Figure 8-1. 6 IPSec VPN log

215




-\
Ssnarerech Chapter 8 : VPN

»8-2 PPTP Server

This section shows you how to set of VPN-PPTP server.

Uses the IP address and the scope option needs to match the far-end the PPTP server, its goal uses

the PPTP channel technology, establishes Site to Site VPN, its function the channel has meaning of

the equally good results from different methods with IPSec. In this section you can enable the

following lists:

|
PPTP Server

Starting PPTP Server, Enable the far-end user to be possible to dial using PPTP meets the software
with UTM PPTP the server establishment encryption VPN connect. Select VPN > PPTP Server > PPTP

Serve
|

r. (Figure 8-2.1)

Enabled: Select Enabled tick box to start VPN-PPTP function, but otherwise, it is disable if not
select.

Enable Compression & Encryption: Select Enabled tick box to start compression and encryption,
but otherwise, it is disable if not select.

PPTP User Pass Through Internet: Select tick box to enable user who pass through Internet by
VPN-PPTP, but otherwise, it means that PPTP Server is disable.

Client IP Address Range: The range of IP address for clients using PPTP connection

The first DNS Server: The IP address of the DNS server used for the bulk of DNS lookups.

The second DNS Server: The IP address of the backup DNS server, used when the Primary DNS
Server is unreachable

The first WINS Server: When the PPTP clients enter the PPTP Server, assigns for the far-end client
WINS Server address.

The second WINS Server: When the PPTP clients enter the PPTP Server, assigns for the far-end
client WINS Server address.

Click on B22¥¢| to start PPTP Server.
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PPTP Sarve

(=50

Figure 8-2. 1 PPTP Server

[ —
Add Account

Select VPN > PPTP Server > Add Account. (Figure 8-2.2)
B Enabled: Select Enabled to start this account.
B Account: Enter an account.
B Password: Enter a password.
W Client IP Address Assign: It offers two ways.
1. Assign By PPTP Server: The UTM will distribute IP address to the VPN-PPTP users
automatically.
2. User Define IP Address: The VPN-PPTP users should use the IP address what you enter..

v Al Acooums

Assge by PPTP Server *

User Definm [P Ao

+ Ala

Figure 8-2. 2 Account Add
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@ How do users create VPN connection in their computer?
Step 1: Create new connection (Figure 8-2.3)

;.ua.m».uuaun o v |%5

RRusR 01D E R 1R
WETETRY A 9- . o
NREARMED TG suen wxan
(RN
LERL TN
Ao P AR
IThssan EXY § s=ise
TnEy RN
SAMENNRA
LRRR Whratd
ViMneatf
wpENRE

i ETEneexan
RS N K ERRAR PN S N TRSERTER -

LL L)
EARREELING WY AU N R
usy i
- TEONKAMHENN RTINS WA AR
Windows (2.8 L]
EEET ] ERNORARNE  RRANNERE

Figure 8-2. 3 create new connection

Step 2: Select VPN connection (Figure 8-2.4)

BITRQER

a9 Vsl Bow Host-Only Neswork
YMuare Network Adaoter

¥ UM emare Network Adaoter

Ll Lt
EI8S  ERCORSsnRRes

RIVan
L BIFNRSASTHE

& T

EYRkan
LR LT E DT

Figure 8-2. 4 select connect working place by VPN
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Step 3: Enter WAN IP address (Figure 8-2.5)

L+ SEHIEEE
B ARSI TENER0NY
Rea D EES 1 GO L L a0
aReBIND 11125270234
AEesEwg) VPN contecton hetieg
L ERwe+0)

L ASE? LEEE 22 L L I0Y
ZATTNCENRIANTEYS A SR 240

CFRoTee e - tkalsaD)

Figure 8-2. 5 Enter WAN IP address

Step 4: Enter your username and password (Figure 8-2.6)

BACHREREREER m
L EL Al =
aam secesene

ruFesm

FEsa&*®N

&3 |esmn

Figure 8-2. 6 Enter username and password
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Step 5: Users can check their status in their computer (Figure 8-2.7)

ERgus

" ft"' =%

RaFERnEE
[ —

a0 /§

Figure 8-2. 7 check users’ computer

Step 6: In addition, user can enter "ipconfig" in cmd (Figure 8-2.8)

L CAWINDOW sy lem e eus

oot i spec if ic M
T

Figure 8-2. 8 ipconfig in cmd

-
PPTP Account List

Select VPN > PPTP Server > PPTP Account List. It means setting PPTP account completed. (Figure 8-2.9)
B Account: Available VPN-PPTP account

B Status: The symbol and its description used in the VPN connection status.

1. B tis connecting.

m o
2. =-:Disconnected

B Enabled: Click signature again will change to disable.
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1. ¥ :Enable
2. i pisable

W Edit / Del: Click on the pencil signature to modify contents, and click on another one to delete

PPTP account.

1. ./": to modify contents
2. &3: to delete PPTP account

B Log: Click onlts:z ], it shows the PPTP account connection logs.

PHITP Accoamt List Ll
Enabind Eddit | Dt o9

* Add

Figure 8-2. 9 PPTP Account List
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»8-3 PPTP Client

In the PPTP Client section you can enable the following lists:

.
Add PPTP Client

Select VPN > PPTP Client > Add PPTP Client. (Figure 8-3.1)
B Name: The description for PPTP Client
Account: It displays the name of clients using PPTP to log in to PPTP server.
Server: Enter a server IP address.
Remote Mask: The Mask of PPTP Server
Enabled: Select it to start PPTP Client account.
Password: It displays the password of clients using PPTP to log in to PPTP server.
Remote Subnet: PPTP Client enters the IP address of PPTP Server.

* Add New Connection

* Ad0

Figure 8-3. 1 Add PPTP Client

- -
PPTP Client List

Select VPN > PPTP Client > PPTP Client List. It means setting PPTP Client completed. (Figure 8-3.2)

Mg Account PETE Servar P or Demailn Remot IF Naege Compeeasion & Encryption Santus Ensbled Edie 7 D Leg

v 8 ’ "3 Lea

* A4

Figure 8-3. 2 PPTP Client List
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»8-4 VPN Policy

The intelligence and power behind the Positive Networks VPN service derives from the Positive VPN
Policy Manager. The Positive VPN Policy Manager provides the administrator interface that
maintains and enforces security policies for all groups and individual users. It is available from an
ordinary web browser with a secure login. To create a secure VPN connection, the settings of IPSec
Tunnel, PPTP Server or PPTP Client must be set to correlative policies.
¥ The default of VPN Policy do not grant pre-control, as long as the VPN to establish successful,
two-way computer can communicate, if only the control of the target was expected through
the proposed regulations in the last one against all connections.
The control of the VPN in the past, most were carried out from the policies or is unable to monitor,
but ShareTech UTM for the VPN is direct control from the VPN.VPN on internal control and external
control through the VPN connection points connected to internal network, the Protocol, Service
port, QoS bandwidth and Schedule, Packet tracing, and Traffic Analysis. Select VPN > VPN Policy >
VPN to Internal or Internal to VPN. Click on * % | to create a new VPN policy. VPN’s policy as
follows, policies started from the priorityl, will be the implementation of eligible project. If you
want to ban non-control information into the internal network, will need to last a total of all the
packets into the internal prohibited.

B Policy Name: Enter any word for recognition.

B Source Address and Destination: Source Address (source network) and Destination Address (the
destination network) are for the observation points, connect one end of the active source
network address, be connected to one end of the network address for the purpose of, apart from
the policy choices, users can also directly enter the IP address and MAC address.

1. Source IP address: VPN_Any will representative of the external section of all VPN tunnels,
either with IPSec , PPTP set up Site to Site or the establishment of a single PPTP Server,
dial-up account, are in line with the conditions. The default IP address of the PPTP server will
also be included in the default source IP address.

2. The destination IP Address: Inside_Any will representative of the external section of all VPN
tunnels, either with IPSec , PPTP set up Site to Site or the establishment of a single PPTP
Server, dial-up account, are in line with the conditions. The demand for network
administrators can allow or deny specific VPN access other end of the incoming IP address,
communication services and even time. The default access control rule is when the VPN is
established, both materials are free to communicate with each other to exchange, unless

prohibited it from incoming VPN controls.

R ——————
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Action: It offers two movements.

1. ACCEPT means any meet the Policy of the packet will be released.

2. DROP means discarded.

Protocol: The protocol used for communication between two devices. TCP and UDP are the two
most frequently seen protocols among others.

Service group Port or Group: With service groups, the administrator in setting policy can simplify

G _
many processes. & For example, there are ten different IP addresses on the server can access

five different services, such as HTTP, FTP, SMTP, POP3, and TELNET. If you do not use the service
group functions , need to develop a total of 10x5=50 policies, but use the service group name
applied to the service option on, you only need a policy can achieve the function of 50.

QoS: Select Objects > QoS. Then, the VPN policy set the maxi bandwidth and rate bandwidth
(Bandwidth is consistent with the policy of the user to share).

Schedule: Select Objects > Schedule. Then, set your schedule time.

Packet Tracing: Select Packet tracing tick box to start function, all records of a VPN tunnel
through which packets can view it.

Traffic Analysis: Select Traffic Analysis tick box to start function.

NAT

VPN to Internal

* A4

Figure 8-4. 1 VPN to Internal
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Internal to VPN

+ Al

Figure 8-4. 2 Internal to VPN
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Chapter 9 : Tools

In the Tools chapter you can enable the following lists:
e 9-1Connection Test
e 9-2 Packet Capture
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»9-1 Connection Test

In the Connection Test Chapter, UTM provides Ping, Trace Route, DNS Query, Port Scan, IP Route,
Interface Information and Wake up utilities to help diagnose network issues with particular external
nodes.

It is an ICMP protocol. Most of people usually use ping to diagnostic Internet between self and other
people when Internet disconnected. Select Tools > Connection Test > Ping. Enter some information
in the field, and click on ® “® | Then, you will see Ping Result. (Figure 9-1.1)

B Target IP or Domain: Enter the Target IP or Domain name in the field.

B Package Size: It configures the size of each packet. Default setting is 32 Bytes.

B Times: It configures the quantity of packets to send out. Default setting is 4.

B Wait Time: It specifies the duration to wait between successive pings. Default setting is 1 second.

B Using Interface & IP: Select an interface.

t Ping Setting

Figure 9-1. 1 Ping

gl

Traceroute command can be used by the SG-100N to send out packets to a specific address to
diagnose the quality of the traversed network. Select Tools > Connection Test > Trace Route. Enter
some information in the field, and click on © ° | Then, you will see Traceroute Result. (Figure 9-1.2)
B Target IP or Domain: Enter the destination address for the packets.
B Package Size: Configure the size of each packet. Default setting is 40 Bytes.
B Max. Next Hop: Enter the maximum number of hops. Default setting is 30 Nodes.
B Wait Time: Specify the duration to wait between successive pings. Default setting is 2 seconds.
B Tracing Methods: There are ICMP, UDP, and TCP.
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B Source Interface : Select the interface that the packets will originate from.

Figure 9-1. 2 Trace Route

e

Inquires the DNS detailed material, at present may inquire the datas of ANY, SOA, NS, A Record, MX,
CNAME, PTR, may user specific DNS server achievement inquires the basis. Select Tools >

°°k | Then, you will

Connection Test > DNS Query. Enter some information in the field, and click on
see DNS Query Result. (Figure 9-1.3)
B Using DNS Server: Enter a DNS server IP address or domain name in the field. (Max. 50
Characters)
B Domain or IP to Query: Enter an IP address or domain name in the field. (Max. 50 Characters)
B Query Type: Select the interface from the list. There are ANY, SOA, NS Record, A Record, MX

Record, CHAME, and PTR.

ot Dofirm v 1689611

Figure 9-1. 3 DNS Query
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e

To inquire the Port Scan detailed material , which at present can inquire the server to open to serve
the port, contains FTP, SSH, TELNET, SMTP, DNS, HTTP, POP3, SAMBA, IMAP, SNMP, PROXY, MySQL,
SMTPS, IMAPS...etc. Select Tools > Connection Test > Port Scan. Enter domain or IP address in the

field, and click on'® °¥ |, Then, you will see Port Scan Result. (Figure 9-1.4) (Figure 9-1.5)
B Domain or IP to Scan: Enter the domain or IP address for the packets.

Port Sca

Seming

scan shamtech com ba

Figure 9-1. 4 Port Scan "scan.sharetech.com.tw"

Figure 9-1. 5 Port Scan "www.google.com.tw"
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[
IP Route

IP Route shows router status in order to know router information; it also shows multiple subnet

status. (Figure 9-1.6)

t W Route

Figure 9-1. 6 IP Route

[T
Interface Information

It shows SG-100N of the present interface information. (Figure 12-1.7) (Figure 12-1.8) (Figure 12-1.9) (Figure
12-1.10)

L eerfare information Query

Intortace LAN

leterface Information

e oy 1500 gows et e DOWN gler
t =
Figure 9-1. 7 LAN Information
L “;-l{‘v) Imformation Query
Intortace LAN
© OK
leterface Information
Ll o 1500 goves bt 1 DOMWN gher
t =

Figure 9-1. 8 DMZ Information
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L ieerfare information Guery

Intortac e WANt »

t betarface Information

& ofn' mey 1500 qar hed same UP glen 1000
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Figure 9-1. 9 WAN1 Information

i L bederfare Information Query
Intortace WAND v

L mesriace Information

§ wihd s 1500 qpieee npoy wlste DOWN ghen 1000

i etter 00 Od 38 31 3 72 g #1111 44 4444

Figure 9-1. 10 WAN2 Information

Wake Up

Select Tools > Connection Test > Wake Up and please click on | 4sit |(Figure 9-1.11) (Figure 9-1.12)

11

Salect Cotnputr Kame ¢ 1P Address ¢ MAC Addrass ¢
02 158 156 74 192 155 196 25) 00 06 10 03 0 22
52160 vee A

5 DOSOmZIn2tel
» PETER HEGMUD s Eh

A=

Bl bl ok Ge. 00 1531

1 521 DO IR ER 0D
Sebect

Figure 9-1. 11 wake up

v Walks g
Using Interface £ IF LAN * | ammn
WAL Address 1 ErE5 28 e i

Figure 9-1. 12 wake up
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IPvE

Ping your IPv6 in order to check whether LAN/WAN/DMZ Alive Detection. (Figure 9-1.13)
Select Tools > Connection Test > IPv6, and enter your IPv6
M Target IP: Enter IPv6 IP
I:QThe Google Public DNS IPv6 addresses are as follows:
2001:4860:4860::8888
2001:4860:4860::8844

Y Piag Settng
Target IF PR o R

e

N0 08 swe witi| ot tared rear 208

t Adbass Table

Soil) DS B0 253 BESS v w0 Radt () 18 Ba 11 M1 STALE
MO0 AT Zeal a800 W dus o0 Mucey X B ab ot 37 STALE

SO Sl S5 A2 o018 dure oh | s te 91 (5

AU 200 211 fwbe e see et ] B

Figure 9-1. 13 IPv6 status

SNMP

This feature helps administrator check issue Switch Status.

L1 Please click @ to know more SNMP information. (Figure 9-1.14)
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Figure 9-1. 14 General SNMP information
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@For instance, select Tools > Connection Test > SNMP, and enter your switch IP, Read

permissions, and OID. It shows switch SNMP result. (Figure 9-1.15)

e

|\ Sainch 18 152 163 136 753 E 1

| Foniet perrrom sicr pubic Es put

[ o 2016121221 Er o 36121
E Il Es

|
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INTEGEH 1
= INTEGER 2
1= INTEGER 3
= INTEGER 4
5=INTEGER 5
6= INTEGER &

PP

Figure 9-1. 15 SNMP result
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»9-2 Packet Capture

The following are some examples people uses Packet Capture for network administrators use it
to troubleshoot network problems and network security engineers use it to examine security
problems.

.
Schedule List

Select Tool > Packet Capture > Schedule List. Click ' * %44 ' to create a new schedule.
B Enabled: Enable listen packet.
B Time Range: Select time range
B Interface: Select which interface you are going to listen.
1. LAN
2. DMz
3. WAN
B Protocol: Select which protocol you are going to listen.
1. ANY
2. TCP
3. UDP
4. ICMP
5. ARP
B Filter Condition: please refer the following explanation or read the Wireshark manual
http://www.wireshark.org/docs/wsug _html chunked/
B pcap File Size (MB): default is 5
B pcap Filter Num: default is 10

B Print the link-level header: show MAC information of OSI layer 2
Filter type: host(default), net, port

Type Description and Example

host 192.168.1.155 Listen 192.168.1.155 host

net 192.168.1.0/24 Listen 192.168.1.0/24 network
port 23 Listen port 23
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¥ Transfer Direction: src, dst, src or dst, dst and src

C-like Type Description and Example
src 210.27.48.2 source It means filtering source match 210.27.48.2
dst net 202.0.0.0 distance It means filtering distance match 202.0.0.0

P Filter Logical Operations

English C-like Description and Example
and && Logical AND
ip.src==192.168.1.111and tcp.glags.fin
not Logical NOT
not llc
or | | Logical OR
ip.src==192.168.1.111 or ip.src192.168.1.1

23.There is an example how packet capture is used. (Figure 9-2.1)

| o= =5 - pog 1022881 168 4 SHROY X

Figure 9-2. 1 ping LAN
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24.Ping is ICMP protocol. (Figure 9-2.2) (Figure 9-2.3)

+ Add Schodule
Enstind w
Tima Range DHFI-D 216 - a8 » - DAMI-D A 7. 0.
rimtae LN -
Frotecol NF -
¥ fier Condition et 90LIRR 11D
P Fls See (ME) s 1=
poog Fie Nem 10 (t-100)
Print the nk-dewl nasder [ &
* a1
Figure 9-2. 2 Add listen Schedule
v Schedule List 1 o
Thne Rangu Intarface Protocul Filler Candition peap File Shan  poap Fike Hum Enabled B8t/ Dol Log
NWEMU-NA2EH  Wan ANY host T2 168 1 111 ) 10 » j { Le;
| 138 s - w1738 AN | ENe howt 152 168 1111 5 10 > |- .
* Ad¢

Figure 9-2. 3 Listen Schedule List

Completed List

Select Tool > Packet Capture > Completed List. (Figure 9-2.4)

+. Completed U 1t
Tine Rangu ntatace  Protocol Fillar Condition peap File S peap File Mum
1038 1204 - 10V30 13 30 LAN [ ANY [ et 192 983 10O & W
1038 0L - 1000 1329 LAN | ANY | st 162 168 1 111 5 "
1038 104 - 1000 1640 LAN ANY aet 192 3631 Qi B 1
| 1100 e - w7 LA UM wowt 143 1681 111 5 )

Figure 9-2. 4 Completed List

Click [z ], and download pcap file. (Figure 9-2.5)

A 102168 1 161 Magremy/ | ooby Trypstar, S Loy s iess LESISE01

Figure 9-2. 5 download pcap file
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Please install Wireshark software (http://www.wireshark.org/), and open pcap file by Wireshark.

As you see the following figure, we may know 192.168.1.111 have been transfer ICMP packets to

192.168.1.161. They have had communication each other. (Figure 9-2.6)

W 13542052220 [Wieshack L3 (SVN Rew 35250 from Aruni-2 31 o
Fie E'ft Yew Go ;amnr Ansyre :Qm Y_.-b.:h:nl S Toon )nrab »_o:v -

e cEX2S neewTF2 EE aaan g% B

Fibar Expremcn

Ne Temw s Dwitiratcn Protocal Langth iz

e
L0851, 1971081101 IOwe T4 €cho (ping) reguest 1d=0x0001, seqe56/13336, tri«l12%
1 192.108.1.121 040 T4 €cho (ping) reply 10=0X%0001, seqe36/15336, trledd

12 3,044935 N =W 192:168.1.1m 00 T4 £Echo (ping) request 1d=-0x0001, seq

13 3, 045002 . A 192.168.1,. 111 1OM0 T4 €cho (ping) reply

16 3,045777 192,168, 197.168.1.161 oy T4 £Echo (ping) request 1d-0x0001, Seqe35/14848, trisl12%

17 4.045920 102.168.1. 192:168.1.111 Ty T4 €cho (ping) reply 10=0x0001, Seq=55/14848, trl-64
| 19 5.0456634 192.168.1. 197.166.1.161 oy T4 tcho (ping) request 1d=0x0001, Seq=39/15104, tri-l12%
i 20 5.0446791  192.168.1.16) 197.168.1.112 pie L] T4 Lcho (ping) reply 10=0X0001, Seqe=39/15104, tries

21 6.048504 192.168.3.111 197.168.1.161 oy T4 cho (ping) request 1d=0x0001, seqe60/15360, ttil28

e AleEE?  wnY ses s e VAT seE v vae vren T4 Frha Fadmat wande H_AUARAY s amn AR IETAN e t_as

frase 11 74 hyxes on wire (392 bits), 74 bytes caprured (392 bits)

tthernec 1X, Src: micro-S3 66:fciff (J0:61:86:66:1C:ff), Dat: Aewintec 00:26:72 (00:0d4:48:00:26:12)
Incernec Prococol versfoo &, Arc: 190 168 1. 111 (192,168, 1.111), Ost: 192,065, 1, 061 (192.168.1,161)
¢ Internet control Message Protocol

o6 60 fc £F 05 00 43 00 H.5.08 .F 3

i 69D d8 ch a8 01 6F ch a8 e-meeseles

0O 30 61 62 03 64 6% 06 L Oabcdef

67 68 69 6a &b 6C 6 6Fr 7074 7273 74 75 76 ghifklen opqrstuy
7T 61 62 63 64 0% 00 67 G5 6% wabtdefg hi

i
1 | R "Cllersiong\Downioads| 1 3342052 Packets 124] Deployes 1291 Natked: U Load trmes 0:00, 543

)

Frofie: Defackt

Figure 9-2. 6 open pcap file by Wireshark

& What is Wireshark?

Wireshark is a network packet analyzer. A network packet analyzer will try to capture

network packets and tries to display that packet data as detailed as possible.

& Reference: Wireshark User's Guide (http://www.wireshark.org/docs/wsug html chunked/)

& Here are some things Wireshark does not provide:

1. Wireshark isn't an intrusion detection system. It will not warn you when someone does

strange things on your network that he/she isn't allowed to do. However, if strange things

happen, Wireshark might help you figure out what is really going on.

2. Wireshark will not manipulate things on the network, it will only "measure" things from it.

Wireshark doesn't send packets on the network or do other active things (except for name

resolutions, but even that can be disabled).
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25.There is another example to show how wireshark is used. Select Capture > Options

Interface List

Lt bt o e captars raaraim
|Courts mzmeg pecken.

@ e
Chacam oo o pare wiwface B Captas Yo, fun Stast

7| Reattek S0 GBE Famidy Comolbar \Dewce AT =
B Ve Vit Tthemet Adapter \Devios FEY | ol
I Vhwr Vitusl Sthemmet Adaster \Deacn NFE ]

n .

uww

Shet ¢ raptury v detwied ot

| Capturetielp |
e How to Capture

e e

Network Media

@ s e b g o
e Wi .

Neady to a0 or Cactasn

Opar Recert;
CHlersingDownbacn 1 IS42652229 (110 ¥8)

< Sample Captures

e e LR

Website
;‘ WL 1 SrOject ) webete
+# User's Guide
‘: R e )
@ Securty

Was oAt Wembet m me vy e poatse

Figure 9-2. 7 Wireshark collection

Select your network card. (Figure 9-2.8)

(0 v o o e S i s 5=~

Optare

Cagstuen Irterfoce

Baallek POIE GRT ) ety

fel-ScaT Wichblez Sade
zieam:

B3 EILI DRk a0 Ceet
[T S

R ke Pl
0000

Coptire on ol irteriaces
V| Capture &l n prommcicas mede
Queare Fle(s)
Fle:
Use priltigle ey

Ssart fiw suury }

Vidwaee Virtusl Etfrerniet Adapter \..

antruer

Evernn

evadled defouk

Viwaen Virmual Eihermet Adapter \...

wiabled  defeuk

TAZAAMNLY Adapior Vi \Devicon NP

Fhernat oakied  defsut

& Uhe poap-ng et

ugEDste d

Lk lepat hamcler Prorn. Mode Sempien (5] Butier (M

Cacturs Fite

Manage irciases
Dewrire Ostions
¥ Jodene b of peckers i roal e
3 Aeomate sclieg in e cagtus

V' e capaare iofo dalog
Fame Reschsmon
& Easkie AT narve iescition

Knabile petavcrk narre imaciinon

V: Enshle rampan o rsclition

(o ][ g |

Figure 9-2. 8 select network card
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Select Filezilla FTP server after you start collect packets by wireshark. (Figure 9-2.9)

3 - = = * et )
n -, = CordyBdounioed thar oM v - Fredita ,_— @ — e & B etEeeisw)
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5]y s L SRR TS wen
\mx: Leamame: Paywort: Port:
2 5 ITRARRHEREER.. =

MOTN UTHSIERY S8 _SOHD oo

G| pduancad | Tnites Satoegn | anes|
Hostt o bd dharvech, com e
Prokocst | KTR - File Trasaler Prosocal

Enayption: | Use plan FT9

Lagan Type: fm
e

andy

Pagsmond: aeeraaee
Account:

Coryrmrts

R e

Figure 9-2. 9 connect FTP server

Select "Stop the running live capture" after Disconnected FTP server (Figure 9-2.10)

FH &WWNWMMN
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Figure 9-2. 10 stop the running live capture
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Because of Wireshark collect wide range packets, and we just need FTP detailed packets
information. We have used FTP so that filter type is "FTP Protocol." Select Expression > FTP

(Figure 9-2.11)
[ S wtos B0 Tl Costtor Oonwaw A0 5 S5 0TME T DAISARTE-A000-LTN1A4TENT) Westt £ 8 1 (TVIC Ry I0SE Rt Mrasb ARG © = B0 70
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Figure 9-2. 11 Wireshark Expression

You may figure out username/password. (Figure 9-2.12)
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Figure 9-2. 12 Filter:ftp
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Chapter 10 : Logs

In the Logs chapter you can enable the following lists:
e 10-1 System Operation
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»10-1 System Operation

Log records all connections that pass through the SG-100N. The information is classified as
Configuration, Networking, Policy, Object, and so on. Event log has the records of any system
configurations made. Each log denotes who, when, what and where that a configuration is being
modified. The Administrator can view the logged data to evaluate and troubleshoot the network,
such as pinpointing the source of traffic congestions. You can see simply information in Logs. If you
need more information, you could use Logs Search to search what logs you need. The result shows

on Logs Search Result.

o

Select Logs > System Operation > Logs. It shows configurations which has been modified with
illustration, describe what kinds of action has been modified, describe which IP address has ever
done function path. (Figure 10-1.1)

B Time: It shows event time.

B Account: Which account name has ever done event.

B |P Address: It shows IP address with Account.

B Function Path: To record the superintendent events that management.

B Action: The superintendent carries out movement, include login, add, edit, delete, search,
refresh, Download, and so on.

B Description: To describe the event.

Figure 10-1. 1 Logs
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ey |
Logs Search

Select Logs > System Operation > Logs Search. (Figure 10-1.2)

Account: Available account which administrator you had made before.

Computer Name: All of available computers which are ever through the SG-100N

IP Address: Internal IP addresses.

Login Setting: Recording users login system logs.

Configuration: It lists out the working connections for the Data & Time, Administration, System,
and Language logs.

Network: It lists out the working connections for the Interface and Routing logs.

Policy: It lists out the working connections for the LAN Policy, DMZ Policy, and WAN Policy logs.
Objects: It lists out the working connections for the Address, Services, QoS, Schedule, Application
Software, URL, and Virtual Server logs.

Network Services: It lists out the working connections for the DHCP, DDNS, DNS, WEB/FTP, MSN,
Anti-Virus logs.

Mail Service: It lists out the working connections for the Filter & Log, Anti-virus, Anti-Spam, and
Mail logs.

Content Recorder: It lists out the working connections for the WEB, FTP, MSN, IM, and Mail
contents.

VPN: It lists out the working connections for the VPN Tunnel, PPTP Server, and PPTP Client logs.

O Senien

Figure 10-1. 2 Logs Search
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[P
Logs Search Result

After click on @ #===n you will see logs search result as example below. (Figure10-1.3)

1

1o Search Resat

Time ¢ Aczount P Addeuss o Function Pathy Acon Dasciipon
> - arx r 3

< 5L and a2 {GR Y 1 ¥
0 are 12 168 1831 ¥
) are Q) 180 18 | ¥
1 ¥

| rary SRILRICR 1 wit

1 (A i !

Figure 10-1. 3 Logs Search Result
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Chapter 11 : Status

This function provides current information about the device and the network including addresses for
LAN / WAN, subnet masks, default gateways, etc. as well as current network connection status and
other information. In the Status chapter you can enable the following lists:

e 11-1 Performance

e 11-2 Connection Status

e 11-3 Flow Awalysis
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»11-1 Performance

There are three parts, System Status, Interface Flow, and History Status. Performance section shows
the utilization of CPU Usage, Memory Usage, System Usage, Each interface's on downloads the
current capacity also to be possible to inquire the above information historical current capacity.

P —
System Status

Generally speaking, system status shows graphs of resource usage. It shows last 12 hours machine
status. Select Status > Performance > System Status. There are three graphs, CPU Usage, Memory
Usage, and System Usage. In addition, select System Usage tick box, and click on[£]. You will get
graphs of System Usage.

B CPU Usage : The CPU utilization of the device(Figure 11-1.1)

B Memory Usage : The Memory utilization of the device(Figure 11-1.2)

B System Usage : The System utilization of the device(Figure 11-1.3)
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Figure 11-1. 1 CPU Usage
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Figure 11-1. 2 Memory Usage
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¥ System | L,
- 1 ! "A ]
-
g
PPN T _..~.L_
c- 00 Cr.tu 40 0ED0 0500 0OG
Avragn 022 G Hin 000 Now 008

Figure 11-1. 3 System Usage

[
Interface Flow

Select Status > Performance> Interface Flow. It shows graphs of incoming and outing traffic through

that interface.
B LAN: Last 12 Hours LAN Interface Flow Status (Figure 11-1.4)
B WAN 1: Last 12 Hours WAN1 Interface Flow Status (Figure 11-1.4)
B WAN 2: Last 12 Hours WAN?2 Interface Flow Status (Figure 11-1.4)
B DMZ: Last 12 Hours DMZ Interface Flow Status (Figure 11-1.5)
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Figure 11-1. 4 Last 12 Hours LAN Interface Flow Status
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Figure 11-1. 5 Last 12 Hours WAN Interface Flow Status
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Figure 11-1. 6 Last 12 Hours DMZ Interface Flow Status

[
History Status

Select Status > Performance > History Status. Set information, and click on ' © s*==t_ Then, you will
see Search Result. It shows the history system condition. (Figure 11-1.6)
B Search Object(s): There are CPU, System Load, RAM, LAN, DMZ, WAN 1, and WAN 2.

B Date: Select date ranges.
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Figure 11-1. 7 History Status Result
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»11-2 Connection Status

The Connection Status section records all the connection status of host PCs that have ever
connected to the SG-100N. It shows computer list and connect tract.

-
Computer List

Select Status > Connection Status> Computer List. It shows the current connection status
information. (Figure 11-2.1)

B OS: It shows different OS system what those computers used after you enable "Client OS
Detection", and click on[_Est=h ], You are also able to enter Excluding IP which computer won’t be
detected. (Figure 11-2.2)

Default: disable
Computer Name: The computer’s network identification name.
IP Address; The computer’s IP address
MAC Address: The computer’s network adapter identification number
Interface: You could know where the connecter is from, LAN or BRI.
Status:
1. On-line: &
2. Off-line: 2
B Last Update Time: When did users login

a (year / month / day / hour / minute / seconds)
You are able to click on[ k= | to get the current connection status information.

ey Fatreid Clisnt 05 Dvecnon Excluding (P
05 Voatic Allax ¢ IP Addrans o MM Adswan 8 Intwifoce 3 Sus - Last Updlatn Tine

o
A e

x Dol

Figure 11-2. 1 Computer List
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Figure 11-2. 2 Client OS Detection
Wireless Computer List

@1t's an optional item. If you don’t purchase WiFi on Configuration > Package, you will not see
this. (Figure 11-2.3)

|'% Online: 0 Rl Cliomt 0% Desection Excluding I# A Y 1
0% Seatlc Allm o IP Adaross ¢ MAC Addmes ¢ Intartace o St o Last Updato Time o

X Del

Figure 11-2. 3 Wireless Computer List

Ap Management Computer List

After you “Start” AP Management on 1-10 Configuration > Ap Management > AP Management
Setting, you will see the Ap management computer list here as below. (Figure 11-2.4)

0 Ol e 1 iﬁ:m”n | 1
AF Nias » S50 ¢ I Address o MALC Addiess ¢ Stotes o Last Updiatn Time o

APJ0C APJ 192 14 M S .

% Del

Figure 11-2. 4 Ap Management Computer List

Connection Track

According to the network packet analysis and tracing. It analyzes each of users’ behavior on the
Internet. This function originates the end name to take the classification, demonstrated that record
of the present all user, contains the IP address, Session, Up speed bits, Down speed bits, and Log.
Select Status > Connection Status> Connect Track. It shows the upload and download flow status of

the computer all users at present. (Figure 11-2.5)
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Computer Name: The computer’s network identification name.

IP Address: It shows the computer IP Address.

Session: It shows the current number of sessions connected to the computer.

Up Speed bits: It shows the upstream bandwidth for the computer. Eight bits is a unit of a
bytes/Second. 1024 bytes = 1 KB.

Down Speed bits: It shows the downstream bandwidth for the computer. Eight bits is a unit of a
bytes/Second. 1024 bytes = 1 KB.

ach List This Page | Total Session : S04 14 AL v ugang v 30 Saconds v Ravosr ‘ 1 { = |

tee N 1P Adidress Seeniim - p Speed bine ¢ Down Speed hits ¢

Figure 11-2. 5 Connect Track

Click onlrez |, it shows more detail information. (Figure 11-2.6)

Destination IP search: Type the specific IP address you want to search.

Port: It shows the packets go through source port to destination port.

Up Packets: It shows the upload flows at present.

Down Packets: It shows the download flows at present.

UP bps: The accumulation of upload flow. Eight bits is a unit of a bytes/Second. 1024 bytes = 1
KB.

Down bps: The accumulation of download flow. Eight bits is a unit of a bytes/Second. 1024 bytes
=1 KB.

Figure 11-2. 6 Connection Track Log
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»11-3 Flow Analysis

It shows all main flow of connection. This function not only records the Downstream Flow and Up
Flow, but also provides the IT administrator with detailed statistical reports and charts. In this
section, it shows Top Flow List, Top Flow List by Port, and Top Flow Search.

|
Top N Flow

Select Status > Flow Analysis > Top N Flow. (Figure 11-3.1)
B Flow Direction: There are two selections. Default setting is OutBound.
1. Outgoing
2. Incoming
B Top N Flow: Select how many lists would be shown. Default setting is 10.
W Statistics Period: system will show period auto.
Click on @ === you will see result as below.
B Computer Name: The computer’s network identification name
B |P Address: It shows the computer IP Address.
B MAC Address: The computer’s network adapter identification number
B Up Flow (Kbytes): The accumulation of up flow.
1 bytes = 8 bits kilobytes. 1 kilobytes = 1024 bytes.
B Down Flow (Kbytes): The accumulation of down flow.
1 bytes = 8 bits kilobytes. 1 kilobytes = 1024 bytes.

s N Flow Sesrch

Nu Computee Name P Address MAL Addiess & p Flowikbyles) & Down Flowtkbytos) &

Figure 11-3. 1 Top N Flow
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If you want to know which service port is the IP address connecting to, select the rectangular form.
You will see a figure as below. (Figure 11-3.2)

LR ME 1IN * Type : Outgoing
Service Up Flow|hayten) Periwntage Do Flmavhlrgtes) Persoetage Fiwcord
m4 (ko
|5
ot Loa
hta
ey
Figure 11-3. 2 Top N Flow Detail
Click onlL:e | to see a figure as below. (Figure 11-3.3)
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Figure 11-3. 3 Top N Flow Log
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e
Top N Port Flow

Select Status > Flow Analysis > Top N Port Flow. (Figure 11-3.4)
B Flow Direction: There are two selections. Default setting is OutBound.
1. Outgoing
2. Incomingd
B Top N Flow: Select how many lists would be shown. Default setting is 10.
B Statistics Period: system will show period auto.
Click on @ === you will see result as below.
B Destination Port: It shows what specific port is IP used.
B Up Flow (Kbytes): The accumulation of up flow.
1 bytes = 8 bits kilobytes. 1 kilobytes = 1024 bytes.
B Down Flow (Kbytes): The accumulation of down flow.
1 bytes = 8 bits kilobytes. 1 kilobytes = 1024 bytes.

Oulgorg *

L Destlnason P Ug Flow s Down Fluw ¢

Figure 11-3. 4 Top N Port Flow

e
Top N Search

0

Select Status > Flow Analysis > Top N Search. (Figure 11-3.5)
B Date: Select date range.
B Flow Direction: There are two selections. Default setting is OutBound.
1. Outgoing
2. Incoming
B Connection: Select the computer IP Address.

B Top Flow Search: Select how many lists would be shown. Default setting is 10.

Click on @ ===t you will see search result as below.
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t Search Top N Flow
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Figure 11-3. 5 Top Flow Search

If you would like to know which service is the IP address connects to, select the rectangular from.

You will see a figure as below. (Figure 11-3.6)

LI 192168 163,159 “ Type : Owngoing

Sorvcn Up Diowialiytes) Partmmage o £ o betry bovs | Percemtage Recont
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Figure 11-3. 6 Top N Search Detail
You are able to click onlt:z | to see more detailed. (Figure 11-3.7)
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Figure 11-3. 7 logs
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Search Quota History

If you have ever set up Quota on Policy, you are able to search history log here. (Figure 11-3.8) (Figure
11-3.9)
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Figure 11-3. 9 Search Quota History
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