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Stability

* Linux-based system
* Fully web-managed
« No OS installation required

Basic Settings

Multi-Domain
Shared Signature
IPv4/IPv6 Dual-Stack System
Large File Hyperlink
Queue Management
Service Status
Firmware Update Checks
Testing Tools

Threat Intelligence Dashboard

Flexibility Application Fields

+ Unlimited storage & accounts « Governments
+ Flexible hardware options + Schools
+ Medium-to-large enterprises

A single mail server can establish multiple independent email systems for different
domains simultaneously.

Different domains can use different shared signatures, providing flexible design
options.

Built-in IPv4/IPv6 DNS server offers full functionality—no separate DNS server
needed.

When an attachment size exceeds the system limit, it is automatically converted into
a download link for the recipient.

Allows viewing all emails awaiting dispatch and emails that have been sent but
remain on the server for certain reasons.

Shows the status of all services (ports, SMTP(S), POP3(S), IMAP(S), DNS, Cloud HDD,
Push Mail, etc.).

Automatically checks and downloads the latest firmware and allows scheduling
regular updates.

Provides Ping test, service checks, email sending tests, DNS lookup, and Traceroute.

Visualizes threat data with real-time monitoring, audit stats, user behavior analysis,
blocking logs, authentication info, and reports.
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ClamAV & ShareTech Engine

Traffic Abnormal Detection

URL Filtering

System/Personal
Black/Whitelist

Greylisting

IP Address PTR Check

Password-Guessing Defense

Encrypted connection

Multiple spam detection
mechanisms

(Al) Sandstorm

Al Spam

Email Content Filtering

Inbound/Outbound Auditing

Personal Data Filtering

N\
ShareTech ShareTech Information Co., LTD.

Regularly updates ClamAV to detect millions of viruses, worms, Trojans, etc.; optional
ShareTech engine enhances mail security.

Senders exceeding the alert threshold will be blocked.

The built-in URL database filters harmful categories like violence, backdoors,
gambling, adult sites, and pharmaceuticals to identify illegal links.

Allows admins and users customize filtering, with additional handling for blacklisted
mail.

Quarantines first-time senders to reduce phishing risks.

Checks whether the sender IP has a reverse DNS record and handles unverified
emails based on system rules.

When brute-force or dictionary attacks are detected, the mail server automatically
blocks the login attempts.

Uses HTTPS/SSL for secure browser-based management to prevent email
interception.

Includes IP reputation, Bayesian filtering, spam signature checks, fingerprint
recognition, etc.

Sandstorm etects unknown malicious attachments, quarantines infected emails, and
sends alerts. Al Sandstorm matches emails against the most active threats, ensuring
more up-to-date detection.

Uses ShareTech’s Chinese segmentation and behavior analysis to reduce phishing
risks; accuracy up to 99.5%.

Uses Al to analyze email content and sending behavior to reduce phishing risks;
accuracy up to 99.5%.

Filters emails by sender, recipient, subject, content, size, attachments, and headers.
Supports handling actions such as quarantine, deletion, IP blocking, notifications, and
CC forwarding.

Blocks sending/receiving for designated accounts; regulated accounts may only
communicate with approved domains.

Audits emails containing sensitive data such as ID numbers, credit card numbers,
phone numbers, and birthdates.
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Stores all inbound and outbound emails with an easy-to-use search interface for

Mail Records . . .
quick admin queries.

Graphical report interface, allowing administrators to select styles. Report categories

Diverse Reports . . . . o . .
include mail volume rankings, mail type distribution, spam sources, audit actions, etc.

Offers detailed logs of mail activity, including audits, blocks, logins, etc. with full-text

Mail Logs
search support.

Supports Samba, FTP, and USB backups. Email backups can be synced or scheduled;
system backups support compressed or differential modes.

Account & Permission Management

Supports manual creation, auto-transfer, batch import, serial generation, AD
integration, and LDAP authentication.

Backup Methods

Account Creation Modes

Group/Department Account Create group accounts so all members receive emails that are sent to the group.

Assign customizable admin roles to enable layered authorization and reduce

Permission Management : . .
9 confidential data risks.

Provides shared storage with permission settings, download logs, and link sharing

Cloud HDD .
for large files.
Auto Forwarding Forwards emails to a designated mailbox, ideal during leave or business travel.
Delayed Sending Delay allows canceling an email within a set time.
Email Recall Recall retrieves mistakenly sent emails.
Web-based calendar with day/week/month views, event invitations, and group
Calendar .
scheduling.
Mail Filtering Organizes emails by sender, recipient, CC, subject, and more into designated folders.

Two-step Verification (Email)
Identity Verification One-Time Password (Google Authenticator)
Biometric Login
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System Requirements

Deployment Requirements

* This system should be deployed on a virtual machine (VM).

Hardware Recommended Requirements

« CPU must be 64-bit, at least Intel Core i3 or higher.

« Memory: at least 8GB (the larger, the better); 32GB for 1,000+ users.
+ Hard Drive: at least 64GB (basic system installation requirement).

+ Supports Intel NICs; consult the vendor for other brands.

User-side Recommended Requirements

+ Browser: Chrome 84 / Firefox 103 / Edge 81 or higher versions recommended.

Environmental Requirements

* Fixed-IP ADSL or PPPoE line; dynamic IPs are not recommended.
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