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English QIG (Quick Install Guide)

I. Hardware Installation
1. Appearance

Front panel

= atiGuarar W §iTi 1

Rear panel

Interfaces

1.
. Power Button
. USB ports
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Power Connection

. Console Port

. LAN port

. Port 2 (Custom port)
. Port 3 (Custom port)
. Port 4 (Custom port)
. RESET

10.Antennas
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ute

100-240V AC, 50-60Hz adapter

In red color when power off; in blue color when power on.

USB 2.0 performs an instant recovery using USB sticks during system
suspend. Wireless 3G, 4G/LTE are supported to offer uninterrupted
WAN connectivity.

For inspecting settings remotely.

Gigabit Ethernet LAN port that connects to the intranet

Gigabit Ethernet WAN/LAN-PHY Flexible Interface

Gigabit Ethernet WAN/LAN-PHY Flexible Interface

Gigabit Ethernet WAN/LAN-PHY Flexible Interface

Using a pointed object, press the button on the steadily for 15
seconds and then release it.

A dual-band dipole antenna for the 2.4 GHz and 5 GHz bands.



2. Deployment
1. Please make sure you fasten two wireless ISP radio antennas to HiGuard W.
2. Connect one end of the RJ45 Ethernet Cable to the LAN port on the back panel of
HiGuard W and the other end to a laptop/computer.
3. Configure a LAN with DHCP and you will obtain 192.168.1.x/24(IP segment)
automatically.
4. After getting the IR ping 192.168.1.1 to ensure network connection.

= abiGuaraW 7T
nternet Protocol P/IP) Properties mm HGuard i

General

You can get IP settings assigned automatically f your network supports
this capability. Ctherwise. you need to ask your network administrator for
the appropriate IP seftings.

I (=) Obtain an IP addr_ess automatically I
() Use the following IP address:

)
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|P address: . B

Subnet mask:

D S http://192.168.1.1/24
Account/Password: admin/admin

() Use the following DNS server addresses:

Prefemed DNS server. 8.8 .8 .8
Attemate DNS server: g .8 . 4 4

C:“Documents and Settingsz“Administrator>ping 192.168.1.1
Pinging 192.168.1.1 with 32 hytes of data:
from 1922.168.1.1: bhytes=32 time<{1Bmns

from 192.168.1.1: hytes time<1Bms
from 192.168.1.1: hytes time<1Bms

from 1922 _168.1.1: hytesz=32 time<1Bms

Ping statistics for 192.168.1.1:
Packets: Sent = 4. Received = 4, Lost = 8 (Bx
Approximate round trip times in milli-seconds:
Minimum = Bms,. Maximum = ®ms, Average = @mns

C:“Documents and Settings“Administrator>




Il. System Setting

Easy system configuration steps

° https://192.168.1.1
> Acct./PW :admin / admin
> Select a preferred language

> Setup LAN
> Setup WAN

- Setup WiFi

> URL Blacklist

> Security Setting

= Mail Management



STEP 1. Start Browser (Chrome)

1.1 Open the web browser and enter hitps://192.168.1.1 in the address bar.

[ https://192.168.1.1 x
&€ & C )| AF=2 | burs/192.168.1.1

1.2 Enter login Account / Password
Chrome will pop up for authentication, please enter admin (account)
/admin (password) to log in. And select a preferred language for inter
faces, currently available in English/ Traditional Chinese / Simplified
Chinese.
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1.3 Login completed. The wizard will automatically pop up to guide you
through the configuration.

NOTE: A step-by-step wizard will wipe all your data and settings before
saving new settings.

Do pot show Mis diakog pext bme

STEP2. Setup Wizard

2.1 Setup LAN

Notice!

After the wizard settings are saved, the system will reboot.

It will reset default, and then the items of wizard will be set up.

Please enter your IP address and Subnet mask .

STEP 1 - Network Interface LAN
1 3
LAN WAN

UFL Btachklints Becurity Setings

Mail Mavagoement
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Setup Complotad

LaN

Enable

Hame

P agaress

Subnet mask

THOP Server

Server 1P Start Address

Sarver IF End Acdress

Default Gateway

DNS 1

192168 11
2552552550
192168.1.2

1921681 100

19216811

1683511 BNS2 | MEsEs1Ed




2.2 Setup WAN

Administrators can click on the drop-down arrow to select preferred connection
methods. One WAN port must be enabled to proceed.

STATIC: IP address, subnet mask, and default gateway are required to configure
WAN setting. The default gateway is 255.255.255.0

DHCP: A connection method that IP address is assigned by a router/switch in
the perimeter. IP address, subnet mask, and default gateway are not
required.

PPPOE: DSL providers typically use this option. Please enter the account and
password provided by your ISP to gain access to the Internet. If your ISP
provides you a set IP address, you are able to select STATIC.

STEP 2 - Notwork inferface WAN
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Delsutigaseway | 15018016601
Dtecs Safarm s3ving

Management

e -1 1

2.3 Setup WiFi

Select Country, Frequency Band and Network mode. Type in a network name

in SSID and determine it to be hidden or not. Choose security type and enter
password.

STEF ) - Network Inarface WiFl
1 2
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2.4 Setup URL Blacklists
URL Blacklist is switched off by default. Administrators can enable the function,
select match level, enter blacklisted URL or IR or select default categories.

STEF 4 - Url blacklists

4 — L —— . —

URL Btwckiists Securily Settings Modl Manogoment Sutup Completed
+ Setting
Match Mode (@) Exaet Fuzzy

URL Blackiist ‘

IPvd P Blacklist ‘

DefaultList | aggressae ~ Audio-video ~ Diugs
‘Garmbling Hackng Pom
Proxy Redrecior Spyware
Suspect Warez

=l -1

2.5 Setup Security Settings
Security settings are switched on by default. Administrators can select actions
taken on detected anomalies.

STEP 5 - Security settings

1 2 3 4 5 —— A — T

LAN WaAN LR Blwchbinis Secunity Sattings Wil Mg Sarruip Crmgheimdl

2 Firowall Protection

Firdwill protection m
+ Anomaly Detection
Anamaly Detection B Log B2 reotiry Blck
sMTR ascnuntEExETiple Com | | P m
Ma seveer | Authentication | &FF | TLs  oFF
Recipient |

-
Blocking actions - 1o miriteds)

& Intranet Pratsction

Collision detection : MAC

Biock
Collizion detection : 1P “:l
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2.6 Setup Mail Management
Filtering log and anti-virus are switched on by default. Administrators can
choose manually to switch off if it is not required.

STEP 6 - Email management

1 2 3 5 § —
LAN WNH Socarity Suttngs Mail Mamagomi Sty Coamphisid

+ Filter Log

= AntiWirs

Antvinus

= [ I

2.7 Setup Completed
To save your configuration settings, click the Save button in the lower right
corner. Please wait for the Setup Wizard to finish. This could take up to 120
seconds.

STEP 7 - Setup Completed

1 2 3 4 5 6 7

LAN UIRE Machiksts Sucurily Suttings Mail Mmoot Satup Complatud

= Lbst
LAN Enable : STATIC P : 182.963.1,7 / 286,265 2650
WANT Enable : STATIC P : 192.168.185.05 | 258.265.255.0 Default gateway : 182,168,185
WANZ Enable : PPPOE  Account : T8138012@hinet.net
WIFi  Enshle:ON SSID : HiguardW_$8ID1  Bridge - LAN
Uri blackiists  DFF
Sseurity seftings  Firewail Pratection : ON
Anomaly Detection :Log ON Notfy OFF Block OFF
intranet Frotection : Collision detection : IF ON  Colbsion detection : MAC ON

Emall management Fiter Log ON Ant-Virus ON

Do nit show this dlalog nest time Cancsl | n
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1EREREE 100-240V AC, 50-60Hz %225 -
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2. IERSEERE
L i SRk HiGuard W - BRRBEIRENRZRE L -
2. (8 R4S W4T - 1S B BALE R HiGuard WHILAN #BB515 I -
3. BIKE B RE AL DHCP 830 - BNT] HEIENIS 192.168.1.x/24 F4BER IP -
4.IPESH - HEREEME L Ping 192.168.1.1 -

FEREERBES 4 /5 (TCP/IPv4) - RE X

B — 0 e
O ER 5T IP {I3HL(S):

] hitp://192.168.1.1/24
] MR ER/2345: admin/admin

O E#ES DNS FREUHE)
@ ERT587 DNS ERREIH(E):

5/ DNS EEEEF): 168 . 95 1 1
=it DNS FHEER) 8 8 .8 .8 a
O#=rERRE0 EE()

C:“Documents and Settings“Administrator>ping 192.168.1.1
Pinging 1922.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time<{lBms
Reply from 192.168.1.1: time<1Bmns

Reply from 192.168.1.1: bytes=32 time<l1Bms
Reply from 192.168.1.1: bytes=32 time{lBms

Ping statistics for 192.168.1.1:
Packets: Sent = 4. Received = 4, Lost = 8 (Bxz
Approximate round trip times in milli—seconds:
Minimum = Bms, Maximum = Bms,. Average = Bms

C:“Documents and Settings“Administrator>
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STEP 1. BARLEIE 22 (Chrome)
1.1 @A RIRE AU
$TBAChrome #IE 2% - R4AiLE A https://192.168.1.1

.D https://192.168.1.1 *x
€ & C Y| AF=2 | baps/192.168.1.1

1.2 BAE AR/ B
TEEHMChrome R BB RE A admin (1E5%) / admin (&) &
RO TRMBEAL - WEENHERESR - HAISIERRE - BREPX - &
DX =TEEE -
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13 BEAEEENEE  REPFHMZERE  SIEEEETHRERE

AEIRZEBEGLERENER - BRETMRE -

R
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2.1 LAN :&E
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STEP 1 - BT iina o LAN
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LAK WAN Wili UHL Slagkiivts Socurity Setlings Mud Managemunt Setup Compintsid

BR  STATC

1P s 10245511
AT 2552552550
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RS P i 18216512

RS P Rl 152.158.1.190

TR R 25 12388 1.1

DNS 1 168,95 1.1 ONS 2 168951521




2.2 WAN & 7E
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2.3 WiFizgE
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24 URL BEERTE
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STEP 4 - URL MEHESE
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2.5 MiERE
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STEP 5 - Blisgie
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2.6 MHEERE
FaReFR - BB OIKRFERKEEZEZS SR -

STEP 6 - BH-HH
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2.7 RESTH

EEBARESE  HEREFRR MaFE - BSHERL1200 - ZEBER
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STEP 7 - st

1 4 5 6
LAN i UIRL Hacklists Sortirity Setings Mail Managummni Satup Comgpleted

LAN  @f:STATIC |P:182.168.1.1/266.256.265.0
WANT Ejf 0 STATIC 1P :182.18B.186.99 | 255.265.255.0 WM R © 192.168.186.1
WANZ  EHOFF
WIFI R ON SSID :HiguardW SSID1 Eridge: LAN
URL e F@e  OFF
TS E  BECRNEE C ON
EIPSHT  iLdk ON ¥iWi OFF Wi OFF
PRI - R P ON REREETE  MAC ON
HEEHE  BSAETRENE ON BEE® oM

[« R =T mE -




