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Syslog Forwarding for Secure Storage and
Easy Auditing

Why Logs Matter

Beyond regular system backups, dont forget log files. Logs help detect issues and provide evidence for audits

and incident investigations. Regulations on email retention periods vary across countries, ideally backed up on
separate systems.
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Local Log Retention on Mail Server (MS Series) and Mail Archive (MA Series)

Servers generate a large amount of logs every day, including mail logs, SMTP logs, POP3 logs, audit logs,
personal info logs, SMTP Auth. Fail Log, and more.
MS Series and MA Series have different default retention settings for each log type.

A MS Series Log Period Setting
Mail Log > Log Period Setting > Data Keep In System HDD

A MA Series Log Life Cycle
Device Setting > Mail Handle > Log Life Cycle
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Support for Syslog Forwarding
ShareTech devices support the standard Syslog protocol, allowing logs to be forwarded to a central platform.

+ Keep local logs for quick checks.
+ Forward historical logs to NAS or SIEM for long-term storage, audits, and forensics.

If you need detailed CEF documentation, please contact us.

A MS Series Remote Recording Server Setting

System Management > Remote Recording Server

A MA Series Remote Recording Server Setting

Device Setting > Remote Recording Server

A Syslog Server
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Enhancing Security

For enterprises that deploy a SIEM system, logs can trigger alerts via event correlation, behavior analysis, and
anomaly detection—boosting visibility and response efficiency.

Alternatively, open-source tools like Wazuh, Graylog, or LibreNMS can be used to build enterprise monitoring
platforms.

Mail Archive
Di - G am

Desktop

Mail Server

-[;]— - - o
Lapto
& =

L,

Cloud Inst >
ou nstance E g:: — ,g;;.==:T=M —
—— &=L

Virtual Machine Log Server/SIEM

i= |

Printer




