—~\
ShareTech

a4 /AsT 04-2705-0888
BPmATERERK _EK256865%3F-6
&aita 2”8 02-2501-1185

aitm P ILIERTE129556F-2

SES AT 07-229-8788
SEm A EERE —H2515%8F-6
RIMEHLKR 0800-666-188

B #815 | www.sharetech.com.tw
$HE %58 | sales@sharetech.com.tw
K ifi2 1% | help@sharetech.com.tw
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STEP1 - Configuring NU-850C Network

Settings
1. #EShRA : 9.0.1.2

2. Network > Zone Setting - #1& zonel

I tebwork = Zone Setting

+ Zomo 3tnte Diagram

E
* Tome List : | Click save after completing setting. |
fome Hama
zonal v
2ooel Zone 1

EmE
2

52.175.36.231

10.10.0.0/24

10.10.0.4

g* N =0 |



NN

S

/S \I/\EIMA

3. Network > Interface - &€ zoneO IP + IR EAER 192.168.189.126/24 -
(EE:192.168.189.126 T ILEREIR IP)

| Network = Inerface TN ady
Enabls STANG
MAC address. 00:60;00:69:9:23 MY 1500 | 1400 - 1500 )
& Vislt Control
& Fewall Protection
[FER
& P Address e (@ @ E s
Jaxs | . o Pefesit getewmy, M I o EELL Deth
dafamit 142,168 189126 255.265.255.0 - o 7
H | 142 168.14.126 | 256 255.265.0° | | o I 78

4. Network > PPPoE - &/ PPPoE EX3 Public IP - #iZ—{& PPPoE /T HE zonel £ - WEHI IP :
125.224.247.19 °

|| rovesork > PPPOE I‘é

¥ PPPoE List
) [ Homma] Inbwiocs Hama | Ensile | Mimfoce ] Acsoust . [Vl [PIMASK, | Remote addsees | Connest Staty | Coanort rus |, Copmiefiden) | Datocton | 150
B | pepos PRpLO0T ¥ zonel | TS13M012Ghinetnet | ) | 125204 247 1032 | 1689598254 2 000738 B/ BK [rrra e

5. Network > Route > Designated Gateway - 71§ PPPoE 7%t 4R B -

| Network > Route ETIEH

Static Routing Designated Gateway Designated Gateway Group | Default Ga teway Dynamic routing

+ Edit a designated gateway :
| Name pppoe

Dst IP . { Example : 192.168.1.1 or 192.168.1.0/24 )
Gateway 168.95.98.254 ( Example - 192.168.1.1)

Interface e WDEI. (pppoe}_-

Line Detection Way ICMP

Detected IP Address 8.8.8.8 { Detected IP will be filled in with Gateway )
Detection Frequency 1 Sec (1-999)

Timeout 500 ms
. Enable Spare Gateway F

| & Edit

6. Network > Route > Default Gateway - & PPPoE &% Default Gateway °

| Heowork > Route [ITEH

*  Edit Dafault Gateway :

Defaukt Getway | =i
Intedace PPp0OL {pppoe) =
:"’"""'“" ® Ao © Defne

ESave




e

7. Policy > Security Policy -

[ Policy > Security Policy [EIEEN

18— Policy - 70FF zone0 J& MNHYELR BB PPPoE 2 AMNEPAIEK -

» Basic Setting
Policy Mame

Source Interface g
Assign Gateway

Network Address Translation

zoned (zonel) *

Pppoe ¥

AT -

Assign Gateway @ NAT IP 125 224 247 19

Protocel AL ~

Source g Any * Changa To Define

Destination g Any = Change To Define

SRC Senvice Group User Defined v Port

DEST Senace Group User Defined + Por

Action Permit =

* Policy

*+ Firewall Protection

| Fulicy » Security Policy -
@ [Rofiesh | [Doleteolindes| | Zerocouster| Show Source interface: A3 - M EED R
beo. Palicy Name: Source intorface. Serdces Source Dostinaticn Src Pont Des Port Action OndOIf MAT Falicy Edit { Dm Seacistics(Packets/Bytes)
i- zonedl Il | Aoy Amy % | b SRC @ /8 oro
+4dd

STEP2 - Configuring the Microsoft Azure Virtual Network

1. #17—E%H Resource Group - ResourceGroupl

urce group

* Resource group name

| ResourceGroup1

* Subscription

. Microsoft Partner Network

* Resource group location

East Asia



2. FTIE Virtual Network - #8743 vnet-1 - Address Space % 10.10.0.0/16 - B EH Subnet - ZE 5
subnetl - Range %3 10.10.0.0/24 - Resource Group %Il EHY ResourceGroupl - W NE PR -

Create virtual network O X

* Name

[ vnet-1 v

* Address space @

| 101000116 v
10.10.0.0 - 10.10.255.255 (65536 addresses)

* Subnet name

I subnetl v

* Subnet address range @

| 10.10.0.0/24 v
10.10.0.0 - 10.10.0.255 (256 addresses)

* Subscription

Microsoft Partner Network ~

* Resource group @
) Create new (@ Use existing

ResourceGroup1 v
* Location
East Asia v

3. ¥71% vnet-1 Y Gateway Subnet - GJ7E All Resourcesi® - %l vnet-1 - FHEEHEZR vnet-1 FRESH - BHE
Subnets - 12 Gateway Subnet -

Ovenview

AN “~  ADDRESS RAMGE “  AMAILABLE ADDRESSES
B Actvityleg

subnet] 100024 kil
s Access control (LAM)

& Togs

SETTINGS
Address space

- Connected devees 2

== ]

B DNS servers

Peesings

4. Gateway Subnet 9 Range 7 10.10.254.0/29 -

* Name

* Address range (CIDR block) @
10.10.254.0/29 >
10.10.254.0 - 10.10.254.7 (8 addresses)

Route table 3
None




5. #7118 Virtual Network Gateway ° 52 E#1 F& - B vnet-1-gw - VPN type % Policy-based - Virtual
Network ERBIMIZZER vnet-1 - HEFERLE Public IP Address AN —FTHIRTE -

Create virtual network gate... O X

* Name

| vnet-1-gw v

Gateway type @
ExpressRoute
VPN type ®

| |
S|

*SKue

Basic v I

* Virtual network ®

vnet-1

* Public IP address @
Choose a public IP address

* Subscription

Microsoft Partner Network v

Resource group @

ResourceGroup1

* Location @ o

Pin to dashboard

Automation options

Provisioning a virtual network gateway may take
up to 45 minutes.

A No public IP addresses found in the selected subscription and location 'Eact Asia’.

ﬂ Create new ]

No results



7. RETHE - AHNE - LT Create - FIEX 30 7 ¢

Create virtual network gate... O X

Name

| vnet-1-gw v,

Gateway type @
VPN | ExpressRoute

VPN type ®

¢ *SKUe

Basic v |

* Virtual network ®

* Public IP address @

(new) vnet-1-gw

* Subscription

Microsoft Partner Network nd

Resource group @

ResourceGroup1

* Location @

East Asia v | =

Pin to dashboard

Automation options

Provisioning a virtual network gateway may take
up to 45 minutes.

8. B3ZE T AL - ] LS Zl Public IP: 52.175.36.231 °

[[2 Teearch (et | > Move [ Delete
= Ezsentials -~
£l Overview
Resounie group jchangs) SKu
H Activity lag ResourceGroup Basic
Location Gabeway type
.;.'; Acoess control (TAM) East Asia VBN
SupsErgtion (changs) VPN type
& Togs Microsoft Partner Metwork Policy
Subscription 10 Wirtual neteark
3 Disgnose snd solve problems 645031 e-49c5-4a0d-87b9-443T8TbbT1e5 net-1
Fublic IP address
SL1T5.36.231 (vmet-1-gw)
SETTINGS

& Configuration



ResourceGroupl -

9. #7112 Local Network Gateway ° 784 OnpremNetworkl - IP Address % NU-850C Y Public IP
125.224.247.19 - Address Space 7 NU-850C zoneO FRI#AIEL 192.168.189.0/24 - Resource Group %

Create local network gateway B X

* Name

| OnpremNetwork1 v

* |P address @
[ 125.224.247.19 v

Address space @

|i | 192.168.189.0/24| v

Add additional address range
* Subscription
Microsoft Partner Network o

* Resource group @
") Create new @ Use existing

ResourceGroup1 W
* Location
East Asia b

10. 7£ All Resources #, % OnpremNetworkl - #1# Connections - #71Z — Connection °

4¢) OnpremNetwork1 - Connections

0 Search (Ctri+/) = Add 3
_ | bearfh connections
&9 Overview
NAME ~ STATUS
B Activity log
No results

;ﬁ Access control (IAM)

& Tags

SETTINGS
& Configuration
Connections 2

Properties




11. IEER B TE A vnet-1-onprem-Conn - Virtual Network Gateway 2 f|F& EfY vnet-1-gw - Local Network
Gateway % OnpremNetworkl - PSK 2Z#17 VPN Tunnel PRfEFZI#Y Preshare Key -

(5<) Add connection

* Name
| vnet-1-onprem-Conn \/|
Connection type @
Site-to-site (IPsec) v |
| | * Virtual network gateway @ 5
vnet-1-gw
* Local network gateway @ a
OnpremNetwork1
* Shared key (PSK) @
| 123456abc v/
Subscription ®
|"| osoft Partner Netwo v|
Resource group @
ResourceGroup1 =
Location @
East Asia v |

12. & 7HlE VPN 28 EEEE - #Fi2—1E Virtual Machine » W% 2L Ubuntu Server 14.04 LTS « &8 -
Virtual Network #1£ vnet-1 - Subnet 1% subnetl °

Create virtual machine

* Name

1 Basics > I o =

Configure basic settings

VM disk type @
[ HoD v

fashime ses * User name

I jamie v

3 sHting . * Authentication type
Configure optional features SSH public key-

* Password

4 Ub 14,04 LTS 2 [[eececcacccas v

* Confirm password

m

I ssssssssensee v

Subscription

Microsoft Partner Network v

* Resource group @
7 Create new @ Use existing

ResourceGroup1 v
Location
East Asia v L



Create virtual machine

1 Basics v,

1
2 Size 5 0.75
Choose virtual machane size

Create virtual machine

Core

GB
1
Data dinks

500
May 1095

Load balancing

4,109.03

46169

1 Core

1.75 a8
- 2
— Data disks

2x500
Max BOFS

8,633.59

&% Load balancing

1,385.07

Settings

18,14439 -

Cores

GB

4

Data ditks
4x500
Max 10PS

Load balancing

1 Basics

Done

2 Size

Done

3 Settings

Configure optional features

Storage

Use managed disks @

Network

* Virtual network @

vnet-1

* Subnet @

subnet1 (10.10.0.0/24)

* Public IP address @

(new) vm-ip

L]

* Network secunty group (firewall) @ >

(new) vm-nsg

Extensions

Extensions @
No extensions

High availability

* Availability set @

) PR



Create virtual machine

Summary

Basics

Settings
Daone

Summary
Ubuntu Server 14.04 LTS

13.
i

© vaidation passed

Basics

Subscription
Resource group
Location

Sattings

Computer name

Diigk type

User narme

Size

Managed

b Virtual netwaork

Subnet

Public IP address

Network security group (firewall)
Availability set

Guest 0% diagnostics

Boot diagnostics
Diagnostics storage account

Microsoft Partner Network
ResourceGroupl
East Asia

vim
HDD

jamie

Standard Al

Yes

wnet-1

subnet1 (10.70,010,/24)

(new) vmi-ip

(new) vm-nsg

None

Disabled

Enabled

(new) resourcegroup1diag368

ZHETEHE - ILIEZRILE vm #2928 F IP 10.10.0.4 ©
o

1 Search f[Ctd+)

Overview
H Actvitylog
s Access control (IAM)

& Tog

SETTINGS.

B 1P configurations

= Move [ Delsts

Essentials -~

Refautes Ghroup ferangs)
ResourceGroup1

Location

East Asia

Subscription name (change)
Microsoft Partner Network
Subrscription ID

64503c1e-49c5-4a0d-87b9-443T78Tbb T 15

a4
10.1000.4

Wirtual metwon/subnet
wnit-1/5ubnet

Pubic I address
2395118120 (ipconfig1)
Hetwork security group
NmI-NSg

Astached to

wm

STEP3 - Configuring the NU-850C IPSec Tunnel
1. VPN > IPSec Tunnel > Add

» IPSec Tumnel

-

& |PSec Tunnel snd Stabus :
Tunnel Hame | Local IP Addross &

2. ARRRE
2.1 ‘ZJ% Enable

Laocal interfaca | Local Subnet &

Status: Remoto IP &

2.2 B A Tunnel Name - Azure_PolicyBased_VPN

2.3 B A Local IP Address - PPPOE IP 125.224.247.19

Romote Subnet 3

tin
phase 1 phase 2| Operation time | Enable Switch Edit/ Dol Log

2.4 B A Azure B9 Public IP 52.175.36.231 (STEP 2 - 55 8 &)
2.5 #j A Local Subnet 192.168.189.0/24

2.6 @ A Remote Subnet 10.10.0.0/24 (STEP 2

§ VPN = IP5ec Tunnel

i T—

552 B)

& Add New Connection :

Enable
Tunnel Hame
Local IP Address

Remecte IP

Cd

Azure_PolicyBased VPN

L 1 125.224.247.19 |

@ IP Address or Domair] 52.175.36.231

st

Local Subnet

Remote Subnet

192.168.189.0 255:255.255.0 (f24) =

10.10.0.0 255.255.255.0 (f24) =

10

Dynamic IP Address



2.7 IKE E#E v1
N 2.8 Connection Type ZJ# Main
2.9 Preshare Key & A7E Azure F2EHJ PSK - 123456abc (STEP 2 - 5 11 £h)
2.10 ISAKMP #£1Z aes / shal / DH Group 2
2.11 Local ID - Remote ID &% IP Address
RE 2.12 IKE SA Lifetime & 8HR
2.13 IPSec ##F aes / shal

2.14 PFS %A No
- 2.15 IPSec SA Lifetime & 1HR
@6
S

Redundant Setting
Enable Redundant [l

IKE Setting (Phase1)
IKE @yv1| ©v2

Connection Type @ Main © Aggressive

Preshare Key |123456abc |

ISAKMP aes ~ shal ~ DHGroup 2 ~ [ Auto Matching

Local ID ® IP Address © Domain Name |@ I

Remote ID @ |P Address_© Domain Name |@ |

IKE SA Lifetime 8 = Hours)

IPSec Setting (Phase 2)

IPSec aes v shal v [£] Auto Matching
Perfect Forward Secrecy (PFS) ® No © Yes
IPSec SA Lifetime 1~ Hours)

Dead Peer Detection hold ~ Delay 10 Seconds Time out 60 Seconds
[Z] Drop SMB Protocol

Azuts_PolicyBased VPN 125234 4T 18 Prpdl0T | 192158 1BB O Eszm.:&m 0100024 ::1 x1 woew | p | - | 2B

*add

4. Policy > IPSec Policy - #71& IPSec Policy °

I Policy > IPSec Policy o=

1 L | I A Bietde il | il 1

* Add

3. BETAA Tunnel 2177 - MM FNEFAR -
I VPN = IPSec Tennel EITTH )
v IPSec Tunnal and Status 11 [ 4 e

11



O

5. DFFELRE Azure Virtual Network - Path %1 ‘To IPSec’ - Destination OJ#31E ‘IPSec Any’ 3&

Azure_PolicyBased_ VPN (10.10.0.0/24) -

| Policy > IPSec Policy EIIEH

*/ Basic Setting :
Palicy Name
Protocol ALL -
Path To IPSec ~
Source Any ~ Change To Define
Destination PSec Any » Change To Define
Semice Port or Group User Defined + Port
Action Permit +
* Policy :
Schedule None
QoS None -
+ Add
6. FIBEWH
i Policy > IPSec Policy | [IE =
11
ho. Podicy Mame Services Path Source Dostination Port  Action O oY Podicy Edit | Ded Statistics{FackotBytes]
i- Az P E13 To IPSac A PSec Amy - ™ ."hhﬁ .
+ hdd
STEP 4 - Test

1. %38 zoneO E T PC 192.168.189.14 (Gateway 192.168.189.126) - #XF3 VPN 3% 10.10.0.4:22
(STEP 2 5 12 FHF15 13 BEFTIERY Virtual Machine) ©

-

HRATERAEES NIET A T HENE AT ST R B ]

FIELWEE P (dk(N) Port
10.10.0.4 v 22

Telnet (BBS) @ 55H

{E R i
VIgEFI(M) [CIPuTTYESA, English UI |':dbchb iccdd13
PieTTY

PieTTY v0.3.27 (formerly 'pputty’) by
Hung-Te Lin <prip@csie.org>

ETCONECCH

12



2. Ol I - RN Tunnel IEEEE -

O

o Ubnuntt

LTS (GNU/Li
ntation: https://help.ubuntu.con/
information ag of Fri

105
29.50GE 0

[ [0
ethO: 10.10.0.4

=d until April 2019,

3. Policy > IPSec Policy - #i# Statistics - OB B0 -

P Sec Policy

Mo, Policy Hame Services Path Source Destination Porl  Action [ e Podicy Edit § Del Statistics{acketsByie)
@ Mozills Feefox =00 gd:d-g_‘
0] 192 168 189 126 - k/-’r,
Tracir 30 Seconds ~  Rafash ir2 -3 1 Page * ey pag 24 we (RN :
u

Tima SRC IP D57 P Protocol Packel Sire SRC Port D5ET Pant

4. 8% All Resource #= vnet-1-onprem-Conn - EFEAREE -

vnet-1-onprem-Conn

= Move [ Delete

Overview

W Activity log

s Aceess control (JAM)

13



