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STEP1 - Configuring NU-850C Network
Settings
1. FESARA 1 9.0.1.2

i , M qm
Ah@AS  04-2705-0888 2. Network > Zone Setting - #71& zonel

armATEAEE _K256565%3F6 i Notwork > Zone Senieg L
&34 A8  02-2501-1185
BiEmPUERATIK1295%6F-2 & Zowe Stake Dldyrem
BIBAATE  07-229-8788 @@ -
ST R R — 25195 8F-6 fg';mf:, = E
RIMEHLKR 0800-666-188 L Q;L —IL = .
B #815 | www.sharetech.com.tw . : .
+ Lome List: | Click save after completing seting. |
$HE %58 | sales@sharetech.com.tw Lome Nama Color Port
K ifi2 1% | help@sharetech.com.tw ,, — : :c:, _;—fa



3. Network > Interface - &€ zoneO IP + IR EAER 192.168.189.126/24 -
(EE:192.168.189.126 T ILEREIR IP)

| Henwork = Inweface [ i
roned (roned) rome (rono 1) rone? |;

® Mebwork interince soings

Imarface_Hame zonal Enabls STANC

MAG address 00:60:40:69:19:35 Wy 1500 { 1400 ~ 1500 )

& Visht Control

& Fiewall Protection

[=EL ]

o 1P Address ) ) ) ) ) o L RCRORON
Haxs | Ik ek Palish getewny Mot I°. | o B Dajatny
detaut 192 168 189126 265.265 2650 - -] >

[ 192 168 14 126 955,955, 256.0° | | o | 28

4. Network > PPPoE - &/ PPPoE EX3 Public IP - #iZ—{& PPPoE /T HE zonel £ - WEHI IP :
125.224.239.145 ©

| Metwork = PPPoE @

n M:mummlmm Account e 1P | MASK

ortace Ham rtoc o PY6  IPIMASK | Remote addross Comnect Stata Connecttime  Counteriiury) | Detection| Log
| pppoe Prpdn0t » zona! | T5139012@hinelmet | ) 12522427 M52 16B9598 254 | &

o0eTal | oK/ | (lead |[wee]

A AL FELL MDal

5. Network > Route > Designated Gateway - 71§ PPPoE 7%t 4R B -
| Network > Route FTIEH

Dynamic routing

Static Routing Designated Gateway Group | Default Gateway

@ Edit a designated gateway :

Designated

| Name pppoe
Dst IP . ( Example : 192.168.1.1 or 192.168.1.0/24 )
Gateway 168.95.98.254 ( Example - 192.168.1.1 )
Interface gy Hﬁl (pppoe)_v
Line Detection Way ICMP ~
Detected IP Address 8.8.8.8 { Detected IP will be filled in with Gateway )
Detection Frequency 1 Sec (1-999)
Timeout 500 ms

Enable Spare Gateway ]

| & Edit

6. Network > Route > Default Gateway - & PPPoE &% Default Gateway °

| Hetwork > Rowte [T

Static Fouting Desigrated Gateway Group

*  Edit Dafault Gateway :
Detavk Getway | =1
imertaca @ pppe0O1 (pppoe) ¥

Assign mbemal
i

Designated Gatewry

@ pute O Defina

ESave




7. Policy > Security Policy - #Ti#&— Policy - /05T zone0 J& FRIZEARE B PPPoE ESMNEBAEES -

| Policy = Security Policy [FIIEH

* Basic Setting
Policy Mame

\2 Source Interface g zoneld (zone) -
Assign Gateway pppoe  ~
Netwerk Address Translation NAT -

Assign Gateway © NAT IP 125 224 247 19
£
N Protocel AL ~

2
Source g Any ~ Change To Define
Destination gy Any * Changa To Define
SRC Senvice Group User Defined * Pot
DEST Sensce Group User Defined + Port
Action Permit =
* Policy
+  Firewall Protection

| Fulicy » Security Policy =
@ [Rafresh | [ Dolstwolirules | | Zerocownter | Show Source Interface : a8 - WA
Mo, Policy Name Source Intorface Servicos Source Dosiimation Sic Pont Des Post Acton On/Odf NAT Palicy Edit | Dl Stntistics{Packeis/Bytes)
1. oed | WEEH | Ay | ey ® b KC @ /8 810
* Add

STEP2 - Configuring the Microsoft Azure Virtual Network
1. #17—E%H Resource Group - ResourceGroupl

Resource group

* Resource group name

| ResourceGroup1 v

* Subscription

Microsoft Partner Network v

* Resource group location

East Asia v



2. FTIE Virtual Network - #8743 vnet-1 - Address Space % 10.10.0.0/16 - B EH Subnet - ZE 5
subnetl - Range %3 10.10.0.0/24 - Resource Group %Il EHY ResourceGroupl - W NE PR -

Create virtual network o X

* Name

| vnet-1 v

* Address space @
| 101000116 v
10.10.0.0 - 10,10.255.255 (65536 addresses)

* Subnet name

| subnet1 v

* Subnet address range @
[ 101000724 v
10.10.0.0 - 10.10.0.255 (256 addresses)

* Subscription

Microsoft Partner Network >

* Resource group @
@) Create new (@ Use existing

ResourceGroup1 v
* |Location
East Asia v

3. ¥ vnet-1 Y Gateway Subnet - TGJ#E All Resources#® - #F| vnet-1 - BHEEH#EIR vnet-1 R EEH - B3
Subnets - 12 Gateway Subnet -

vnet-1-3

Seanch {Crrle/]

o whn Gateway subnet
Ovendiew
AA - ADDRESS RANGE 4 AVAILABLE ADDRESSES
B Actwitylog
subnetl 10.10.0.0,24 251

oM Access control {LAM)

& Tog

SETTINGS
Address space

- Connectid devales 2

[= ]

B DK servers

Peenngs

4. Gateway Subnet 9 Range 7 10.10.254.0/29 -

Add subnet

* Name

* Address range (CIDR block) @
[ 10.10.254.0/29 ﬂ
10.10.254.0 - 10.10.254.7 (8 addresses)

Route table 3

None



5. #7118 Virtual Network Gateway ° 52 E#1 F& - B vnet-1-gw - VPN type % Policy-based - Virtual
Network ERBIMIZZER vnet-1 - HEFERLE Public IP Address AN —FTHIRTE -

Create virtual network gate... B X

* Name F

| vnet-1-gw v

Gateway type ®
VPN | ExpressRoute

VPN type ®
Route-based | Policy-based

*SKU @

m

VpnGw1 ~

* Virtual network ®

vnet-1

* Public IP address @
Choose a public IP address

* Subscription

Microsoft Partner Network v

Resource group @
ResourceGroup1

Pin to dashboard

Automation options

Provisioning a virtual network gateway may take
up to 45 minutes.

6. #E A Public IP R EEE - Ik FED BRI vnet-1-gw ©
> pub addre

. . x . . [metig 2
No public IP addresses found in the selected subscription and location 'East Asia’,

ﬂ Create new ]

Mo results



7. RESTHE - NRNE - &N Create - H#4 30 7 -

Create virtual network gate... B X

* Name

| vnet-1-gw v

Gateway type @

VPN | ExpressRoute

VPN type ®
Route-based | Policy-based

*SKue

i,

VpnGwi w

* Virtual network @

* Public IP address @

. (new) vnet-1-gw

* Subscription

Microsoft Partner Network v

Resource group @

ResourceGroup1 -

Pin to dashboard

Automation options

8. BiZE 5 A8 - o] LS Zl Public IP: 23.97.68.169 °

S =» Move W Delete
- - Estantials -~
4 Owerdew
Sescure group fmangs) KU
B Actiity log ResaurceCaoup? VprGw!
Location Gateway type
i Acoess control (JAM) East Asia VPN
Subscription change)
& Tags Micresoft Pai MNetwork
Subsiription 5D
¥ Disgnose and scbee problems 645030 124005 4500 -BTH0- 443 TETHET 185
Public P address
23.97.68.169 (wnel-1-gw)
SETTINGS

@ Configuration



9. #7112 Local Network Gateway ° 784 OnpremNetworkl - IP Address % NU-850C Y Public IP
125.224.239.145 - Address Space %3 NU-850C zone0O FHIAIER 192.168.189.0/24 - Resource Group %

ResourceGroupl -

Create local network gateway B X

* Name

I OnpremNetwork]1 v

* |P address @
| 125.224.239.145 v

Address space @

| 192.168.189.0/24 e

Add additional address range

* Subscription

Microsoft Partner Network v

* Resource group @

Create new @ Use existing

ResourceGroup1 v
* Location
East Asia v

10. 7£ All Resources # %! OnpremNetworkl - #1#€ Connections + #71Z — Connection °

, >'< OnpremNetwork1 - Connections

Search (Ctri+/) + Add 3
_ | LSearfh connections
& Overview
NAME ~ STATUS
B Activity log
No results

;..'. Access control (IAM)

‘ Tags

SETTINGS
& Configuration
Connections 2

Properties




11. IEER B TE A vnet-1-onprem-Conn - Virtual Network Gateway 2 f|F& EfY vnet-1-gw - Local Network
Gateway % OnpremNetworkl - PSK 2Z#17 VPN Tunnel PRfEFZI#Y Preshare Key -

(3¢) Add connection

* Name

| vnet-1-onprem-Conn ~/|

Connection type @
Site-to-site (IPsec) v |

4 * Virtual network gateway @ 3

vnet-1-gw

* Local network gateway ©® a
OnpremNetwork1

* Shared key (PSK) @

| 123456abc v|
Subscription @
|”I\';..,.|l-'1 er Netwo v|

Resource group @

ResourceGroup1 =
B
Location @
East Asia ~ |

12. & 7HlE VPN 28 EEEE - #Fi2—1E Virtual Machine » W% 2L Ubuntu Server 14.04 LTS « &8 -
Virtual Network #1£ vnet-1 - Subnet 1% subnetl °

Create virtual machine Basics

* Name

1 Basics > I o =

Configure basic settings

VM disk type @
[ HoD v

fashime ses * User name

I jamie v

3 sHting . * Authentication type
Configure optional features S5H public key-
* Password

* Confirm password

m

I SessssRss RS Ly

Subscription

Microsoft Partner Network hd

* Resource group @

) Create new @ Use existing

ResourceGroup1 v
Location
East Asia v L



Create virtual machine

4,109.03
@ .
1 Core 1 Core
» 0.75 B 1.75 8
Chaose virtual machine size — - 7
= Dot disks = Data disks
= TxS00 = 2x500
Max 10PS £ ax BOPS,

¥» Load balancing

461,69

8,633.59

!: Load balancing

1,385.07

18,14439 -

Cores

GB

4

Data disks
4500
Max IOPS

Load balancing

Create virtual machine

Basics
Done

Size
Done

Settings
Configure optional features

Settings

Storage

Use managed disks @

Network

* Virtual network @

vnet-1

* Subnet @

subnet1 (10.10.0.0/24)

* Public IP address @

(new) vm-ip

L]

* Network secunty group (firewall) @ >

(new) vm-nsg

Extensions

Extensions @
No extensions

High availability

* Availability set @

) PR



@ vasastion passed

1 Basics W
Done
Basics
Subscription Microsoft Partner Metwork
2 Size " Resource group RescurceGroup
Done Location East Asia
Settings
3 Settings o Computsr name wim
Done Disk type HDD
User name jamie
Size Standard AT
Ma: Yes
4 Sy paey > Vimun:?:\d;mrk vnet-1
Ubuntu Server 1404 LTS Subnet submet1 (10.100.0724)
Pubilic 1P address [newe) vm-ip
Network secunty group (firewall] [new) vm-nsg
Availability set None
Guest 05 dugnostics Duzabled
Boot diagnostics Enabiled
Disgnostics storage account {new]) resourcegroupidiag3cg

13. ZESEAE - O UERL vm S EE) 1P 10.10.0.4 °

1 Search [Ctrdwd) =¥ Move [ Delete
At Essentinls -~
B Overiiew
Resource group {changa]
EH Actvityleg ResourceGroupl
Location

East Asia

Subcription nama (changs)
Microsoft Partner Network
Subrscription 1D

Gd503c1e-49c5-430d-87b-44378Tbb T 15

s Access contrel (JAM)
& Tag
SETTINGS

B 1P configurations

STEP3 - Configuring the NU-850C IPSec Tunnel
1. VPN > IPSec Tunnel > Add

i VPN > IPSgc Tumnel

-

Pr
10.70.0.4

IP address.

Virtual metworic subnet
vnet-1/subnet]

Pubiic 1P address
23.99.118.120 (ipconfig)
Hetwork setuty group

-
LT R

¥

nsg

& |PSoc Tunnel and Status

Tunnel Home | Local IP Addross ¢ | Local Intorface | Local Subnet & | Status. Remoto IP 4 Romote Subnet 3 | phase 1) phase 2| Operation time | Enable. Switch Edit / Dal | Log

2. AR E

2.1 73 Enable

2.2 @ A Tunnel Name - Azure_PolicyBased VPN

2.3 8 A Local IP Address - PPPoE IP 125.224.239.145

2.4 8 A\ Azure B Public IP 23.97.68.169 (STEP 2 - 55 8 &h)
2.5 & A Local Subnet 192.168.189.0/24

2.6 # A Remote Subnet 10.10.0.0/24 (STEP 2 - 5 2 #)
| VPN > IPSec Tunnel

Bl

+ Add New Connection :

Enable &

Tunnel Name Azure_RouteBased_VPN

Local IP Address °'I 125.224.239.145 I  Asist |
Remote IP @ |P Address or Domainl 23.97.68.169

Local Subnet 192.168.189.0 255.255.255.0 (/24)
Remote Subnet 10.10.0.0 255.255.255.0 (/24)

10

Dynamic IP Address



2.7 IKE E#E v1

2.8 Connection Type ZJ# Main

2.9 Preshare Key # A7E Azure F2EHJ PSK - 123456abc (STEP 2 - 5 11 £h)
2.10 ISAKMP #t1Z aes / shal / DH Group 2

2.11 Local ID - Remote ID &% IP Address

2.12 IKE SA Lifetime & 8HR

2.13 IPSec ##F aes / shal

2.14 PFS & No

2.15 IPSec SA Lifetime % 1HR

IKE Setting (Phase1)

- o

Connection Type @ Main ' Aggressive

Preshare Key 123456abc |

ISAKMP aes <~ shal ~ DHGroup 2 ~ Auto Matching
Local ID @ |P Address © Domain Name |@ |
Remote ID @ |P Address © Domain Name |@ |

IKE SA Lifetime 8~ Hour(s)

IPSec Setting (Phase 2)

IPSec aes ~ shal = | ] Auto Matching
Perfact Forward Secrecy (PFS) @ Mo [ Yes
IPSec SA Lifetime 1~ Hour(s)
[¥] Dead Peer Detection hold ~ Delay 10 Seconds Time out 60 Seconds
[Z] Drop SMB Protocol
L+ Add
3. REFZME Tunnel £17% - W FEFT -
| VPN > IPSec Tunnel dly
4 IPSoc Tunnel and Stams ; i W
| TunbelMame | Local IP Address o | Local Interince Local Subnot | Statss Remots 1P o | Remots Suboet ¢ | phase 1/ phase 2 Oparstion time Enablel Swisch Edit/ Dol Log |
Azurd_RouteBased VPN 125224 239 15 Pepa00T | 192168 189.0/28 239763169 10.19.0.0/24 ::; ::: 00.00:06 s - _Jﬂ'@
4. Policy > IPSec Policy - #71& IPSec Policy °
I Policy > IPSe: Poliey o

Por | Acion | OwON | Poliky | Edi/Del | SintissicaPackeistiytes)

+ &dd

11



O

5. DFFEARZE Azure Virtual Network - Path %1 ‘To IPSec’ - Destination OJ3#1Z ‘IPSec Any’ 32 Azure_Poli

cyBased VPN (10.10.0.0/24) -

i Policy = IPSec Policy FITH

* Basic Setting :
Policy Name
Protocol ALL =
Source Any ¥ Change To Define
Destination IPSec Any * Change To Define
Semvice Port or Group User Defined ~ Port
Action Permit ~
+ Policy :
Schedule None
QoS None -
+ Add
6. FIBEWH
| Policy > IPSec Policy [ i
lﬁﬁlcﬂ(h:r.
ho. Policy Hame Services Path Source Destination Pomt  Action OO Policy Edit / Ded Seatistics{FackotsBytes)
1 = Az Pe R To IPSec As FSec Any - F 7B 0
+ Add
STEP 4 - Test

1. %% zone0 [&  PC 192.168.189.14 (Gateway 192.168.189.126) - £ VPN %% 10.10.0.4:22
(STEP 2 55 12 B5H055 13 E4318AY Virtual Machine) °

2 e T A R R B e SO -

-

EPHES RE O S s R R ;
FiEEESE P H(N) Port =l
10.10.0.4 v 22 '
Telnet (BBS) @ SSH
ERRE \
JIREFI(M) PUTTYHES, O English UI :dbecb:cedd=13

PieTTY

PieTTY v0.3.27 (formerly ‘pputty’) by
Hung-Te Lin <piaip@csie.org>

| im0 || mH©O | |

12



2. OEBAEKII - FR8 Tunnel IERBELE -
jig’ jamie@vm: ~

ER(0) [EE) @AV REW BRO) HREH)

word: FEEEEEEELEELS

04.5 > (GNU/Linux 4.4
tion: https e lp.ubantu, con/

formation ag

10.10.0.4

are Enablemnent

Fri Jul 14
i

3. Policy > IPSec Policy - #4% Statistics - O] BZIF EBIFCHE °

i IPSac Policy ]
P5ac Pelicy

Ho. Podicy Hame Services Path Souscn Desination  Port  Action OOl Palicy Edit | Dal Statistics{Packet/Byte)

@ Moxlls Firefax e
P
e 192 168185 126,

glog 30 Seconds * [Rafresh Cheas i

SRC P DST P Protocol Packet Size SRC Pon DET Port

Overview
‘B
B Actiity iog ¥4 138
21062 KiB
sl Access control (IAM) 210,52 Kig

& Tags

SETTINGS

64503c1e-49c5-4a9d-EThS-44378ThBT Te5

Shared key

13



