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Logs are the key to prevention and recovery

Logs are the core of cybersecurity regulations worldwide. They not only support incident tracking and audits but also 
serve as the foundation of defense.

Logs can reveal abnormal login activities, changes in access patterns, and traffic fluctuations, helping to identify 
potential attacks.

▲ Figure 1

Real-time Anomaly and Intrusion Detection
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Servers generate a large amount of logs every day, including flow analysis logs, firewall protection logs, intranet 
protection logs, VPN logs, system logs, and more. Most devices can store logs locally for over 12 months.

HiGuard diskless models can store logs locally for over 3 months, and allow log backup to USB for later search. 
Besides, the system exports logs that are about to be deleted and saves them to a USB. The logs on the USB 
can then be mounted for extended retention, with a maximum retention period of up to 36 months. Therefore, it 
is important to regularly check the USB status (Figure 3).
These USB backups can also be mounted on other ShareTech UTM devices, but please note that if the 
firmware versions differ, the mounting process may fail.

▲ Figure 2- UTM Data storing Time

▲ Figure 3 Configuration > Administration > USB Backup log

Log records in HDD

HiGuard diskless models
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Exported USB data can still be retained after a specified period. (Figure 3)
For example, the system logs are retained on the device for 1 month and ZTA VPN logs are retained for 3 
months. And then USB backup logs retention period is 36 months, then the system log can be retained on the 
USB for up to 35 months, while the ZTA VPN log can be retained on the USB for 33 months. (Figure 4)

▲ Figure 4 Configuration > Administration > Clear Data > Data Retention Period

▲ Figure 5

Logs can be centralized to enterprise platforms. In cases of malware intrusion or unauthorized access, logs 
provide the critical basis for reconstructing attack paths. Forward logs to NAS or SIEM for long-term storage, 
audits, and forensics.

If you need detailed CEF documentation, please contact us.

Supports Syslog Forwarding
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▲ Figure 6

▲ Figure 7

Through log aggregation and analysis, enterprise can build user behavior models, integrate with SIEM, and 
transform defense from passive to proactive.
Alternatively, open-source tools like Wazuh, Graylog, or LibreNMS can be used to build enterprise monitoring 
platforms.

Enhancing Security


