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SSL VPN for macOS User Guide (Two-Step
Verification)

Overview

To help you set up and use an SSL VPN with Two-Step Verification (also known as 2FA) on macOS.
Install OpenVPN Connect for macOS devices for use with SSL VPN servers.
macOS Monterey v12.6.1

Installation steps

1. Download the OpenVPN Connect app

1-1. Visit the OpenVPN Connect section on the OpenVPN website.
1-2. Download the macOS installer.(.dmg)

openvpn net ]

(t) OPENVPN Q sign In Get Started for Free Book a Demo
Powering ZTNA
roducts ~  Selutions v v i ing v

Home > Downloads

OpenVPN Connect
for macOS

Download official client application that enables you
to securely access your organization's network
resources.

& Download .dmg View Installation Guide -

Available for: Big Sur, Monterey, Ventura, Sonoma, Sequoia and Tahoe
Check what's new

Or download for other platforms: o

*Note: The interface may vary across different versions.
Version 3.8.1 is used as the example in this document.



https://openvpn.net/client/
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2. Install OpenVPN Connect:

2-1 Open the .dmg file and follow the prompts to drag the OpenVPN Connect app to the Applications folder.
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OpenVPN License

EULA)

1. Copyright Notice: OpenVPN Connect License;

Copyright (c) 2009-2025 OpenVPN, Inc. All rights reserved.
"OpenVPN" is a registered trademark of OpenVPN, Inc.

2. Redistribution of OpenVPN Connect binary forms and documents,
are permitted provided that redistributions of OpenVPN Connect
binary forms and documents must reproduce the above copyright
notice.

translate, make any attempt to discover the source code of this

software, or create derivative works from this software.

4. OpenVPN Connect is bundled with other open source software

components, some of which fall under different licenses. By using

‘OpenVPN or any of the bundled components, you aqgree to be bound
Print...

Save... Go Back

‘OpenVPN Connect End User License Agreement (OpenVPN Connect

3. You agree not to reverse engineer, decompile, disassemble, modify,

To continue installing the software you must agree to the terms of the
software license agreement.

Click Agree to continue or click Disagree to cancel the installation and quit
the Installer.

Read License Disagree

ranslate, make any attempt to discover the source code of this
software, or create derivative works from this software.

4. OpenVPN Connect is bundled with other open source software
components, some of which fall under different licenses. By using
‘OpenVPN or any of the bundled compenents, vou aqgree to be bound
Print... Save...

Go Back Continue

® I
® EE
® i
L @ 28
2 3) [ ] @ Install OpenVPN Connect a
- * @ OpenVPN Connect
‘Welcome to the OpenVPN Connect Installer
This installation process will take you through the necessary steps to
® Introduction install the OpenVPN Connect program.
Please choose installer for your
device/operation system:
OpenVPN_Connect_3_8_1( OpenVPN_Connect_3_8_1(
5790)_armé...er_signed pkg
Mac with Intel processor Mac with Apple Silicon chip
intel. &, Silicon
44 ® N @ Install OpenVPN Connect 5 @ Install OpenVPN Connect 8
Software License Agreement Software License Agreement
Introduction Introduclion
® License # License
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@ Introduction

@ License

@ Destination Select
@ Installation Type

@ Install OpenVPN Connect
Standard Install on "MacOS"
This will take 327.2 MB of space on your computer.
Click Install to perform a standard installation of this software

for all users of this computer. All users of this computer will
be able to use this software.

.a'6

.

Intreduction
License
Destination Select
Installation Type
Installation

Summar

Insti

Installer

Installer is trying to install new software.

Pr( Enter your password to allow this.

SharaTech

( )
L3

Cancel

Go Back
b A
7 ® @ Install OpenVPN Connect h 8| ® @ Install OpenVPN Connect
x Installing OpenVPN Connect The i llation was lated fully.
@ Introduction @ Introduction
@ License @ License
@ Destination Select @ Destination Select
@ Installation Type Writing files @ Installation Type
® Installati Installati 3 :
it — g i The installation was successful.
Summary ® Summary
The software was installed.
b /I
[N ] Applications Ba < v O~ Q
Favorites
@ Recents =
# Applications “ \
= Desktop —
Font Book Home Image Capture Launchpad Mail
O Documents OpenVPN Inc. Data Collection, Use
@© Downloads P And Retention
' 7 N
Lesatens ‘Q’\ N OpenVPN Inc. presents our updated
& iCloud Drive ) i policies 1o transparently show how we
Maps Messages Mission Control Music News z
@ Install macOS Monter... = collect, use, or retain your data. By
clearly and openly presenting the terms
& Network ¥ ”p YH g‘ .
M of our policies we hope to maintain the
Tane , ‘P trust and confidence of all our valued
P L customers. Our priority is to educate
Notes OpenVPN OpenVPN Photo Booth Photos and make it easy for customers to
& =& Connect Connect understand what data we collect, why
® EHE we collect it, and how we use it.
F- h ®
- ®
® EE (=)
Paodcasts Preview QuickTime Player Reminders Safari
® 5 v
®
@ All Tags...
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3. Download a .ovpn profile file

3-1. Skip this step if the certificate has already been installed. This screen will appear if your organization's certifice
has not been installed.

1.(.7. b~ < 59.182182.182 [ M+ B 2.‘_‘-. m -~ < 50182182182 A M+ &8

R This Connection Is Not Private

Q . . 2 This website may ba impersonating “59.182.182.182" to steal your personal or financial
k This Connection Is Not Private information. You should go back to the previous page.

This website may be imperscnating *59.182.182.182" to steal your personal or financial G0 Back
Informatian. You should go back to the previous page.
o fe
Safari warns you when a website has a certificate that is not valid. This may happen if the
waebsite s an attacker has yeur
T learn more_you can view the certificate. If the risks Involved, you can visit
-
L
3 oe M~ < > 1 )] 50.182182.182 e h +

W This Conn

This website may be imper
information. You should

rsonal or financial

Are you sure you want to visit
this website on a connection that Go Back
is not private? D

Safari warns you when a is may happen if the

website is misconfigured or tion.

To learn more, you can view the certificate. If you understand the risks Involved, you can visit
this website.

3-2. The IT administrator will provide the download link, or you may consult IT administrator for download
instructions.
URL for example: https://[Wan IP Address or Domain]:[HTTPS Port]/sslvpn.php
For Example: https://59.182.182.182:3888/sslvpn.php or https://domain:3888/sslvpn.php

3-3. In Safari, enter the IP in the address bar.

3-4. Enter your account and password.

3-5. Enter the verification code if you have already set up two-step verification. If not, please follow steps 4
below.

ese M~ < Ihttps://domain:3888/sslvpn.phpI Mt + 8 eoe M- < 0 & 59182182182

G
+

=2 )
s@% et
R an

-test SSL VPH-
Please do not share the account and password.

User Account
User Password :

User Account : yo

[maremo |

Login
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4. This screen will be displayed for the first-time setup when your organization requires
two-step verification. Click 'Show Key' and copy the key.

4-1. You can use Microsoft Authenticator, Google Authenticator, or a third-party authenticator.
4-2. You can then scan the QR code or enter the key to get your verification code.

eoe M - < L)) 69182182182 ¢ @ M + 8
=
ShareTech
R IE B R

User Account : yo

Ple the 2-step settings
Use Google Authenticator App
Scan OR Code

Or enter the key|| | 2EAVXCHTAVXITVZ |Hida Kiy
woasmasell[ [ [ [ [ [ |ag
Login
= Google Authenticator o £ Back En er account details = Google Authentidator &
Account name
Search... Search...
SSL VPN lwo-step
SSL VPN two-step
416 434 o
Type of key
Time based v
Add
qgqwer tyuiop
als|diflglhlilk]l
Enter a setup key —r
&z x ¢ vbnm &
Scan a QR code @ _— A 4 A L
123 space return
oo +
@ Y

eoe M- ¢ )] & 59182182182 [ h + 8

& 60182182182

=\
atarsoch Tstarerech
RBFEA R WA
User Account : yo User Account : yo
T W

nd Certificate (2ip)
acd Coctificats Laic

Cariificate {.avpn)
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'YK ) Downloads E=] Ev i @ ©- Q
Favorites Name Size Kind Date Added
Recents
o = _openvpn-connect-3.8.1.5790_signed.dmg 265.1 MB  Disk Image Yesterday at 23:46
& Applications B ssivpn_yo.ovpn I3 8 KB Document t 18

= Desktop

[ Documents

@ Downloads

Locations

& iCloud Drive

@ Install macOS Mon... =
Tags

L =]

® EE

® FHE

L e ue J

6. Open the OpenVPN Connect app, and Import a VPN profile

6-1. Once installed, open the OpenVPN Connect app from the Applications folder.
6-2. Review and agree to the data usage policy.

6-3. To import a .ovpn profile, click 'Upload File' and browse to the file location on your Mac.

) OpenVPN Connect

m Connect with Server URL or Cloud ID provided

by your Admin
OpenVPN Inc. Data Collection, Use
And Retention

OpenVPN Inc. presents our updated
policies to transparently show how we
collect, use, or retain your data. By

@ Enter your URL or Cloud ID

clearly and openly presenting the terms

of our paolicies we hope to maintain the
trust and confidence of all our valued
customers. Our priority is to educate
and make it easy for customers to

understand what data we collect, why

i i Where to get my URL?
we collect it, and how we use it. ere to get my

Have a configuration file instead (.ovpn)?

& Upl oad&;le

Favorites 00 v &£~ [& Downloads B Qa
@ Recents

A Applications

= Desktop B sslvpn_yo.ovpn

[ Documents

@ Downloads

Locations
& iCloud Drive

@ Install macOS Mon... =

Tags

® e sslvpn_yo.ovpn
® iEE OVPN Profile
® TR Information Show More
1 : i
Py Created Yesterday, 19:47
® i Cancel m

T A A
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7. Connect to the VPN:

7-1. Once the profile is imported, select it and click Connect.
7-2. Enter Username and Password.
When 2-step verification is enabled, you should enter the password + verification code in the password field.
For example: Password is password, verification code is 850945
=> Password field needs to enter password850945
The allowable time difference for the verification code is one minute
7-3. Once connected, the VPN status displays as active.

OpenVPN Connect

Ready to connect

Enter credentials

59.182182.182 [sslvpn_yo..... Rrofile:
59182182.182 59.182182.182 [sslvpn_yo]

Confirm importing the profile

from Username *
.ovpn

Password

e “ Password + verification code ”
Import | B4 Switch Profile L J

‘ Cancel ‘

Cancel

4.) ®C OpenVPN Connect 5l ® O OpenVPN Connect
= ©) = @
Securely Connected! Securely Connected!
00:11:48 00:00:05

- ", . A

59.182.182.182 [sslvpn_yo..... 59182182182 [sslvpn_yo.....

59.182182.182 59.182182.182
@ (]
l Disconnect ‘ [ Disconnect
218 KB/s

[ & Hide Details

You:

Private IP (IPv4) 10.8.0.6

Server:

Server Public IP 59182182182
@okels KBIRIKE s &8 =200 Port { Protocol 387/ TCP

| @ More Details |
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8. You can also check the VPN connection status in the top-right corner of your screen.

M G = Q £ MonJan5 1:47

Open app

59.182.182.182 [sslvpn_vyo] >
Disconnect

Settings >
Import Profile

9. Additionally, you can add other VPN accounts. You can refer to the previous steps 6 and 7

1# [ OpenVPN Connect 2I OpenVPN Connect 3i @ OpenVPN Connect
= @ Menu X = @ @
@ Home My Profiles
86 My Profiles o
B 59182182182 [sslvpn_yo.....
8 59.182.182.182 [sslvpn_yo..... &2 Proxies °
e 59.182182.182
Eg Certificates & Tokens
< 58182182182
{é} Sett‘ngs
- Statistics
[ LogFile
8% Switch Profile
@ Help
Current Version: 3.8.1 (5790)
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How to uninstall OpenVPN Connect Application?
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