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Implementing Zero Trust in Enterprises,
ShareTech UTM Supports Multi-Factor Authentication (MFA)

(Administrator Account / Internet Authentication / SSL VPN / ZTA VPN)

Unlike traditional network services that rely on single-factor authentication (password only), Multi-Factor Authentication
(MFA) requires users to pass two or more authentication mechanisms before being authorized to access system
resources. Common verification methods include PIN codes, fingerprints, QR code scanning, and one-time passwords
(OTPs). The goal is to provide higher security protection for user accounts.

The MFA feature integrates with Google Authenticator, Microsoft Authenticator, or a third-party authenticator for
verification, and supports passwordless authentication performing QR code scanning or biometric identification.

By default, this feature is disabled. After enabling it, the system will prompt for both a password and a one-time code
before allowing account access.

Features Two-Step Verification | Passwordless Authentication (ShareTech Authenticator App)
Administrator Account (o] (o]
Authentication (Local/POP3,IMAP/ .
) RADIUS/AD Server) (o] O (Available for Local and AD Server only)
UTM Series
SSL VPN (@) X
ZTAVPN (@] (Will be supported later)

Note: For HiGuard Series (firmware HX 9.0.2.3 and above) / NU Series (NU 9.0.2.4 and above), newly added two-step
verification for RADIUS and AD authentication.
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1. Administrator Account
Go to Configuration — Administration — Administrator = Add and add two-step verification or Passwordless
Authentication for administrator accounts.

Note: For ShareTech UTM devices running firmware v9.0.2.2 or above, administrator can use their mobile
phone as the second authentication factor.

I [ e
Administrator Account Security Setting | IP Address Clear Data USB Backup Log

+ Account and Privilege 1/1 jumpto 1
O Account Privilege | User Defined Menu Enable Account Expiration Date Password Alter Date Require Password Change Notes] 2-Step Verification Passwordless Authentication
All
= yo » - 2025-02-14
Privileges
Al :
(] KHH '3 2025-02-14
Privileges.

4 Add | HEdit | % Del

A Figure 1

Example 1: Require two-step verification the administrator logs in.

Administrator Account Security Setting IP Address Clear Data USB Backup Log

>/ Add New Administrator
Enable

Account ]
Password : ( Please input 3 to 64 characters, not the same with account )

Passward Strength Weak Fair Strong 9

Change their passwords
the next time they sign in

Change password every E day(s) (0 means no limit)

PSWD cannot be the
times
same as old one(s)

Account Expiration Date l:l
Notes
2-Step Verification &) Enable Key Information : Is Not Enabled | Generate Key

Passwaordless = o
- Enable | Bind Passwordless Authentication ‘
Authentication @
Prvilege
User Defined Menu (]
+ Add .
< Figure 2
NU-6000

Account

yo

Password

(J Remember Account and Password

English ~

| Login | | Login Without Password

<« Figure 3
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The initial binding 2-Step Verification screen.
You can use Microsoft Authenticator, Google Authenticator, or a third-party authenticator app.

s = = Google Authenticator
2-Step Verification
Search...
yo
Please use Google Authenticator App 177 637 ‘ 3
Scan QR Code | I Vo 4.
2. /
Verification Code (@ ‘ 1 ‘ 7 ‘ i ( 6 { 3 [ i //
A
Enter a setup key B
Or enter the key \I Scan a QR code @ I 1.
Show Key +
3
A Figure 4 A Figure 5
Account
yo
Password
Verification Code
| 8 |6 | 8 | 6 |5 | 9
(J Remember Account and Password
English
| Login |
<« Figure 6
Besides, administrators can choose:
* to perform two-step verification every login, or
* to skip secondary verification for a specific time period after a successful login.
Administrator Account Security Setting IP Address Clear Data USB Backup Log
* Custom the Rules of Password :
Enable O
The shortest length(3-64 characters) 3
Must Contain 0O Uppercase Letters O Lowercase Letters [ Numerical Digits O Non-alphanumeric Letters

The password can not contain the previous password O

PSWD cannot be the same as old one(s) times
Change password every 0 day(s) (0 means no limit)

*.  2-Step Verification Rule :
O Verify every time you login

@ After the account verification is successful, how long does it take for the 2-step verification to be unnecessary .) 3 ~| Hour

A Figure7
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Example 2: Require Passwordless Authentication the administrator logs in.

»

Administrator

Add New Administrator

Account Security Setting

Enable
Account

Password
Password Strength

Confirm Password

Change their passwords
the next time they sign in

Change password every

Weak Fair

O

Strong

IP Address

o

Clear Data

PSWD cannot be the
same as old one(s)

Account Expiration Date

2-Step Verification &)

@ day(s) (0 means no limit)
times

Motes ‘

Passwordless

Enable [ Bind Passwordless Authentication
Authentication Q 4 | ‘
Privilege
User Defined Menu O

USB Backup Log

| ( Please input 3 to 64 characters, not the same with account )

Enable Key Information : Is Not Enabled | Generate Key

+ Add

NU-6000

Account

yo

Password

(J Remember Account and Password

| Login |

| Login Without Password

The initial binding Passwordless Authentication screen.

<« Figure9

Passwordless Authentication Binding

Please enter the password to bind.

Account yo

Password

E3

<«qFigure 8

<« Figure 10
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Please download the ShareTech Authenticator app from the App Store.

Use Sharetech Authenticator App

Account yo

Passwordless Authentication Binding

Scan QR Code Or Upload A Screenshot To The App

\
SstareTecn
Home
NU demo
B >

https:/[172.172.172.172
® Passwordiess

B
A Figure 11 A Figure 12
The login screen after binding Passwordless Authentication.

Account Vo
Identifier |IPWVQ

Please enter the verification code from the push notification to log in. If you

cannot receive the push notification, please click the link below to generate QR

Code to scan and log in.

Generate QR Code

«Figure 13
A notification window will pop up on your phone and verify your account.
i ShareTech passwordless authenti... 19w
Passwordless authentication login: yo
(=]
THZER
Verify your account
210 The following account is attempting to log in.
g a :
ST Confirm the identifier code from the
ShareTechAut...  ShareTech Chaton login page
| P W v Q
= [ |
— m Expiry time: 10-23 17:16
ShareTechMail OpenVPN Area: Intranet
IP: 175.175.175.175
Device: Windows, Chrome
Cancel
<« Figure 14 <« Figure 15
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2. Internet Authentication

Go to Object — Authentication — Select authentication mode (Local User / POP3, IMAP / RADIUS / AD Server)

Example 1: Using the IMAP Server — User Group with two-step verification.

e e T T T S
Auth Setting Page Settings Local User POF3, IMAF, RADIUS User AD User User Group Log Status Passwordless Authentication
> POP3, IMAP Server Setting | Back |
Domain Name gmail.com
Server imap.gmail.com ex: 74.125.53.109 or pop.gmail.com
Login without domain
Protocol OPoP3 ®IMAP
Security OnNormal OTLS @ ssL
Port 993
Certificate Ignore:

Connection Test

@ Save
» Authentication Setting Server MemberSetting Account © 5earch | Enable All CloseAll | 1/1 jumpto 1 Page every page| 30  rows ul (4] [»] [
Account ¢ 2.Step Verification [
worm?1 Is Mot Enabled | Generate Key
B Save
A Figure 16
Set up a User Group.
[ — | A— [ | ——
Page Settings POP3, IMAP, RADIUS User || AD User | User Group Passwordless Authentication

* Edit Group Members

group name Sales

® Ceneral setting
Auth Setting
O User defined sefting

Select user type

ll users selecled users ‘

A m test s
yo
worm1[IMAP User gmail.com]

A
v
v

<<<

A Figure 17

Policy = Security Policy = Outgoing

* Policy (Show all settings)

Authentication

<« Figure 18
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After enabling two-step verification, users will be required to:

+ 1. Enter account and password, and
+ 2. Then input the verification code generated by Microsoft Authenticator, Google Authenticator, or a third-
party authenticator app.

Only after both verifications are successful can users log in.

mm

1IP: 192.166.1.1

5123

test test

O remember Account and Password

A Figure 19

The initial binding 2-Step Verification screen.
You can use Microsoft Authenticator, Google Authenticator, or a third-party authenticator app.
Note: The verification code allows for a time drift of up to one minute.

Note: When two-step verification is first enabled (no key generated yet) or when a key is changed, the
verification screen will automatically generate a key for the user to configure.

= Google Authenticator @
Search...
\ ‘worm1
=N 318 956 3
Please complete the 2-step verification settings A
IP: 165.165.165.165 (worm1)
Use Google Authenticator App Scan QR Code
©Or enter the key
Verification Code e
T Enter a setup key a
Scan a QR code l 1
.

A Figure 20 A Figure 21
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The login screen after binding 2-Step Verification screen and then enter the verification code to proceed to
surf Internet.

Note: When a key has already been generated, the verification page (QR Code) will not display key
information.

mﬂ’

IP: 165165:165.165 (yo)

Verification Code (g

Crrrrer

A Figure 22

Administrators can check the authentication connection status.

Page Settings Local User POP3, IMAF, RADIUS User AD User User Group Log Passwordless Authentication
* User List
* Online:1
group name Account 1P MAC Kick Group Kick
sales worm1 165.185_165.165 080845 a8a8 a8 Kick Kick

A Figure 23

Example 2: Using the Local User - User Group with passwordless authentication.

Note: Accounts that enable passwordless authentication will not perform password authentication with the
host. Only account status will be checked.

Auth Setting Page Settings Local User POP3, IMAP, RADIUS User AD User User Group Log Status Passwordless Authentication

s Llsll it I \Amunl"| I ] [ Choose File an file selected [Import | 1/1 jumpto 1  Pageeverypage| 30 |rows[BE) ‘<
0} O Seacch Export | i@ o 51 [y
[J Name ¢ ] Account & Require Password Change at Next Login Account Expiration Date & ‘ 2-Step Verification 0 Passwordless Authentication e
! D o o . ° °
Ol mest  m | No | 2025-05-31 ‘ ) )

+ Add | & Edit | X Del

A Figure 24
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Set up a User Group.

Auth Setting | Page Settings | LocalUser | POP3,IMAF,RADIUS User | ADUser | UserGroup | Log | Status | Passwordless Authentication
* Edit Group Members

group name Sales

® Ceneral setting
Auth Setting

O User defined sefting

Select user ye

dll users selecled u:ne|5| ‘
a m test a
yo
worm ser gmail_.com
PSS
<<<
v L4

A Figure 25

Object = Authentication = Passwordless Authentication
Enable “Passwordless Authentication.”

Page Settings | Local User | POP3, IMAF, RADIUS User | ADUser | User Group Passwordless Authentication
»Passwordless Authentication Setting (Only supports web authentication.)
Passwordiess Authentication Enabled I
Server Name @ [NU series 20 characters)
Server Address (@ @ Default Gateway C User Define | (Ex : FireWall IP Address or Domain)
Server Port 8
Request a Verification Code g Enabled
Push Notification Limits. When notifications are sent more than |10 times within five minutes, it stops sending push notifications. ( Range:1-20)
Visit Control ®pt Ouser Detine
Esave
| Enable Passwordless Authentication | [ Account v| 171 umpto 1 |Page everypage| 30  rows [EE
»  User Liat a [ Disable Passwordless Authentication | O seareh « [« 2] [
Account & type Status Only Passwordless Authentication login is allowed. Edit
yo Local [ [x] ./‘
mi Local o Q Fd

A Figure 26

Policy = Security Policy — Outgoing

* Policy (Show all settings)

Authentication

<« Figure 27
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After enabling passwordless authentication, users will be required to:

+ 1. Enter username only, and
+ 2. Then input the verification code generated by two-step verification.
+ 3. User use(download) ShareTech Authenticator App scan QR Code.

gy =

1P 192 168.1.1

- v
.

O Remember Account and Password

FE123

test test

Login Without Password

<« Figure 28
ﬁ
ShareTech
Please enter the password and verification code to bind.
IP: 192.168.1.1(y0)
y
Verification Code (g
<« Figure 29
- ShareTech n
z Home
ﬁ
ShareTech
Please complete the Passwordless Authentication settings
19 192.168.1(y0)
Use ShareTech Authenticator App
Scan QR Code Or Upload a Screenshot to App.
[CRH
a (]} o]
Home Racords Setting

A Figure 30 A Figure 31
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ShareTech passwordless authenti... "%
Passwordless authentication login: yo

)
Sharelech

NU-6000
yo
Verify your account
Account information
The following account is attempting to log in.
Nickname @ yo
MU Sariast e 9720 Confirm the identifier code from the

login page
T w J P 3

Please enter the verification code
below

Expiry time: 10-27 11:05
Area: Intranet
1P: 192.168.1.1

Device: Windows, Chrome

Save

Cancel Confirm

]

A Figure 32 A Figure 33

After user use passwordless authentication through QR code scanning or biometric identification.

| Enable Passwordless Authentication | Account v 1/1 umpto| 1 | Pageeverypage 30 rows
+) UserList @ | Disable Passwordless Authentication | © seaccn 43 B B
Account $ type Status Only Passwordless Authentication login is allowed. Edit
yo Local I 2 I [x] i
mi Local [ (%] 4
A Figure 34

Administrators can check the authentication connection status and search for historical logs.

e e e e [ty
Page Settings Local User | POP3, IMAF, RADIUS User i AD User | User Group Log | Status Pasawordless Authentication

* User List
* Online:1

group name Account P MAC Kick Group Kick

sales yo 192 1681 1 af afaga8al a8 Kick Kick

A Figure 35

e T e |
Page Settings | Local User POP3, IMAP, RADIUS User | AD User User Group | Log Status Passwordless Authentication

*  Authentication Log - Search Cendition

Time 20251019 |[00:00~] - [2025-1024 (2350~
Log Source @:

Login IP Address | ‘ 0
Account (Keyword query)

Status [ALL ~|

Authentication Method ALL v,

© Seacch

», Search Result

1/1 jumpto 1 Page everypage 30 rows[El <« < ] [» [ Export |[ExportAll ~

Time Account Login IP Address Login MAC Address Status Authentication Method
2025-10-22 20 16 04 worm1 165165 165 165 Idel Logout
2025-10-22 19:13:33 worm1 165.165.165.165 ad:abalabadad Login Success imap
2025-10-22 185931 yo 169.165.169.165 Logout Success

2025-10-22 18 50.22 yo 165 168 165 165 a8 a8 af adad ad Login Success lacal

A Figure 36
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Example 3: Using the AD Server with passwordless authentication.

e | e — | I
Page Settings Local User POP3, IMAP, RADIUS User AD User User Group Passwordless Authentication

» AD Setting | Authentication Setting | [ AU Accounts Synchronous Missing |

AD Address ‘ | [connect Test| | Log |

\
Account ‘ | (maximum 16 characters)
\

Domain Name

Password | (maximum 32 characters)
Domain Computers -
Domain Controllers .

lynore the AD Group Schema Admins

Enterprise Admins
Domain Admins

~ |4

Administrator
Guest
Ignore the AD User

E Save

A Figure 37

Note: Accounts that enable passwordless authentication will not perform password authentication with the
host. Only account status will be checked.

e e e ——1—— ——————
Page Settings Local User POP3, IMAP, RADIUS User | AD User User Group Passwordless Authentication
v Authentication Setting @ Account | © 5earcn [ Relwsh | (LostUpdate Time - )| Enable All | [ Glose All | [ Delete Mon-Existing Accounts [1/0 < < 5 [
—
Account ¢ | 2-Step Verification ] Passwordless Authentication g | oo
E Save
A Figure 38

3. SSL VPN

Go to VPN — SSLVPN Server - SSL VPN Setup — Start “SSL VPN”"

—
SSL VPN Setup SSL Client List Client Download Page Setting SSL VPN Status SSL VPN Log

*/ Server Setting Modify the Server Setting * means that after the configuration changes, you need to redownload the certificate to apply the new settings.

Service Status ® start O Stop Note : It will take a while to activate the SSL VPN. Please wait patiently.

Local Interface = Hide | Change |
WAN1 PPPOE (WAN1) . ppp4000

Client Linking Setting * @ Hide | Change |Sync Server Setting To Client

WAN1 PPPOE (WANT1) : ppp4000

Max concurrent conncctions (Range: 20 ~ 200)

Client IP Range [10.8.0.0 |/|255  |.[255  |.[255  |.0 (ClientIP range need different with Zone interface.)
DNS Server 1 [s.8.8.8 |

DNS Server 2 [11.1.1

|
WINS Server 1 | |
|

WINS Server ? |

2-Step Ventication Validity
Extension g

Enable Hour

A Figure 39
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Go to VPN — SSLVPN Server = SSL Client List

Before adding a new SSL VPN client, it is necessary to create an authentication group and select the group
members for online authentication. (see the earlier Object — Authentication screen example).

Users can access it directly via a download URL that the administrator must preconfigure:
https://[interface_IP_or_domain]:[HTTPS_port]/sslvpn.php
Example: https://168.168.168.168:4433/sslvpn.php or https://domain:4433/sslvpn.php

Note: When two-step verification is enabled, users can refer to the SSL VPN for User Guide (Two-Step
Verification) for detailed instructions. (Windows, i0OS, Android, macOS)

— -
SSL VPN Setup SSL Client List Client Download Page Setting SSL VPN Status ‘ SSLVPN Log
*  SSL VPN Client Software and Certificate Download URL : https:// [Wan IP Address or Domain] : [HTTPS Port] /sslvpn.php
> SSLClient List |Regenerate all Certificate; 1/1 umpte| 1 |Pageeverypage 30 |rows B <«
Comment & Authentication Groupi # User Management Delete
ZTA Group Member Number - 1
| RIEE Group Member Number : 3 I
worm1
+ Add
| | mi
yo
A Figure 40

General Setting DNS Administrative Access

* Administrative Access :

HTTPS Port 4433 |
Idle Timeout |6D | (5 ~ 60) Minutes
Security TLSV1.1 TLSV1.2 TLSv1.3

A Figure 41

Go to VPN — SSLVPN Server — Client Download Page Setting

[ ) .
SSL VPN Setup SSL Client List Client Download Page Setting SSL VPN Status SSL VPN Log

»; Client Download Page Setting @ Download Page Preview

Content Block Color @ Background - i Word : [z b
Foreground Block Color & Background - .I; Word - [EER3k] .I;
Background Block Color () Background - m .I'II

<p>
<strong style=\"color:#f0@;\">-test SSL VPN-</strong>
Content Please do not share the account and password.</p>

Bl Save

<« Figure 42

—Q\
Ssnarerech

MREEA

-test SSL VPN-
Please do not share the account and password.

User Account : [worm1 |

User Password : [ree-e-s |

<« Figure 43
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The initial binding 2-Step Verification screen.
You can use Microsoft Authenticator, Google Authenticator, or a third-party authenticator app.

Note: The verification code allows for a time drift of up to one minute.

Note: When two-step verification is first enabled (no key generated yet) or when a key is changed, the
verification screen will automatically generate a key for the user to configure.

= Google Authenticator &
ﬁ Search...
aﬁgﬁ"}t il
&:
318 956 v,
User Account : yo .
A
Please complete the 2-step verification settings
Use Google Authenticator App
Y Enter a setup key B
Verification Code @) : m [— [— [— [_ [_ 4. _I SeanagR coce @ I 1-
+
Login
A Figure 44 A Figure 45

The login screen after binding 2-Step Verification screen and then enter the verification code to proceed to the
download SSL VPN software page.

Note: When a key has already been generated, the verification page (QR Code) will not display key
information.

=
fmrm
SREEEA

User Account : yo

Verification Code (@) [I][— [_ {_ [_ [_

A Figure 46

Besides, if this feature is enabled, the validity of two-step verification can be extended for 1-24 hours.
Within this period, the same IP source, account, or code remains valid which allowing users to reconnect without
re-entering the verification code after temporary disconnections.

Note: For HiGuard Series firmware HX 9.0.2.3 and above / NU Series firmware NU 9.0.2.4 and above,a new
Two-Step Verification Validity Extension feature is added.

2-Step Verfication Validity
Extension &)

Enable Hour

<« Figure 47
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Administrators can check the authentication connection status and can search for historical logs.

*  Refuse Connection Log

—
SSL VPN Setup SSL Client List Client Download Page Setting SSL VPN Status SSLVPN Log

Refuse Conneclion Log O stan ® Stop
5, User List > Online: 1 | Account ~ © seacch 1/1 umpto 1  Page everypage 30 rowsm « (3 ] B
Account $ Status ¢ Squrce IP Address Local IP Address Last Connection Local Interface Kick
yo 2 2025-10-23 15:18:01 Kickyo
worm1 o 36 236 36 236365 108010 2025-10-24 12:12:11 WAN1 PPPOE (WAN1) Kickworm1
mi 2 Kickmi
A Figure 48

e
SSL VPN Setup | SSL Client List

[ SIS
Client Download Page Setting

T — |
3SL VPN Status 3SL VPN Log

4. ZTA VPN

*  SSL VPN Log - Search Condition

Time 2025-00-07 100:00 v| - [2025-10-24 1|[2350 v

Log Source \Lucalm‘

Account ‘

Source IP @

The machine dispensed IP ‘—‘ 9

Local Inte All -

Event | Al v

© scarch
+. Search Result 1/1 jumpto| 1 |Page everypage 30 |rows[ @l < (< + [» [ Export |[ExportAl |
Time « Account ¢ Source IP ¢ The machine dispensed IP ¢ Local Interface ¢ Event
2025-10-24 121348 worm?1 36236 36236 108010 WAN1 PPPOE (WAN1) Logout
2025-10-24 121211 worm’1 36.236.36.236 10.8.0.10 WAN1 PPPOE (WAN1) Login
2025-10-23 15:18:51 yo 4242 42547 108086 WAN1 PPPOE (WAN1) Logout
2025-10-23 15:17:20 yo 424242542 10.8.06 WAN1 PPPOE (WAN1) Login
A Figure 49

Go to ZTA VPN — Client-to-Site & ZTA VPN Setup — Start “ZTA VPN"

ZTA VPN Setup

Service Status

Enable

[—
Client List

*  Server Setting Modify the Server Setting

P
Page Setting

* means that after the configuration changes, you need to redownload the certificate to apply the new settings.

Start

Nule . Il will lake a while lo aclivale lhe ZTA VPN. Please wail palienlly.

Local Interface

Client Linking Setting *

Local Port *
Max concurrent conncctions
Connection Timeout (&)

2-Step Verification Expiry Time @

Client IP Range [10010 |1 ( Client IP range need different with Zone interface.)
DNS Server 1 [3.8.88 |
DNS Server 2 | |

& Hide [ Change |
ppp4000

E Hide [ Change |
pppd4000

(Use both TCP and UDP protacols)
( Rangc: 20 ~200)

seconds ( Range: 30 ~180)

Minutes ( Range: 10 ~ 60, 0 means disabled. )

A Figure 50
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Go to ZTA VPN — Client-to-Site = Client List

Before adding a new ZTA VPN client, it is necessary to create an authentication group and select the group
members for online authentication. (see the earlier Object = Authentication screen example).

Users can access it directly via a download URL that the administrator must preconfigure:
https://[interface_IP_or_domain]:[HTTPS_port]/ztavpn.php
Example: https://168.168.168.168:4433/ztavpn.php or https://domain:4433/ztavpn.php

Note: When two-step verification is enabled, users can refer to the ZTA VPN for User Guide (Two-Step
Verification) for detailed instructions. (Windows)

ZTAVPN Setup Client List Page Setting i ‘Connection Status Connection Log
* Download client software and certificate from a URL : https:// [Wan IP Address or Domain] : [HTTPS Port] /ztavpn.php
» Client List [Regenerate all Certificate] 1/1 jumpto| 1 |Page everypage 30 rows «
Comment 2 Authentication Gmupo ] User Management Delete
test ZTA Group Member Number : 1
+ Add
A Figure 51

| | [F—
General Setting DN5 Administrative Access

_} Administrative Access :

HTTPS Port 4433 |

Idle Timeout 60 | (5 ~ 60) Minutes
' Security TLSV1.1 TLsvi2 ETLSv13
| A Figure 52

Go to ZTA VPN — Client-to-Site & Page Setting

ZTAVPN Setup Client List Page Setting i Connection Status ‘Connection Log

» Client Download Page Setting ) Download Page Preview
Content Block Color e Waord 10000 ‘

Foreground Block Color @@ Word i
Backaround Block Color @) Rackoround - [FODGSINNN 488

WireGuard is an extremely simple yet fast and modern VPN that
utilizes state-of-the-art cryptography.
Conlent

» Bulletin Setting
Enable:

Subjscl [Buill-in Roaming { Maximum 64 Characters }

The client configu
single peer (the s
Gontent encrypted data bef

endpoint of its

( 2048 Characters )

B 5he <« Figure 53

WireGuard is an extremely simple
wodern VPN that utilizes state
cryptography.

yet fast and
-of-the-art

<« Figure 54
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The initial binding 2-Step Verification screen.
You can use Microsoft Authenticator, Google Authenticator, or a third-party authenticator app.
Note: The verification code allows for a time drift of up to one minute.

Note: When two-step verification is first enabled (no key generated yet) or when a key is changed, the
verification screen will automatically generate a key for the user to configure.

= Google Authenticator @

Search...

worm1

318 956 v |5

A

v C [7)
[I] r [— [— [— [— 4. Enter a setup key =)
—I Scan a QR code 5 I 1.

+

A Figure 55 A Figure 56

The login screen after binding 2-Step Verification screen and then enter the verification code to proceed to
surf Internet.

Note: When a key has already been generated, the verification page (QR Code) will not display key
information.

m#

EEEEEE

A Figure 57

After a successful login, auto reconnection can bypass 2-step verification before the code expires.

H 2-5tep Venfication Expiry Time 9 0 Minutes ( Range: 10 ~ 60, 0 means disabled. )

A Figure 58
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Administrators can check the authentication connection status and can search for historical logs.

e
ZTA'VPN Setup Cli

Page Se Connection Status Connecti
* Refuse Connection Log
Refuse Connection Log O stant @ Stop
» User List , Online: 0 [Account ped H O Seacch 1/1 jumplo. 1 Pageeverypage 30 rons B w (@ b »
Account ¢ Status ~ Source IP Address Local IP Address MAC Last Connection / Connection Duration Local Inhﬂ:cs_ Kick
yo 2 2025-09-11 15.13.06 Kickyo

A Figure 59

|
ZTAVPN Setup

* Connection Log - Search Condition

Time 2025-07-01 110000 v 2025-10-24 || v

Account

Source IP I—I

The machine dispensed IP l:l

Local Interface All ~

Event | Al v/

© search
+ Search Result 1/5 jumpto| 1 |Pageeverypage| 30 |rows @« v »/[ Expont |[Export Al v
Time + Account & Source IP & Source Port & The machine dispensed IP 3 MAC & Local Interface & Event

2025-09-17 1611821 15126 2 3 1L 1001101 ¢ WAN1 PPFPOE (WAN1) Logout
2025-09-17 16:0529 esi8 6 i3 1001 146 L] WAN1 PPPOE (WAN1) Logout
2025-09-17 16:01.04 1138 6 0 10015 1] WAN1 PPPOE (WAN1) Logout (Connection Timeout)
2025-00-17 15.07.48 esl? 2 3 i2 10.0.1.160 t WAN1 PPPOE (WAN1) Logout
2025-09-17 14:44 15 1118 : i7 1001236 [ WAN1 PPPOE (WAN1) Logout
2025-09-17 14:36:45 esté 6 i3 10.0.1.146 5 WAN1 PPPOE (WAN1) Login
2025-09-17 1430 58 esld 2 3 17 1001234 [4 WAN1 PPPOE (WANT1) Logout
2025-09-17 14:30:16 estd 2 3 7 10.0.1.234 (] WAN1 PPPOE (WAN1) Login
2025-09-17 14:28.49 est/ 2 b iz 10.0.1.169 t WAN1 PPFPOE (WAN1) Login
2025-09-17 14:2554 est? ri 3 9 10.0.1.203 4 WAN1 PPPOE (WAN1) Logout
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