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ZTA (Zero Trust Access) VPN

ShareTech ZTA VPN vs. Mainstream VPNs

WireGuard VPN Features

Performance =2

It is able to reach the highest throughput values.

1. Software Metric LOC (Lines of Code)

Efficiency :
Its lightweight design, potentially offers lower latency.
Privacy

It uses only UDP that lost data can not be retrieved.
Low complexity

. - 3,784 LOC 0.9% Low maintenance
= Availability :
L Q o It is easy to setup and not exclusively locked to any 2. Bandwidth (Mbps)
platforms.
Open VPN
(AES) £

Security
@ It uses up-to-date algorithms (ChaCha20-Poly1305) that IPSec VPN \
are less vulnerable to timing attacks. 5 (:(I:ES) Q

ZTA VPN
(WireGuard)

0 250 500 750 1000

Greater volume of data transmitted at once

Fastest network speeds

ShareTech ZTA VPN vs. Mainstream VPN Protocols

VPN Protocol | Encryption Speed Stability | Streaming / P2P
PPTP Poor Fast Fair Poor
L2TP/IPSec | Average Medium Good Poor
SSL VPN Good Fast Good Good
ZTAVPN Excellent Excellent Excellent Good
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ZTA (Zero Trust Access) VPN

UTM Configuration Guide (Administrator)

Step 1: Create User Groups

Go to Object — Authentication —» Select authentication mode (Local User / POP3, IMAP / RADIUS / AD

Server) —» User Group to create the group used for ZTA VPN authentication. Whether to enable two-step
verification (2FA) for ZTA VPN.

If 2FA is enabled, users can use Microsoft Authenticator, Google Authenticator, or a third-party authenticator
app. Future login will use the same authenticator app (same device).

Note: If a user changes devices or deletes key, the administrator can display the key and send it to the user
for manual input. For security, it is recommended that administrators regenerate the key.

2-Step Verification 9 Enabled Key Information : 2025-10-24 15:54:24 |Is Enabled | Show Key || Remove Key |

= Google Authenticator = Authenticator Q +

Your accounts now back up
toiCloud

Authenticator now uses iCloud to
automatically back up your accounts.

Learn More Dismiss

SSLVPN
SSLVPN

416 434

Search...

GOOGLE AUTHENTICATOR

Enter a setup key

Scan a QR code

1]
ax

3

veritied 13

Authenticater

Example: Using the Local User —» User Group with two-step verification.

Page Settings | Local User | POPJ IMAP,RADIUS User = ADUser | User Group
[ Account v | Choose File | No file selected [ Import | 1/ «“
User List [ESTTRG] | i1 Choose File | No file sele Import | 1/1 jumpto| 1  Pageeverypage 30 rows [
D © seuren Bout | @ 90 B
] Hame & Account & Require Password Change at Next Login Account Expiration Date & 2-Step [7) @
[m] yo o No -] -]
a m test m No 2025-05-31 ) )
# Add & Edit | X Del «Figure 1
e ————— e
Page Settings Local User | POP3, IMAP, RADIUS User | ADUser = UserGroup Log  Status | Passwordless Authentication
* Add Group Member
group name | sales
® General setiing
Auth Seiting
O User defined setting
Select user typs | Local |
all users | solocted usors ]
a Worm. Iser gmail.com| ry |
o
mi test
[0
[<ee
v v
+ Add :
<« Figure 2
POP3, IMAP, RADIUS User = ADUser  User Group | Log Status | Passwordless Authentication
» GroupList @ 1/1 jmpto 1 Pageeverypage 30 rows BB« @ bl n
group name Member Auth Setting Edit/ Del
ZTA yo General setting P4
sales worm1[IMAP User gmail.com],mi test... General selting ]
+ Add A
<« Figure 3
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ZTA (Zero Trust Access) VPN

Step 2: Configure Remote Internet Access

Go to ZTA VPN —» Client-to-Site —» ZTA VPN Setup to configure VPN parameters.
Besides, administrators can choose whether to allow clients to access the Internet through VPN.

If disabled, the system automatically removes corresponding routes from the client side,
reducing unnecessary bandwidth and resource usage.

e [ | S —
ZTA VPN Setup Client List ‘ Page Setting Connection 3tatus Connection Log

>

Server Setting Modify the Server Setting * means that after the configuration changes, you need to redownload the certificate to apply the new settings.

Service Status Start
Enable Note : It will take a while to activat¢ the ZTAVPN. Please wait patiently.
Local Interface = Hide [ Change |
ppp4000
Client Linking Setting * = Hide [ Change |
ppp4000

Local Port *
Max concurrent connections
Conneclion Timeoul g

2-Step Verification Expiry Time @

(Use both TCP and UDP gdrotocols)
(Range: 20 ~ 200 )
seconds ( Range. 30 ~ 180

D Minutes ( Range: 10 ~ 60, Ofmeans disabled. )

Client IP Range [10010 |/ ( Client IP range need different with Zone interface.)
DNS Scrver 1 [s8s8 |
DNS Server 2 | |

> _Client Route Setup

Enable remote connection over the Intermnet

Push Route E Hide | Change |

A Figure 4
Step 3: Configure Client-to-Site ZTA VPN

Go to ZTA VPN —» Client-to-Site —» Client List to configure ZTA VPN group.
You can define whether users are redirected to a specific webpage after connecting.

Note: Once connected successfully, the displayed URL will automatically sync remote settings.
Administrators can configure settings dynamically, simplifying management.

— e e
ZTAVPN Setup Client List | Page Setting Connection Status | Connection Log

*  New Certificate Group

Comment test
Authentication Group sales v

Address of information message ‘nﬂps:{rwww,shamlech com tw/zh-tw/ { Maximum 1024 Characters )

* Add

A Figure 5
Users can access it directly via a download URL that the administrator must preconfigured:
https://[interface_IP_or_domain]:[HTTPS_port]/ztavpn.php
Example:
https://168.168.168.168:4433/ztavpn.php or https://domain:4433/ztavpn.php

T | [ —
Client List Page Setting Connection Status Connection Log

* D client and

T Client List Rogonerale all Gortcale

Comment &

from a URL : https:// [Wan IP Address or Domain] : [HTTPS Port] /ztavpn php I

1/1 jumpto 1 Page everypage 30  rows |G

Authentication Gmup@ ® User Management Delete

test sales E Group Member Number : 3

worm1
yo
mi

+ Add

A Figure 6
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Configuration —» Basic Setting —» Administrative Access —» HTTPS Port

ZTA (Zero Trust Access) VPN

S
General Setting DNS Administrative Access

*  Administrative Access :

HTTPS Port 4433 |
Idle Timeout |GD | (5 ~ 60) Minutes
Security TLSV1.1 TLSvi2 E@TLsvi3

A Figure 7

Otherwise, Administrators can download and provide the ZTA client software to users.

T ]
Client List Page Setting Connection Status
+ Group Setting
Authentication Group sales
Address of information message https fiwww sharetech com twizh-tw/ ‘( Maximum 1024 Characlers )
ESave
Group Member List Cancel all certificates Regenerate all Certificate  Usor Accounl 1/1 jumpto| 1 |Pageeverypaga| 30 |rows -
> @ Seacch |
User Account ¢ Certificate Download Software] Download Certificate User Static IP address ~ User Static MAC Address Enable Edit
worm1 Cancel Regenerate (] @ 3 7
yo Cancel Regenerate (] & 10.0.1.254 » 7
mi Cancel Regenerate (| ] 4 rd
A Figure 8

Step 4: Modify User Download Page
Administrators can customize the user download page and preview it.

Note: The logo is shared with the Internet authentication page.

Go to Object > Authentication > Page Settings —» Client Login Message —» Upload Logo to modify.

», Client Download Page Setting 9 Download Page Preview

Content Block Color & Word : fe0000 " ﬁ
Foreground Block Color Word : ffc702 " ‘i

Background Block Color &)

WineGuard is an extremel
u¥ilizes state-of-the-ar

Content
cryptography.

ng style=\"color:#%0@;\">-test ZTA VPN-</strong>
simple vet fast and modern VPN that

A Figure 9
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A Figure 10
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E UTMm ZTA (Zero Trust Access) VPN

Note: When a key has already been generated, the verification page (QR Code) will not display key
information. If a user changes devices or deletes key, the administrator can see the earlier Step 1).

ShareTech

@
EEDEDNE

A Figure 12
Step 5: Bulletin Board Configuration

ZTA VPN provides an interface for administrators to set announcements.

* . Bulletin Setting
Fnahle

Subject |Buirt—in Roaming ( Maximum 64 Chgracters )

Please download Microsoft Authenticator, Google Authenticator,
or a third-party authenticator app. Future login will adopt two-
Content step verification (2FA) for ZTA VPN

«|/f Maximum 2048 Characters )

A Figure 13

& ZTA VPN _ X

Connection Log

Server Y
IP address: | €5/ ZTA VPN Bulletin Board 52 [5_;

Username : lember me

Built-in Roaming

Verification Cf

Please download Microsoft Authenticator, Google Authenticator, or =
¢ [ Access|

* Tunnel re

Tunnel Status | I
Access the inf

Tunnel reactiy

Status:

Connectivity §

Latest handsh () Don't show the same message again today

| -

Transfer:

Show Details

A Figure 14




E UTM ZTA (Zero Trust Access) VPN

Step 6: Connection Monitoring

Administrators can check the authentication connection status and can search for historical logs.

ZIAVPN Setup | C Fage Se Connection Log
*/ Refuse Connection Log
Refuse Connection Log O stant @ Stop
s+, User List », Online: 0 |Account v| O search 1/1 jumplo 1 Page every page 30 « (o ] [
Account ¢ Status ~ Source IP Address Local IP Address MAC Last Connection / Connection Duration Local Interface Kick
yo - 2025-09-11 15.13.06 Kickyo

A Figure 15

]
onnection Status Connection Log

ey
ZTA VPN Setup

* Connection Log - Search Condition

Time 2025-07-01 0000~ 2025-10-24 ||2350%

Account I—I

Source IP

Source Port L ]

The machine dispensed IP |

MAC L ]

Local Interface All ~

Event | Al ~|

© search
+ Search Result 1/5 jumpto| 1 |Pageeverypage| 30 |rows @« v »/[ Expont |[Export Al v
Time + Account & Source IP & Source Port & The machine dispensed IP 3 MAC & Local Interface & Event

2025-09-17 1611821 15126 2 3 1L 1001101 ¢ WAN1 PPFPOE (WAN1) Logout
2025-09-17 16:0529 esi8 6 i3 1001 146 L] WAN1 PPPOE (WAN1) Logout
2025-09-17 16:01.04 1138 6 0 10015 1] WAN1 PPPOE (WAN1) Logout (Connection Timeout)
2025-00-17 15.07.48 esl? 21 3 i2 10.0.1.160 t WAN1 PPPOE (WAN1) Logout
2025-09-17 14:44 15 1118 : i7 1001236 [ WAN1 PPPOE (WAN1) Logout
2025-09-17 14:36:45 esté 6 i3 10.0.1.146 5 WAN1 PPPOE (WAN1) Login
2025-09-17 1430 58 esld 2 3 17 1001234 [4 WAN1 PPPOE (WANT1) Logout
2025-09-17 14:30:16 estd 2 3 7 10.0.1.234 (] WAN1 PPPOE (WAN1) Login
2025-09-17 14:28.49 est/ 2 b iz 10.0.1.169 t WAN1 PPFOE (WAN1) Login
2025-09-17 14:25:54 est? b 3 9 10.0.1.203 t WAN1 PPPOE (WANT1) Logout

A Figure 16




